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Editors’ Preface to the 2021 Update 
 

The number of significant developments surrounding the GDPR since publication of the main 

volume of the Commentary in 2020 has been immense, and will make it necessary to publish 

a second edition in due course. In the meantime, we felt it would be useful to publish this 

update, which is designed to be read in conjunction with the main volume. It covers 

developments only between the last date of coverage of the Commentary (1 August 2019) and 

1 January 2021 (with a few exceptions when it has been possible to take later developments 

into account). It is limited to selected Articles of the GDPR. 

 

This update is being made freely accessible on the internet with the kind permission of Oxford 

University Press. Full reference to it should be made if it is quoted from or paraphrased, as 

follows: C. Kuner, L.A. Bygrave and C. Docksey (eds.), The EU General Data Protection 

Regulation (GDPR): A Commentary – 2021 Update (OUP 2021). 

 

The criteria for coverage in this update are the same as for the main volume. That is, we have 

focused primarily on: international treaties and other instruments; EU legislation; judgments 

of the Court of Justice of the European Union (CJEU) (including relevant Advocate General 

Opinions); publications of the European Data Protection Board (EDPB) and European Data 

Protection Supervisor (EDPS); and selected academic literature. We have not attempted to 

cover developments in EU Member States, but have referred to some such developments on 

occasion when they are particularly relevant for understanding the GDPR’s application. With 

a few exceptions, materials in the bibliographies are new ones that have appeared since 

publication of the main volume. 

 

It also includes two appendices that cover the same period as the rest of this update: the first 

deals with judgments of the European courts and some selected judgments of particular 

importance from national courts, and the second with EDPB papers. Please note that the update 

does not include each and every Article of the GDPR; the commentaries on all Articles will be 

updated in the second edition. We believe, however, that this update manages to flag the bulk 

of significant developments in the period it covers. 

 

All updates were compiled by the authors of the original commentaries, unless otherwise 

indicated. We are grateful to the authors who sent us updates on their commentaries. We have 

gone to great effort to review them and to adopt a common framework for them, but have left 

issues of style largely up to the individual authors. References to page numbers of the 

Commentary are to those in the printed main volume. 

 

We thank Alex Flach, our editor at Oxford University Press, for his continued support, and are 

grateful for the research assistance provided by the following persons: Olga Gkotsopoulou; 

Michalina Nadolna Peeters; and Roberto Yunquera Sehwani. We also thank the Brussels office 

of Wilson Sonsini Goodrich & Rosati for its moral and logistical support. 

 

Christopher Kuner 

Lee A. Bygrave 

Christopher Docksey 

Laura Drechsler 

Luca Tosoni 

 

Brussels and Oslo, May 2021
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Background and Evolution of the EU General Data Protection 

Regulation (GDPR) 

 

Christopher Kuner, Lee A. Bygrave and Christopher Docksey 

 

I. Judgments of the Court of Justice 

 

The period since the publication of the Commentary has also marked the positive consideration 

by the CJEU of the cooperation and consistency mechanisms laid down in Chapter VII of the 

GDPR. In Google v CNIL, the Court stressed the importance of the mechanisms of cooperation 

and consistency for the correct and coherent application of the GDPR, and their obligatory 

character.1 In Schrems II, Advocate General Saugmandsgaard Øe noted that the cooperation 

and consistency mechanisms provided for in Chapter VII of the GDPR are designed to avoid 

the risk that various supervisory authorities take different approaches with regard to cross-

border processing.2 These dicta were approved by the CJEU, which found that the standard 

contractual clauses (‘SCC’) Decision in question was based on effective mechanisms, 

including those in Articles 64 and 65 GDPR aimed at achieving consistent enforcement by 

DPAs, to ensure where necessary the suspension or prohibition of transfers of personal data to 

third countries.3 It may also be noted that these findings in Schrems II mark the first positive 

comment on an EU transfer mechanism by the Court.4 The scope and specific application of 

the cooperation, consistency and one-stop-shop mechanisms are presently before the CJEU in 

Facebook Ireland.5 Advocate General Bobek emphasised the need to ensure consistency and 

prevent fragmentation. He therefore argued for a strict interpretation of the lex specialis under 

Article 56 GDPR, conferring competence to the lead supervisory authority (‘LSA’) in a cross-

border case, unless otherwise provided by the GDPR.6 

 

II. First Commission report on evaluation and review of the GDPR 

 

In June 2020, the Commission adopted its first report on evaluation and review of the GDPR,7 

which is discussed in more detail in the update to Article 97. The Report focuses not only on 

the two issues highlighted in Article 97(2) (i.e., Chapter V on international transfers and the 

cooperation and consistency mechanisms of Chapter VII) but takes a broader approach by also 

addressing issues which have been raised by various stakeholders during the last two years 

since the GDPR’s entry into application. The report finds that the GDPR has successfully met 

its objectives of strengthening the protection of the individual’s right to personal data 

protection and guaranteeing the free flow of personal data within the EU. The Commission 

decided not to avail itself of the possibility foreseen by Article 97(5) to propose new legislation 

                                                 
1 Case C-507/17, Google v CNIL, paras. 68-69. 
2 Case C-311/18, Schrems II (AG Opinion), para. 155. 
3 Ibid., paras. 147-148. 
4 See Case C-311/18, Schrems II, para. 148, where the CJEU found that the SCCs provide for ‘effective 

mechanisms which, in practice, ensure that the transfer to a third country of personal data pursuant to the standard 

data protection clauses in the annex to that decision is suspended or prohibited where the recipient of the transfer 

does not comply with those clauses or is unable to comply with them’. 
5 Case C-645/19, Facebook Ireland (pending). 
6 Case C-645/19, Facebook Ireland (AG Opinion), para. 75. 
7 The report consists of the EC Communication 2020 and the more detailed EC Staff Working Document 2020. 

See also the commentary on Art. 97 in this update. 
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to amend the GDPR but did mention possible targeted amendments to certain provisions of the 

GDPR in the future.8 

 

III. Corrigenda to the GDPR 

 

Further corrigenda (in addition to those published on 23 May 2018) to different language texts 

of the GDPR were published by the Council on 12 October 2020; they include corrigenda to 

the texts in Croatian, Czech, Dutch, Finnish, German, Greek, Hungarian, Irish, Italian, 

Lithuanian, Polish, Portuguese, Slovak, Spanish, and Swedish.9 Such corrigenda were then 

published in the Official Journal on 4 March 2021.10 Criticisms of the EU’s approach to 

corrigenda in general have been made by Bobek,11 while Pilz criticised them specifically in the 

context of the GDPR.12 
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8 EC Communication 2020, p. 15. 
9 Council Report 2020. 
10 See Corrigendum HR; Corrigendum CS; Corrigendum NL; Corrigendum FI; Corrigendum DE; Corrigendum 

EL; Corrigendum HU; Corrigendum GA; Corrigendum IT; Corrigendum PL; Corrigendum PT; Corrigendum SK; 

Corrigendum ES; Corrigendum SV. 
11 Bobek 2009. 
12 Pilz 2018. 
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Chapter I - General Provisions 

Article 2. Material scope 

 
Herke Kranenborg* 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Campos Sánchez-Bordona in Case C-623/17, Privacy International v Secretary of 

State for Foreign and Commonwealth Affairs and Others, delivered on 15 January 2020 (ECLI:EU:C:2020:5). 

 

Opinion of Advocate General Campos Sánchez-Bordona in Joined Cases C-511/18 and C-512/18, La Quadrature 

du Net and Others v Premier ministre and Others, delivered on 15 January 2020 (ECLI:EU:C:2020:6). 

 

Opinion of Advocate General Campos Sánchez-Bordona in Case C-520/18, Ordre des barreaux francophones et 

germanophone, delivered on 15 January 2020 (ECLI:EU:C:2020:7). 

 

Case C-272/19, VG v Land Hessen, judgment of 9 July 2020 (ECLI:EU:C:2020:535). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 
Case C-623/17, Privacy International v Secretary of State for Foreign and Commonwealth Affairs and Others, 

judgment of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:790). 

 

Joined Cases C-511, 512 and 520/18, La Quadrature du Net and Others v Premier ministre and Others, judgment 

of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:791). 

 

New CJEU decisions on Material scope: VQ v Land Hessen, Privacy International and La 

Quadrature du Net  

 

[To be considered with Section B – 4. Case law and with Section C – 4. Activities outside 

the scope of Union law] 

 

The CJEU dealt with Article 2(2) in VQ v Land Hessen. The question put to the CJEU by a 

German court was whether a petitions committee of the parliament of a federated state of a 

Member State (such as Germany) could be categorised as a ‘controller’ within the meaning of 

Article 4(7) GDPR. The underlying issue, however, was whether the activities of such a 

parliamentary committee fell outside the scope of Union law, within the meaning of Article 

2(2)(a) GDPR. In the national case, it had been argued that parliamentary activities were not 

covered by the GDPR.  

 

The CJEU, with reference to Lindqvist, recalled that recourse to the internal market legal basis 

for the DPD did not presuppose the existence of an actual link with free movement between 

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Commission. 
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Member States in every situation referred to by the measure founded on that legal base.1 It was 

therefore not appropriate to interpret the expression ‘activity which falls outside the scope of 

[Union] law’ as having a meaning which would require a determination in each individual case 

whether the specific activity at issue directly affected freedom of movement between Member 

States.2 According to the CJEU this applies a fortiori with respect to the GDPR, which is based 

on Article 16 Treaty on the Functioning of the European Union (‘TFEU’).3  

 

The CJEU continued by stating that since Article 2(2)(a) GDPR constitutes an exception to the 

very wide definition of the scope of the GDPR set out in Article 2(1), Article 2(2)(a) should be 

interpreted restrictively.4 The CJEU recalled earlier considerations in Lindqvist that the 

activities mentioned in the corresponding Article 3(2), first indent, DPD are, in all 

circumstances, activities of the Member State or of Member State authorities.5 However, the 

fact that an activity is an activity characteristic of the Member State or of a public authority is 

not sufficient ground for that exception to be automatically applicable to such an activity.6 It is 

necessary that that activity is one of the activities that are explicitly mentioned by that provision 

or can be classified in the same category as those activities.7 The CJEU then looked at the 

activities mentioned in Article 2(2)(b) and (d) and concluded that the activities of the 

parliamentary committee at issue do not correspond to the activities mentioned therein and that 

they cannot be classified as such.8 Furthermore, the GDPR does not contain an exception with 

respect to parliamentary activities.9 The CJEU therefore concluded that the activities of the 

parliamentary committee fall within the scope of the GDPR and that the committee can be 

categorised as a ‘controller’ within the meaning of Article 4(7) GDPR. 

 

In January 2020, Advocate General Campos Sánchez-Bordona issued an opinion in Privacy 

International, as noted in Section C – 4.10 The opinion was published together with his opinions 

in La Quadrature du Net and Ordre des barreaux francophones et germanophone, which also 

dealt with the issue of access by public authorities to telecommunications metadata kept by 

telecom providers.11 One of the questions at issue was whether activities of national security 

authorities which require the involvement of telecom providers (retention or bulk transmission 

of telecom data) fell outside the scope of Union law or whether, due to the involvement of the 

telecom providers, these activities fell within the scope of Union law. According to the 

Advocate General the involvement of private individuals on whom certain obligations are 

imposed brings the matter within the scope of Union law.12 Only activities which are 

undertaken by the public authorities themselves, without requiring the cooperation of private 

individuals and, therefore, without imposing on them obligations in the management of 

                                                 
1 Case C-101/01, Lindqvist, para. 40. Lindqvist concerned Art. 3(2) DPD which corresponds, in essence, to Art. 

2(2) GDPR.  
2 Case C-272/19, VQ v Land Hessen, para. 66.  
3 Ibid., para. 67. 
4 Ibid., para. 68. 
5 Ibid., para. 69. 
6 Ibid., para. 70. 
7 Ibid. 
8 Ibid., para. 71. 
9 Ibid., para. 72. 
10 Case C-623/17, Privacy International (AG Opinion). 
11 Joined Cases C-511/18 and C-512/18, La Quadrature du Net (AG Opinion); Case C-520/18, Ordre des barreaux 

francophones et germanophone (AG Opinion). 
12 Case C-623/17, Privacy International (AG Opinion), para. 34; Joined Cases C-511/18 and C-512/18, La 

Quadrature du Net (AG Opinion), para. 85. 
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business fall outside the scope of Union law and hence outside the scope of the data protection 

rules.13 

 

The position of the Advocate General was followed by the CJEU in its rulings of 6 October 

2020 in Privacy International and La Quadrature du Net.14 Building on its reasoning in the 

Tele2 ruling, the CJEU considered that the disclosure by providers of personal data by 

transmission, as is the case with storage or otherwise making available of data, falls within the 

scope of the EPD.15 This includes processing operations resulting from obligations imposed on 

those providers by public authorities for the purpose of protecting national security.16 Only 

when Member States directly implement measures that derogate from the rule that electronic 

communications are to be confidential, without imposing processing obligations on providers, 

the protection of the data of the persons concerned is not covered by the EPD, but by national 

law only, with the result that the measures must comply with national constitutional law and 

the requirements of the ECHR.17  

 

In the Schrems II ruling, the CJEU considered that the transfer of personal data from Facebook 

Ireland to Facebook Inc. in the United States did not fall within Article 2(2)(c) of the GDPR, 

which concerns the processing of data by a natural person in the course of a purely personal or 

household activity. According to the CJEU the transfer from Facebook Ireland to Facebook 

Inc. did not fall within the exceptions laid down in either Article 2(2)(a), (b) and (d) of the 

GDPR, since the activities mentioned therein by way of example are activities of the Member 

State or of Member State authorities and are unrelated to fields in which individuals are 

active.18 

 

                                                 
13 Case C-623/17, Privacy International (AG Opinion), para. 34; Joined Cases C-511/18 and C-512/18, La 

Quadrature du Net (AG Opinion), para. 79. 
14 Case C-623/17, Privacy International; Joined Cases C-511, 512 and 520/18, La Quadrature du Net. 
15 Case C-623/17, Privacy International, para. 41; Joined Cases C-511, 512 and 520/18, La Quadrature du Net, 

para. 96. 
16 Case C-623/17, Privacy International, para. 46; Joined Cases C-511, 512 and 520/18, La Quadrature du Net, 

para. 101. 
17 Case C-623/17, Privacy International, para. 48; Joined Cases C-511, 512 and 520/18, La Quadrature du Net, 

para. 103. 
18 Case C-311/18, Schrems II, para. 85. 



Article 3 

Svantesson 

16 

Article 3. Territorial scope 

 

Dan Jerker B. Svantesson 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Szpunar in Case C-507/17, Google Inc. v Commission nationale de l‘informalique 

et des libertés (CNIL), delivered on 10 January 2019 (ECLI:EU:C:2019:15). 

 

Case C-507/17, Google LLC v Commission nationale de l’informatique et des libertés (CNIL), judgment of 24 

September 2019 (Grand Chamber) (ECLI:EU:C:2019:772). 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145) (‘Schrems 

II’). 

 

All references to ‘European Data Protection Board, “Guidelines 3/201 8 on the territorial 

scope of the GDPR (Article 3) - Version for public consultation” (16 November 2018)’ 

(‘EDPB 2018’) should be replaced with ‘European Data Protection Board, “Guidelines 3/2018 

on the territorial scope of the GDPR (Article 3) - Version adopted after public consultation” 

(12 November 2019)’ (‘EDP B 2019’). In the text below, the specifically listed amendments 

are limited to those cases where the adopted version differs from the version for public 

consultation. 

 

[To be considered with Section B – 4. Case law] 

 

p. 81 

 

Replace the last full paragraph before Part C (beginning ‘Further clarification...’ ) with the 

following: 

 

Further clarification of the territorial scope of the GDPR under Article 3 was provided by the 

CJEU in Google Inc. v. CNIL.1 In his Opinion, Advocate General Szpunar proposed that the 

scope of the de-referencing that search engine operators are required to carry out should 

generally be limited to the EU.2 In its judgment, the CJEU held that the GDPR did not in its 

present form require the extension of the right to be forgotten to all the national versions of 

search engines,3 but that the EU legislator could extend the GDPR to cover them if it wanted 

to,4 and that courts and DPAs in the Member States were also not prevented from extending 

the right to such national versions.5 

 

  

                                                 
1 Case C-507/17, Google v CNIL. 
2 Case C-507/17, Google v CNIL (AG Opinion), paras. 58-63. See also the commentary on Art. 17 in this update. 
3 Case C-507/17, Google v CNIL, paras. 61-65. 
4 Ibid., para. 58. 
5 Ibid., para. 72. 
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After the paragraph discussed above, add the following: 

 

At the time of writing, the most recent engagement with Article 3 in a matter before the CJEU 

is a brief comment made by Advocate General Saugmandsgaard Øe in Case C-311/18, 

Schrems II, delivered on 19 December 2019, where he stated: 

 

In accordance with Article 3(1) of the GDPR, that regulation is to apply to any 

processing carried out in the context of the activities of an establishment of a controller 

or a processor in the Union, regardless of whether the processing takes place in the 

Union or not. The question of the applicability of EU law to processing by the 

intelligence services of a third country outside the Union must be distinguished from 

the question of the relevance of the rules and practices applicable to such processing 

in the third country at issue for the purposes of determining whether an adequate level 

of protection is guaranteed in that country.6 

 

The exact implications (if any) of this observation are difficult to assess and the Court did 

not comment on the matter. However, it is possible that the Advocate General merely sought 

to emphasize the fact that any claim of GDPR applicability made under Article 3 does not 

affect the assessment of whether an adequate level of protection is guaranteed in another 

country. 

 

[To be considered with Section C – 1. Introduction] 

 

p. 82 

 

Replace the first full paragraph on the page (beginning ‘Thus. only very limited... ‘) with the 

following: 

 

Thus, only very limited guidance as to the operation of Article 3 was available at the time the 

GDPR became binding law. The EDPB only published the public consultation version of its 

Guidelines on the territorial scope of the GDPR on 16 November 2018, i.e., almost half a 

year after the GDPR came into effect. Further, the adopted Guidelines on the territorial scope 

of the GDPR were not available until on 12 November 2019 when the GDPR had already 

been in effect for one and a half years. It may be presumed that, by that stage, most of the 

foreign entities potentially affected by the GDPR that were open to adjust to the GDPR would 

already have had to make an assessment as to whether they fall within Article 3. 

 

The delay in providing guidance on Article 3 is even more remarkable given that the EDPB 

specifically acknowledges that clarification of the criteria for determining the application of 

the territorial scope of the GDPR is ‘essential for controllers and processors, both within and 

outside the EU, so that they may assess whether they need to comply with the GDPR for a 

given processing activity’.7 

 

  

                                                 
6 Case C-311/18, Schrems II (AG Opinion), FN 39. 
7 EDPB 2019, p. 4. 
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[To be considered with Section C – 4. Application of the GDPR outside the EU] 

 

pp. 83-84 

 

Replace the last full paragraph starting on page 83 (beginning ‘On 29 March 2017…’) with the 

following: 

 

On 31 January 2020, the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020, the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.8 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.9 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. On 19 February 2021, the 

Commission proposed an adequacy decision covering data transfers to the UK under the 

GDPR,10 which had not yet been adopted when this update was finalised. Post-Brexit the GDPR 

no longer applies in the UK. 

 

[To be considered with Section C – 6. Processing in the context of the activities of an 

establishment of a controller or a processor in the EU] 

 

p. 86 

 

Replace the quote in the second paragraph (beginning ‘The GDPR envisages…’) with the 

following: 

 

The GDPR envisages different and dedicated provisions or obligations applying to data 

controllers and processors, and as such, should a data controller or processor be subject to the 

GDPR as per Article 3(1), the related obligations would apply to them respectively and 

separately. In this context, the EDPB notably deems that a processor in the EU should not be 

considered an establishment of a data controller within the meaning of Article 3(1) merely by 

virtue of its status as processor on behalf of a controller. 

 

The existence of a relationship between a controller and a processor does not necessarily trigger 

the application of the GDPR to both, should one of these two entities not be established in the 

Union.11 

 

In addition, replace the quote in the fourth paragraph (beginning ‘When it comes…’) with the 

following: 

 

When it comes to a data processor established in the Union carrying out processing on behalf 

of a data controller with no establishment in the Union for the purposes of the processing 

activity and which does not fall under the territorial scope of the GDPR as per Article 3(2), the 

processor will be subject to the following relevant GDPR provisions directly applicable to data 

processors: 

                                                 
8 Trade and Cooperation Agreement UK 2020. 
9 Council Decision UK 2020. 
10 Proposed UK Adequacy Decision. 
11 EDPB 2019, p. 10. 
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1. The obligations imposed on processors under Article 28 (2), (3), (4), (5) and (6), on the 

duty to enter into a data processing agreement, with the exception of those relating to 

the assistance to the data controller in complying with its (the controller’s) own 

obligations under the GDPR.  

2. The processor and any person acting under the authority of the controller or of the 

processor, who has access to personal data, shall not process those data except on 

instructions from the controller, unless required to do so by Union or Member State 

law, as per Article 29 and Article 32(4). 

3. Where applicable, the processor shall maintain a record of all categories of processing 

carried out on behalf of a controller, as per Article 30(2). 

4. Where applicable, the processor shall, upon request, cooperate with the supervisory 

authority in the performance of its tasks, as per Article 31.  

5. The processor shall implement technical and organisational measures to ensure a level 

of security appropriate to the risk, as per Article 32. 

6. The processor shall notify the controller without undue delay after becoming aware of 

a personal data breach, as per Article 33. 

7. Where applicable, the processor shall designate a data protection officer as per Articles 

37 and 38. 

8. The provisions on transfers of personal data to third countries or international 

organisations, as per Chapter V.12 

 

p. 87 

 

Replace the quote in the third full paragraph (beginning ‘determining whether...’) with the 

following: 

 

‘determining whether processing is being carried out in the context of an establishment of the 

controller or processor in the Union for the purposes of Article 3(1) should be carried out on 

a case-by-case basis and based on an analysis in concreto. Each scenario must be assessed on 

its own merits, taking into account the specific facts of the case’.13 

 

[To be considered with Section C – 7. Controllers and processors not established in the 

Union — 7.1 Data subjects in the Union] 

 

p. 89 

 

Replace the quote in the first paragraph beginning ‘A U.S. citizen…’ with the following: 

 

A U.S. citizen is travelling through Europe during his holidays. While in Europe, he 

downloads and uses a news app that is offered by a U.S. company. The app is exclusively 

directed at the U.S. market, evident by the app terms of use and the indication of US Dollar 

as the sole currency available for payment. The collection of the U.S. tourist’s personal data 

via the app by the U.S. company is not subject to the GDPR.14 

 

  

                                                 
12 Ibid., pp. 12-13. 
13 Ibid., p. 7. 
14 Ibid., p. 16. 
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[To be considered with Section C – 8. Application of the GDPR by virtue of public 

international law] 

 

p. 93 

 

Replace the three paragraphs of text front the paragraph beginning ‘The important 

complications...’ through the paragraph beginning ‘As a result…’ with the following: 

 

The important complications discussed directly above are not fully addressed in the EDPB’s 

Guidelines. Having restated the text of Article 3(3) and having noted its relation to Recital 25, 

the EDPB goes on to state that: 

 

The EDPB therefore considers that the GDPR applies to personal data processing 

carried out by EU Member States’ embassies and consulates located outside the EU as 

such processing falls within the scope of the GDPR by virtue of Article 3(3). A Member 

State’s diplomatic or consular post, as a data controller or processor, would then be 

subject to all relevant provisions of the GDPR, including when it comes to the rights of 

the data subject, the general obligations related to controller and processor and the 

transfers of personal data to third countries and international organisations.15 

 

This statement contains some important amendments and clarifications compared to the text 

found in the draft Guidelines. Furthermore, the EDPB recognized the need for further 

clarification and added the following to its discussion of Article 3(3): 

 

Though not related to the application of Article 3(3), a different situation is the one 

where, by virtue of international law, certain entities, bodies, or organisations 

established in the Union benefit from privileges and immunities such as those laid down 

in the Vienna Convention on Diplomatic Relations of 1961, the Vienna Convention on 

Consular Relations of 1963 or headquarter agreements concluded between international 

organisations and their host countries in the Union. In this regard, the EDPB recalls that 

the application of the GDPR is without prejudice to the provisions of international law, 

such as the ones governing the privileges and immunities of non-EU diplomatic 

missions and consular posts, as well as international organisations. At the same time, it 

is important to recall that any controller or processor that falls within the scope of the 

GDPR for a given processing activity and that exchanges personal data with such 

entities, bodies and organisations have to comply with the GDP R, including where 

applicable its rules on transfers to third countries or international organisations.16 
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Article 4(1). Personal data 

 

Lee A. Bygrave and Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Case C-673/17, Planet49 GmbH v Bundesverband der Verbraucherzentralen und Verbraucherverbände – 

Verbraucherzentrale Bundesverband e.V., judgment of 1 October 2019 (Grand Chamber) 

(ECLI:EU:C:2019:801). 

 

Opinion of Advocate General Bobek in Case C-620/19 Land Nordrhein-Westfalen v D.-H. T. acting as insolvency 

administrator in relation to the assets of J & S Service UG, delivered on 3 September 2020 

(ECLI:EU:C:2020:649). 

 

Case C-620/19 Land Nordrhein-Westfalen v D.-H. T. acting as insolvency administrator in relation to the assets 

of J & S Service UG, judgment of 10 December 2020 (ECLI:EU:C:2020:1011). 

 

EFTA Court 

 

Joined Cases E-11/19 and E-12/19, Adpublisher AG v. J and Adpublisher AG v. K, judgment of 10 December 

2020. 

 

Latvia 

 

Latvian Supreme Court, judgment of 30 September 2020 in Case No. A420260716 

(ECLI:LV:AT:2020:0930.A420260716.6.S). 

 

Latvian Constitutional Court, judgment of 12 May 2016 in Case No. 2015-14-0103. 

 

CJEU decision on scope of EPD: Planet49 

 

[To be considered with Section A] 

 

The commentary on Article 4(1) GDPR states that if data are not personal data, their processing 

is not subject to data protection law.1 This certainly holds true for the GDPR. However, in 

particular contexts, some data protection laws apply also to non-personal data. The EPD is an 

instance of such a law. This was confirmed by the CJEU in Planet49 when considering the 

EPD’s requirement that ‘the storing of information, or the gaining of access to information 

already stored, in the terminal equipment of a subscriber or user’ of an electronic 

communications network is preconditioned on the consent of the subscriber/user (Article 5(3) 

EPD).2 Following the Advocate General’s Opinion in the case3 and relying on recital 24 EPD,4 

                                                 
1 See the commentary on Art. 4(1) in the main volume, p. 105. 
2 Case C-673/17, Planet49. 
3 Case C-673/17, Planet49 (AG Opinion). 
4 Rec. 24 states: ‘Terminal equipment of users of electronic communications networks and any information stored 

on such equipment are part of the private sphere of the users requiring protection under the European Convention 

for the Protection of Human Rights and Fundamental Freedoms [signed in Rome on 4 November 1950]. So-called 

spyware, web bugs, hidden identifiers and other similar devices can enter the user’s terminal without their 

knowledge in order to gain access to information, to store hidden information or to trace the activities of the user 

and may seriously intrude upon the privacy of these users. The use of such devices should be allowed only for 

legitimate purposes, with the knowledge of the users concerned’. 
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the Court held that a basic purpose of the EPD is to protect the ‘private sphere’ of a user of an 

electronic communications network, and that such a sphere includes any information stored on 

a user’s terminal equipment, whether personal or otherwise. Concomitantly, the Court held that 

the application of Article 5(3) EPD did not turn on whether or not the information stored in the 

terminal equipment was personal.5 

 

While the ramifications of this aspect of the Planet49 ruling are, at first glance, rather narrow, 

it highlights an increasingly topical issue for the field of data protection law more generally, 

and this is whether data protection law ought to dispense with, or relax, the need for processing 

of personal data as a basic precondition for its application. It is beyond the scope of this 

commentary to delve into this issue. However, it is worth noting that a cogent argument has 

been recently advanced for the development of legal remedies to tackle the problem of 

‘informationless chilling effects’ induced by, e.g., ‘dummy’ video cameras (i.e. cameras that 

give the false appearance of registering or being able to register personal data).6 Also 

noteworthy is that some national data protection laws already contain provisions aimed at 

countering the use of such devices7—thus providing another example of the way in which data 

protection laws may extend to particular situations not involving the processing of personal 

data. 

 

Identifiability criterion: role of ‘singling out’ 

 

[To be considered with Sections C – 1. Differences to DPD, C – 2. Key constituent elements 

of the definition, and C – 7. The costs of an expansive definition]  

 

The reference to ‘singling out’ in recital 26 GDPR warrants elaboration. The phrase appears to 

denote a process whereby a set of data can be distinguished from another set of data and thus 

permit a distinction to be drawn between one person and another person (or group of persons). 

The phrasing of recital 26 suggests that this process is one of various means of identifying a 

person but is not necessarily tantamount to identification or identifiability as such—assuming 

that identification denotes making an actual link between the data set and a particular person, 

and identifiability entails making a potential link. This approach corresponds with the 

distinction drawn by Skopek between ‘individuation’ and ‘identification’.8 Thus, merely 

singling out a data element or set of data to which a person can be linked (‘individuation’) does 

not make the data personal; a connection needs to be established or capable of being 

established—using likely reasonable means—between the data and the person.9  

 

This distinction is particularly important when assessing whether technologies such as facial 

detection fall within the scope of application of the GDPR, as they allow an analysis of a 

person’s features and the subsequent treatment of that person in light of that analysis—typically 

within a momentary period of time—but without knowing (or enabling the discovery of) their 

                                                 
5 Case C-673/17, Planet 49, para. 70. 
6 Hallinan 2019. 
7 See, e.g., Norwegian Personal Data Act 2018, s. 31.  
8 Skopek 2015, p. 722. 
9 Ibid. (‘Take, for example, a random number assigned to a tissue sample in a research facility. This number is a 

unique trait not only of the tissue, but also of the tissue donor, who is “the person who donated tissue sample 

number X.” But because the number is connected only with the tissue and its associated traits, it does not identify 

the donor. Identification requires more than individuation’). 
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identity and without long-term storage of data pertaining to the analysis.10 The bulk of scholarly 

opinion seems to take the view that such a technology does not involve processing of personal 

data, either because of the ephemeral nature of the data storage or because the ‘singling out’ 

falls short of identification.11 Nonetheless, the law on point is not settled. Moreover, if the 

criterion ‘identified’ is treated as synonymous with ‘distinguished from a group of persons’—

a line taken by, inter alia, the WP2912—a cogent case can be made out that facial detection and 

similar technologies do involve processing of personal data.13 

 

Range of persons who are legally relevant agents of identification 

 

[To be considered with Sections C – 1. Differences to DPD and C – 2. Key constituent 

elements of the definition] 

 

Recital 26 GDPR differs from recital 26 DPD by using the phrase ‘another person’ as opposed 

to ‘any other person’, to denote who may constitute a legally relevant agent of identification, 

in addition to the controller. Is this difference more than cosmetic? Dalla Corte contends that 

the difference may signal an intention to narrow the ambit of the personal data concept by 

restricting the range of legally relevant agents of identification:  

 

The syntagms ‘any other person’ and ‘another person’ are not equivalent: the former 

conveys that the means to be considered when determining the identifiability of a data 

subject can be available to any person; the latter clarifies that such means do not 

necessarily have to be available to the controller, but can be available to another person 

too. It is still too early to see how courts will interpret this lexical change, but moving 

from the postulation that the concept of personal data in the GDPR mirrors the one in 

the DPD, it is reasonable to assume that the legislature meant to clarify that there are 

situations where the fact that a person is identifiable by a particularly resourceful 

controller does not make that person identifiable by any controller by default. 14 

 

Dalla Corte goes on to argue: 

 

Just as the means that may be used by the controller must be constrained to the likely 

reasonably ones only, so the third parties who may be approached by a controller to 

identify the data subject should be understood as the ones that can likely reasonably be 

accosted. Reasonable likelihood would not occur when contact with those third parties 

is exceedingly costly, considering both human and economic capital, practically 

impossible, or prohibited by law. Such an interpretation has been put forth by Advocate 

General Campos Sànchez-Bordona in the Breyer v Germany case; while the CJEU did 

not reject it, it did not explicitly confirm its validity either.15 

 

                                                 
10 The term ‘facial detection’ is used to refer to technologies that use sensors combined with specific software to 

detect people’s faces, and their characteristics, for purposes other than recognizing them. Thus, facial detection 

should be distinguished from facial recognition. See further, e.g., Davis 2020.  
11 Ibid. 
12 WP29 2007, p. 12. See too, e.g., Bygrave 2014, p. 130 (‘The ability to identify a person is essentially the ability 

to distinguish that person from others by linking him or her to pre-collected information of some kind. As such, 

identification does not require knowledge of a person’s name but it does require knowledge of some unique 

characteristics of the person relative to a set of other persons’). 
13 See Davis 2020. 
14 Dalla Corte 2019. 
15 Ibid. 
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In our view, it makes sense to align the criteria for being a legally relevant agent of 

identification with the criteria for the legally relevant means of identification. Logically, the 

former are part and parcel of the latter. Indeed, due to that logic, it is doubtful that the difference 

highlighted above introduces a significant change to the definition of ‘personal data’ as it was 

under the DPD. Moreover, as the difference concerns a recital, and not the wording of the 

definition of ‘personal data’, it is unlikely that it would lead the CJEU to depart substantially 

from its DPD-era rulings on the definition.16 

 

New CJEU decision on status of data on legal persons: Land Nordrhein-Westfalen 

 

[To be considered with Section C – 2. Key constituent elements of the definition] 

 

p. 111 

 

In a case dealing with access to data concerning the tax affairs of a company, the CJEU 

maintained a fundamental distinction between data relating to a legal/juristic person (the data 

in this particular case) and data relating to a physical/natural person.17 The Court insisted that 

only the latter type of data enjoys protection pursuant to the GDPR and as a fundamental right 

of EU law.18 In so doing, it followed the line taken by AG Bobek, who stated:  

 

[I]n the present case access to information is sought in relation to tax data of a legal 

person. This is, obviously, no small detail: the balancing exercise required by 

Article 23(1) [GDPR] may not necessarily be carried out in the same manner in respect 

of data pertaining to a legal person, to which Regulation 2016/679 is not even 

applicable, thereby implying no balancing or legislative evaluation with regard to such 

a situation. The interest of a natural person to protect his own privacy and that of his 

family can hardly be compared to the interest of a legal person who may have to protect 

data concerning, for example, its business, its organisation, or its fiscal position.19 

 

Since the data in this particular case were data concerning the tax affairs of a company, and not 

of a natural person, the CJEU found it did not have the competence to consider the questions 

referred to it by the German court – questions that assumed that the GDPR had implications 

for the use of such data under German law. 

 

EFTA Court decision on distinction between ‘anonymisation’ and non-disclosure of a 

person’s identity 

 

[To be considered with Section A and Section C – 2. Key constituent elements of the 

definition] 

 

In two joint cases concerning, inter alia, whether or not proceedings under Articles 77 and 

78(1) GDPR may be carried out without disclosing the identity of a complainant, the EFTA 

Court drew a distinction between the non-disclosure of a person’s identity and anonymisation 

                                                 
16 This is also in line with the view expressed by Advocate General Bobek in Fashion ID: ‘as Article 4 of the 

GDPR largely retains the same key terms as Article 2 of Directive 95/46 … , it would be rather surprising if the 

interpretation of such key notions, including the notion of … personal data, were to significantly depart (without 

a very good reason) from the extant case-law’. See Case C-40/17, Fashion ID (AG Opinion), para. 87. 
17 Case C-620/19, Land Nordrhein-Westfalen. 
18 Ibid., para. 46. 
19 Case C-620/19 Land Nordrhein-Westfalen (AG Opinion), para. 88. 
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of personal data.20 The Liechtenstein Board of Appeal for Administrative Matters, which 

referred the issue to the EFTA Court, had described the practice of not disclosing the identity 

of complainants as a process of ‘anonymisation’. The Court noted that while the GDPR does 

not explicitly define ‘anonymisation’, recital 26 GDPR does so indirectly by referring to data 

‘… rendered anonymous in such a manner that the data subject is not or no longer 

identifiable’.21 The Court went on to imply that the non-disclosure of a complainant’s identity 

by a complaints-handling body was not the same as anonymisation for GDPR purposes.22 

 

Latvian Supreme Court decision on status of biological material 

 

[To be considered with Section C – 4. Biological material] 

 

In September 2020, the Supreme Court of Latvia ruled that human biological material per se 

does not constitute personal data for the purposes of the Latvian legislation that had transposed 

the DPD.23 In doing so, it cited the distinction drawn by WP29 in Opinion 4/2007. However, 

whereas the latter viewed biological material as a source of data rather than data as such, the 

Supreme Court appeared to base its ruling on the difficulty of identifying a particular person 

from biological material: ‘pre-existing tissue samples are not considered personal data within 

the meaning of the Personal Data Protection Law, as they do not meet the definition of personal 

data, i.e. it is impossible to identify to whom they belong without special technology’.24 At the 

same time, the Court qualified its ruling by stating that biological material may be considered 

personal data depending on the purpose for which it is collected and stored. In the Court’s 

view, human tissue samples collected and stored for the purpose of extracting information 

about a specific person shall be regarded as ‘personal data in the broadest sense of the term’ 

and subject to ‘at least similar rules as apply to the processing of personal data’. In taking this 

line, the Court followed jurisprudence of the Latvian Constitutional Court holding that 

biological material that is removed from a person and analysed for the purposes of DNA 

profiling is to be protected as personal data.25 The Supreme Court went on to rule that tissue 

samples collected in the course of a forensic medical examination for the purposes of criminal 

proceedings had to be destroyed once the proceedings were terminated.26 

 

It should be stressed, though, that the Latvian Supreme Court acknowledged that ‘[t]here is no 

consensus in the jurisprudence as to whether samples of human tissues (including blood) 

should be considered as personal data’.27 It also did not discuss the possible impact of the 

GDPR—in particular of recitals 34 and 35, which distinguish between a biological sample and 

data that ‘result from the analysis of a biological sample’—for assessing whether biological 

material qualifies as personal data. 
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Article 4(2). Processing 

 

Luca Tosoni and Lee A. Bygrave 

 
Relevant Case Law 

 

France 

 

Conseil d’État, judgment No 441065 of 26 June 2020 (ECLI:FR:CEORD:2020:441065.20200626). 

 

Body temperature checks as a form of ‘processing’ 

 

[To be considered with Section C] 

 

The spread of the COVID-19 pandemic, and the measures taken to face it, have placed several 

novel data protection questions before European supervisory authorities and courts. One such 

question is the following: do body temperature checks qualify as ‘processing’ within the 

meaning of Article 4(2) GDPR, and are hence prima facie subject to the strictures of the 

Regulation? This question has been answered somewhat differently across Europe, especially 

due to different readings of the definition of ‘processing’ in Article 4(2) GDPR and of the 

Regulation’s material scope of application under Article 2(1) GDPR, which provides that the 

Regulation applies ‘to the processing of personal data wholly or partly by automated means 

and to the processing other than by automated means of personal data which form part of a 

filing system or are intended to form part of a filing system’.  

 

For instance, the French supervisory authority (‘CNIL’) seems to assume that the mere 

measuring of body temperature normally qualifies as ‘processing’, but nonetheless falls outside 

the material scope of application of the GDPR, unless the temperature is recorded or used for 

other processing operations. In this regard, the CNIL noted: 

 

The CNIL reiterates that the rules on data processing only apply to automated 

processing (in particular by computerized means) or non-automated processing which 

makes it possible to form filing systems. Thus, the mere checking of the temperature 

by means of a manual thermometer (such as, for example, a contactless infrared 

[thermometer]) at the entrance of a [work] site, without that any trace be kept, or that 

any other operation be carried out (such as readings of these temperatures, feedback, 

etc.), does not fall within the scope application of data protection law.1 

 

The Belgian supervisory authority (‘Belgian DPA’) took a partially different view. In 

particular, it found that ‘the taking of the temperature of natural persons falls within the scope 

of the GDPR if this act in itself or subsequently gives rise to a processing of personal data’.2 

                                                 
1 See CNIL 2020 (‘La CNIL rappelle par ailleurs que la règlementation sur les traitements de données ne 

s’applique qu’aux traitements automatisés (notamment informatiques) ou aux traitements non automatisés qui 

permettent de constituer des fichiers. Ainsi, la seule vérification de la température au moyen d’un thermomètre 

manuel (tel que par exemple de type infrarouge sans contact) à l’entrée d’un site, sans qu’aucune trace ne soit 

conservée, ni qu’aucune autre opération ne soit effectuée (tels que des relevés de ces températures, des remontées 

d’informations, etc.), ne relève pas de la règlementation en matière de protection des données’). 
2 See Belgian DPA 2021 (‘la prise de température de personnes physiques relève du RGPD si cet acte donne lieu 

en soi ou par la suite à un traitement de données à caractère personnel’). 
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This suggests that, according to the Belgian DPA, body temperature checks do not always 

qualify as ‘processing’ for GDPR purposes.3 Further, the supervisory authority held that, in 

any event, manual body temperature checks by means of ‘classic thermometers’ which are 

performed without having the intention of recording the temperature do not fall under the scope 

of application of the GDPR.4 Conversely, if the body temperature is recorded or measured, 

even without being recorded, by more ‘sophisticated means’ (e.g., digital temperature scanners 

or thermal cameras) the measuring of the temperature is covered by Article 2(1) GDPR.5 Thus, 

the Belgian approach seems a bit stricter than the French one, as the Belgian DPA would seem 

to find that the mere use of a digital thermometer would normally trigger the application of the 

GDPR (as it would constitute in itself a form of ‘processing by automated means’), whereas 

the CNIL considers that the use of a manual digital thermometer does not fall per se within the 

scope of application of the GDPR. 

 

The EDPS also issued guidance on body temperature checks by EU institutions in the context 

of the COVID-19 crisis,6 and took a stance similar to the CNIL’s position: 

 

The EDPS considers that ‘basic body temperature checks’, designed to measure body 

temperature only, operated manually [by means of an analogue or digital thermometer] 

and which are not followed by registration, documentation or other processing of an 

individual’s personal data would, in principle, not be subject to the scope of the 

Regulation.  

 

Conversely, the EDPS considers that systems of temperature checks, operated manually 

and followed by registration, documentation or further processing of an individual’s 

personal data, or systems operated automatically with advanced temperature 

measurement devices would, in general, fall under the scope of the Regulation.7 

 

The EDPS justified its position on ‘basic body temperature checks’ primarily on the grounds 

that: 

 

Processing (wholly or partly) by automated means’ refers to all processing done by 

means of computer technologies. This is not the case here: the use by a security officer 

of an analogue or digital thermometer results only in displaying the temperature, 

allowing the security officer to read the temperature value with this [sic] eyes.8 

 

                                                 
3 This position was more clearly expressed in an earlier guidance of the Belgian supervisory authority, which 

stated that the authority ‘[did] not consider the mere taking of temperature as a processing of personal data’. See 

Belgian DPA 2020 (‘L’APD ne considère par [sic] la simple prise de température comme un traitement de données 

personnelles’). 
4 See Belgian DPA 2021 (‘Si la température corporelle mesurée fait uniquement l’objet d’une lecture directe et 

n’est pas enregistrée dans un fichier, il ne s’agit pas d’un traitement de données à caractère personnel auquel 

s’applique le RGPD. Il s’agit donc seulement d'une simple lecture de la température sur un thermomètre classique, 

sans intention d'enregistrer (de manière individualisée) ces données de mesure par la suite. Dès lors, cette lecture 

en soi ne relève pas de l’application du RGPD et donc pas non plus du contrôle de l’APD’). 
5 Ibid. 
6 EDPS 2020. The EDPS guidance refers to the definition of ‘processing’ and the scope of application of the 

EUDPR.  However, it should be noted that, in this respect, the EUDPR mirrors essentially verbatim the GDPR. 

Thus, the observations made by the EDPS are also relevant for GDPR purposes. Compare Arts 2(1) and 4(2) 

GDPR with Arts 2(5) and 3(3) EUDPR. 
7 Ibid., p. 2. 
8 Ibid., p. 5. 
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This matter has also been brought before some European national courts. Most notably, the 

French highest administrative court (‘Conseil d’État’) ruled on whether the use of thermal 

cameras by a French municipality was compatible with the GDPR. In this context, the Conseil 

d’État took a more nuanced position compared to the interpretations outlined above. It found 

that where a thermal camera is made available to individuals who wish to access a specific 

location to allow them freely (i.e., without being specifically required to do so) and 

autonomously (i.e., without the intervention of any personnel) to self-check their body 

temperature before accessing that location, the use of such a camera is not to be regarded as 

‘processing’ subject to the GDPR, provided that no data are recorded or made otherwise 

available to the entity that made the thermal camera available.9 Conversely, if the thermal 

camera allows the personnel acting on behalf of the entity in question to acquire information 

which enables such personnel to take action towards those whose temperature was measured, 

the use of the camera qualifies as ‘processing’ within the meaning of Article 4(2) GDPR, 

regardless of whether any information is recorded.10 

 

The Conseil d’État went on to note that the latter kind of ‘processing’ falls within the scope of 

application of the GDPR only if it meets one of the two conditions of Article 2(1): if it is 

intended to be recorded in a ‘filing system’ or takes place wholly or partly by automated 

means.11 In this regard, the Conseil d’État found that: 

 

[T]he mere measurement of a temperature by means of an electronic device cannot be 

regarded as automated, since it is limited to the measurement of a quantified variable. 

Conversely, the signalling of a mean deviation, which presupposes that the measured 

data are then compared with a reference standard to lead to the signalling of a 

conformity or deviation from the standard [e.g., by means of a colour code], constitutes 

an automation of the data processing, which makes it subject to the GDPR.12 

 

On this basis, the Conseil d’État held that the thermal cameras that the French municipality 

installed within its premises to allow the general public to self-check their temperature did not 

fall under the scope of application of the GDPR, as the cameras did not record any data and 

their use was completely voluntary and self-managed by the user.13 However, the Court 

reached the opposite conclusion with regard to the portable thermal cameras that the agents of 

the municipality proactively used to perform body temperature checks within the 

municipality’s schools to identify individuals with a body temperature above the norm and who 

would then be sent home.14 

 

Overall, the position of the Conseil d’État seems to be more in line with the spirit and text of 

the GDPR compared to the views expressed by the supervisory authorities mentioned above. 

This is because the Conseil d’État made a clear two-step analysis. First, it assessed whether a 

certain operation for measuring the body temperature qualified as ‘processing’ for GDPR 

purposes, and when doing so it interpreted the Article 4(2) definition quite expansively. This 

seems in line with the intended meaning of ‘processing’, which was defined very broadly in 

Article 4(2) so as to cover essentially any stage of a data processing cycle to ensure a high level 

                                                 
9 Conseil d’État, judgment No 441065 of 26 June 2020, para. 12. 
10 Ibid. 
11 Ibid., para. 13. 
12 Ibid. 
13 Ibid., para. 18. 
14 Ibid., para. 20.  
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of protection of data subjects.15 Hence, even the mere measuring of the body temperature by a 

third party would normally qualify as ‘processing’, regardless of whether data are recorded, or 

the type of device used for measuring the temperature. This is because such measurement 

would generally constitute the first stage of a potential set of operations that may ultimately 

lead to the adoption of certain measures against the data subject (e.g., access limitations), even 

when no data are recorded, or the temperature is measured with an unsophisticated manual 

device. Thus, also such a stage warrants some prima facie protection. This is not the case where 

a measuring device is simply made available to the data subject for self-checking purposes, 

and the device does not record any information. Indeed, in the latter scenario the data subject 

has full control over the measurement operations and their consequences. Therefore, it makes 

sense to treat such a scenario as falling outside the definition of ‘processing’, given that it 

concerns an instance devoid of significant risks for the data subject, as it is exclusively the data 

subject who ‘performs an operation’ on his or her own personal data by means of a device 

made available by others. 

 

In the second step of its analysis, the Conseil d’État assessed whether the body temperature 

measurement which met the definition of ‘processing’ also qualified as an automated 

processing under Article 2(1) GDPR. Here, the interpretation of the Conseil d’État would seem 

a bit too narrow. This is because essentially any use of a digital device for data processing 

purposes arguably entails a ‘processing … wholly or partly by automated means’. Indeed, the 

conversion of a thermic signal into a numerical result on the screen of the device would 

typically involve an automated computational process. Thus, it is difficult to see why the device 

would need to show some sort of alarm signal or colour in case of abnormal temperatures to 

qualify as ‘automated processing’. This doubt is reinforced by the fact that a person in charge 

of performing temperature checks could simply be trained to ‘send home’ individuals with a 

body temperature above a certain numerical level. Thus, it would make little sense to treat the 

latter scenario differently from a scenario where the measuring device explicitly shows a mean 

deviation or alarm signal on the screen, as the results and risks for data subjects would be the 

same. Instead, it would make sense to consider that the use of a traditional analogue 

thermometer does not qualify as automated processing, as it does not involve any automated 

computational process. 

 

Distinction between the notion of processing and that of decision 

 

[To be considered with Section C] 

 

Article 22 GDPR employs both the term decision and the term processing. Tosoni contends 

that these two terms have a different meaning, and that this difference may have important 

implications for how the basic rule of Article 22 is to be construed:16 

 

[I]t should be noted that, although a decision adopted under Article 22 is based on 

automated processing, the decision constitutes the outcome of a processing operation, 

but does not qualify in itself as processing within the meaning of Article 4(2) GDPR. 

Under the GDPR, processing involves ‘any operation or set of operations performed on 

personal data or on sets of personal data’ (emphasis added). This definition is further 

                                                 
15 See the commentary on Art. 4(2) in the main volume, p. 119. See further Case C-40/17, Fashion ID (AG 

Opinion), para. 99, which notes that ‘the notion of processing is … rather broad, it clearly underlines and aims at 

a stage in the processing: it refers to an operation or a set of operations, with an illustrative list of what such 

individual operations might be’ (emphasis added). 
16 Tosoni 2021. 
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clarified by the mentioning of a non-exhaustive list of processing operations, which 

indicates the types of operations that are covered by the definition: ‘collection, 

recording, organisation, structuring, storage, adaptation or alteration, retrieval, 

consultation, use, disclosure by transmission, dissemination or otherwise making 

available, alignment or combination, restriction, erasure or destruction’. All these 

examples of processing operations, coupled with the use of the terms ‘performed on’ in 

Article 4(2), suggest that the definition of processing only covers those operations 

directly performed on personal data, and not the consequential outcome of such 

operations (e.g., a decision or a choice among a set of variables).17 

 

Tosoni further argues that: 

 

The conclusion that a decision does not qualify as processing finds further support from 

the analysis of the definition of processing that Advocate General Sharpston made 

in YS and Others. According to the Advocate General, processing ‘involve[s] an action 

taken with respect to personal data, but without the assessment of that data’, and on that 

basis she excluded that legal analysis (i.e., the central element of almost any decision 

with legal implications) qualifies as processing.  

 

Such a distinction plainly emerges also from the Council of Europe’s Recommendation 

on Profiling, a recommendation that was taken into account when drafting Article 22. 

The Recommendation clearly distinguishes between the data subject’s right ‘to object 

… to the use of her or his personal data for profiling’ (a right that was essentially baked 

into Article 21 GDPR) and the right ‘to object to the decision … having legal effects 

concerning her or him, or significantly affecting her or him, taken on the sole basis of 

profiling. 

 

A similar distinction was made by Germany during the GDPR/LED legislative process, 

albeit with the specific reference to the automated decisions that are ‘prohibited’ under 

Article 11(1) LED: ‘This provision does not address whether or how data may be 

processed but instead prohibits a decision. Although this decision is based on data 

processing, the decision itself does not belong to data protection law …’.18 

 

This shows one of the possible boundaries of the notion of processing, a notion that is 

notoriously difficult to circumscribe. 
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Article 4(5). Pseudonymisation 

 

Luca Tosoni 

 
Relevant Case Law 

 

France 

 

Conseil d’État, Google LLC/CNIL, 19 June 2020, N° 430810 (ECLI:FR:CEORD:2020:440916.20200619). 

 

Spain 

 

Tribunal Supremo, judgment No. 1062/2019. 

 

National case law on pseudonymisation under the GDPR 

 

[To be considered with Section B – 4. Case law] 

 

After the entry into force of the GDPR, several national courts have interpreted the notion and 

role of ‘pseudonymisation’ under the Regulation. For instance, France’s highest administrative 

court (‘Conseil d’État’) addressed this matter in the context of the interim proceedings that 

several civil society organisations brought against the use of a centralized public database, 

known as Health Data Hub, in the context of the COVID-19 pandemic.1 The legal proceedings 

were triggered by the adoption of a French law that envisaged the storage and making available 

in the Health Data Hub of pseudonymised health data of French patients for research purposes.  

 

The Conseil d’État ruled that: 

 

[C]ontrary to what had been argued by the applicants, the right to privacy does not 

imply that data, even as sensitive as health data, must in all cases be anonymised before 

being processed for evaluation or research purposes, but only … that appropriate 

safeguards be put in place, which may include pseudonymisation, when anonymisation 

would make it impossible to conduct the necessary research.2 

 

The Conseil d’État justified this position on pseudonymisation in a health research context by 

referring to Articles 4(5), 25(1) and 89(1) GDPR.3 However, in view of the potential risks for 

data subjects and the urgency of the matter, the Court ordered the Health Data Hub to submit 

to the French DPA (‘CNIL’) all information on the pseudonymisation processes that it intended 

                                                 
1 Conseil d’État, Google LLC/CNIL. 
2 Ibid., para. 33 (‘le droit au respect de la vie privée n’implique pas que des données, même aussi sensibles que 

les données de santé, fassent dans tous les cas l’objet d’une anonymisation avant d’être traitées à des fins 

d’évaluation ou de recherche mais seulement … que des garanties appropriées soient prévues, qui peuvent 

comprendre la pseudonymisation, lorsque l’anonymisation ne permettrait pas de poursuivre les travaux de 

recherche nécessaires’). Interestingly, though, some national data protection laws do impose anonymisation 

requirements in particular scientific research contexts. See, e.g., Italian Data Protection Code 2018, Art. 110-

bis(1). Whether the latter requirements are compatible with the GDPR is questionable, as the GDPR’s opening 

clause that allows Member States to set out national derogations for research purposes mentions 

‘pseudonymisation’—and not ‘anonymisation’—among the safeguards that should be put in place at national 

level. See Art. 89(1) and (2) GDPR. 
3 Conseil d’État, Google LLC/CNIL, paras. 31 and 33. 
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to put in place so that the CNIL could verify that such processes would offer adequate 

protection for the health data in question.4 

 

The Supreme Court of Spain (‘Tribunal Supremo’) also interpreted the notion of 

pseudonymisation in a case concerning the processing of data on energy consumption of a 

household.5 As a preliminary remark, the Tribunal Supremo noted that the concept of personal 

data encompasses ‘pseudonymised data’.6 The Court went on to note that data on energy 

consumption are to be considered ‘pseudonymised data’—and hence personal data—as they 

can be attributed to an identified or identifiable user with the use of additional information. 

Thus, the processing of such data must comply with the strictures of the GDPR.  

 

New guidance on pseudonymisation under the GDPR 

 

[To be considered with Section C] 

 

The adoption of the GDPR, and its treatment of ‘pseudonymisation’ as an important data 

protection safeguard, have sparked a great deal of interest in pseudonymisation techniques 

across Europe. This has led several regulatory authorities to issue guidance on these techniques.   

For instance, the European Union Agency for Cybersecurity (‘ENISA’) has issued a number 

of guidance documents in which it provides an overview of the notion and main techniques of 

pseudonymisation in light of its role under the GDPR,7 offers recommendations on how to 

implement pseudonymisation in accordance with the GDPR,8 and examines advanced 

pseudonymisation solutions for more complex scenarios.9 ENISA has developed these 

guidance documents in cooperation with several supervisory authorities.10 Thus, such guidance 

is likely to carry considerable weight in the context of their enforcement activities.  

 

Supervisory authorities have also issued their own guidance on pseudonymisation, typically 

with a focus on specific technical issues or sectors. A notable example is a paper on hash 

function as a personal data pseudonymisation technique that the Spanish supervisory authority 

(‘AEPD’) and the EDPS issued jointly.11 The EDPB has also addressed the use of 

pseudonymisation as a data protection by design measure,12 and as a safeguard in the health 

research context.13 
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7 ENISA 2019A. 
8 ENISA 2019B. 
9 ENISA 2021. 
10 ENISA 2019A, p. 2; ENISA 2019B, p. 1; ENISA 2021, p. 1. 
11 AEPD/EDPS 2019. 
12 EDPB 2020A. 
13 EDPB 2020B, pp. 10-11; EDPB 2021, pp. 11-12. 
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Papers of data protection authorities 

 

EDPB 2021: European Data Protection Board, ‘EDPB Document on response to the request from the European 

Commission for clarifications on the consistent application of the GDPR, focusing on health research’ (2 February 

2021). 

 

EDPB 2020A: European Data Protection Board, ‘Guidelines 4/2019 on Article 25 Data Protection by Design and 

by Default’ (Version 2.0, 20 October 2020). 

 

EDPB 2020B: European Data Protection Board, ‘Guidelines 03/2020 on the processing of data concerning health 

for the purpose of scientific research in the context of the COVID-19 outbreak’ (Version 1.1, 30 April 2020). 

 

AEPD/EDPS 2019: Agencia Española de Protección de Datos and European Data Protection Supervisor (EDPS), 

‘Introduction to the Hash Function as a Personal Data Pseudonymisation Technique’ (4 November 2019). 

 

Reports and recommendations 

 

ENISA 2019A: European Union Agency for Network and Information Security, ‘Recommendations on shaping 

technology according to GDPR provisions: An overview on data pseudonymization’ (28 January 2019). 

 

ENISA 2019B: European Union Agency for Network and Information Security, ‘Pseudonymisation techniques 

and best practices: Recommendations on shaping technology according to data protection and privacy provisions’ 

(3 December 2019). 

 

ENISA 2021: European Union Agency for Network and Information Security, ‘Data Pseudonymisation: 

Advanced Techniques and Use Cases’ (28 January 2021). 
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Article 4(7). Controller 

 

Lee A. Bygrave and Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Case C-272/19, V.Q. v Land Hessen, judgment of 9 July 2020 (ECLI:EU:C:2020:535). 

 

New CJEU decision on definition of controller: V.Q v Land Hessen 

 

[To be considered with Sections B – 4. Case law and C – 1. General Approach] 

 

In V.Q. v Land Hessen, the CJEU had little trouble in finding that a parliamentary committee 

constitutes a controller for GDPR purposes inasmuch as the committee determines or co-

determines the purposes and means of the processing of personal data.1 The committee in 

question was the Petitions Committee of the Hessischer Landtag—a committee responsible for 

processing citizens’ petitions to the Parliament of Land Hessen in the Federal Republic of 

Germany. The Court’s reasoning suggests that—contrary to the referring German court’s 

assumption2—it is irrelevant whether the committee at hand should be considered a ‘public 

authority’ for it to qualify as a controller, as the GDPR’s concept of controller ‘is not confined 

to public authorities, but … is sufficiently wide to include any body which, alone or jointly 

with others, determines the purposes and means of the processing of personal data’ (emphasis 

added).3 The Court did not elaborate specifically on the meaning of ‘public authority’ under 

Article 4(7). Although it held that the activities of the parliamentary committee in question ‘are 

incontestably public and are activities of that Land, that committee contributing indirectly to 

the parliamentary activity’,4 the Court steered clear of expressly concluding that the committee 

is thereby a public authority, adding that activities of the committee are ‘political as much as 

administrative’,5 and that the Court did not fully understand what the committee’s activities 

entail.6 

 

Discussion of the CJEU’s approach to joint controllership 

 

[To be considered with Section C – 3. Joint controllership] 

 

As noted in the main volume of the Commentary,7 the CJEU has repeatedly held that joint 

controllers will not necessarily share equal responsibility for all ‘stages’ or facets of the data-

processing activities in which they are engaged; rather, responsibility of each joint controller 

                                                 
1 Case C-272/19, V.Q v Land Hessen, para. 74. 
2 The referring German court seemed to assume that the committee’s controller status was dependent on its 

qualification as a ‘public authority’ within the meaning of Art. 4(7) GDPR. See ibid., para. 22.  
3 Ibid., para. 65. 
4 Ibid., para. 71. 
5 Under EU law, entities carrying out political activities are not typical ‘public authorities’. See e.g. Case C-

279/12, Fish Legal and Shirley, para. 53 (excluding from the notion of ‘public authority’ ‘bodies or institutions 

acting in a … legislative capacity’). 
6 Case C-272/19, V.Q v Land Hessen, para. 71. 
7 See the commentary on Art. 4(7) in the main volume, p. 153. 
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will vary from one stage to another, according to the degree to which they exercise control in 

the particular context.8 Concomitantly, the Court takes the view that the GDPR’s obligations 

for controllers are commensurate with those stages in which they actually exercise control.9 In 

the context of the factual situation at issue in the Fashion ID case, this meant that the 

notification and consent obligations for Fashion ID were limited to those processing operations 

in respect of which Fashion ID actually determined the means and purposes.10 Following the 

line of Advocate General Bobek, the Court’s approach to Fashion ID’s controllership duties 

was primarily grounded in a concern for the ‘efficient and timely protection of the data 

subject’s rights’.11 One can also read into the Court’s judgment a concern to ensure, in the 

words of the Advocate General, ‘a reasonable correlation between power, control, and 

responsibility’.12 However, the Court did not expressly acknowledge as a motivating factor the 

Advocate General’s concern to reduce the risk of diluting each joint controller’s sense of 

responsibility,13 although one can arguably read this concern into the judgment as well.14 

 

The Court’s approach to joint controllership has been duly criticised from two angles. On the 

one side, the ease with which an entity may be deemed a joint controller, when it collaborates 

with another entity in the processing of personal data, risks undermining the conceptual 

distinction between controllers and processors. As Millard writes, ‘by casting the (joint) 

controller net ever wider, the CJEU may have undermined the clarity and efficacy of the core 

concept of control’.15 Moreover, given the complexities, vagaries, and imbalanced power 

structures of the current data ecosystem, the Court’s expansive line risks engendering greater 

degrees of legal uncertainty and legal artifice.16 On the other side, restricting a joint controller’s 

responsibility to those aspects or ‘stages’ of a data processing cycle over which it actually 

exercises control may create a fragmented approach that leaves gaps in the protection of data 

subjects, particularly in light of the multifaceted reality of data commodification in the internet 

economy. In the words of Mahieu and van Hoboken: 

 

[L]imiting responsibilities to individual phases of data processing creates the problem 

of losing sight of the bigger picture, when it comes to the societal risks posed by 

complex, networked, personal data processing systems such as in the case of a service 

provider like Facebook. In other words, the effects on and the risks for the rights and 

freedoms of individuals of such complex systems, are – as a whole – much bigger than 

the mere sum of the risks connected to the individual processing phases.17 

 

                                                 
8 Case C-210/16, Wirtschaftsakademie, para. 43; Case C-25/17, Jehovan todistajat, para. 66; Case C-40/17, 

Fashion ID, para. 70. Note that the CJEU’s terminology here is somewhat inconsistent, as sometimes the Court 

seems to use the terms ‘liability’ and ‘responsibility’ interchangeably—terms that, strictly speaking, are not 

synonymous—and other times it distinguishes between them. For example, in Wirtschaftsakademie, it referred 

simply to ‘responsibility’ (paras. 41–43, 45, 64, 75), whereas in Fashion ID, it referred sometimes just to 

‘responsibility’ (see paras. 69 and 83), sometimes just to ‘liability’ (see para. 85), and sometimes to both (see 

para. 70 where it states: ‘joint liability does not necessarily imply equal responsibility’). The latter 

nomenclature/juxtaposition is more in line with the language of Art. 26 and rec. 74 GDPR. 
9 Case C-40/17, Fashion ID, paras. 74 and 85. 
10 Ibid., para. 100. 
11 Ibid., para. 102. See also Case C-40/17, Fashion ID (AG Opinion), para. 132. 
12 Case C-40/17, Fashion ID (AG Opinion), para. 91. 
13 Ibid., para. 92. 
14 As Zalnierute and Churches seem to do. See Zalnierute and Churches 2020, p. 872. 
15 Millard 2019, p. 219. 
16 Ibid. 
17 Mahieu and van Hoboken 2019. 
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Zalnieruti and Churches are more trenchant in their criticism, arguing, inter alia, that the 

CJEU’s line is at odds with the GDPR because it permits Fashion ID to omit notifying data 

subjects of the full panoply of intended uses of the data on them collected and further processed 

by Facebook. Thus, the data subjects’ consent is not fully informed.18 However, we are not 

convinced that the CJEU does in fact allow Fashion ID to ‘cut corners’ in this respect. The 

limits set by the Court on the consent and notification duties of Fashion ID are expressed in 

very general terms. They ‘relate only to the operation or set of operations involving the 

processing of personal data in respect of which that operator actually determines the purposes 

and means’.19 As such, they do not exempt Fashion ID from providing sufficient information 

about Facebook’s subsequent use of the data as is necessary to guarantee ‘fair processing’ in 

respect of the data subject—the standard expressed in Article 10 DPD (to which the Court 

referred).20 This is particularly so given that it was Fashion ID’s decision to use the plug-in 

facilitating transfer of data to Facebook; thus, it determined (at least in part) the purposes and 

means of that data transfer.  

 

New EDPB Guidelines on the concepts of controller and processor 

 

[To be considered with Section C] 

 

The EDPB has issued new guidelines on the concepts of controller and processor in the GDPR 

for public consultation.21 They replace the equivalent guidance issued by the WP29 in 2010.22 

The aim of the new guidelines is to provide further clarification of the notions of controller and 

processor in the context of the GDPR and to ensure thereby a consistent and harmonized 

understanding of them throughout the EU/EEA. While the EDPB states that the notions are to 

be understood for GDPR purposes in basically the same way as they were pursuant to the 

DPD,23 it acknowledges that the GDPR introduces more detailed provisions on joint 

controllership and the obligations of processors—two matters that have generated a large 

number of questions and a great deal of litigation. It is in relationship to precisely these matters 

that the new guidelines are most useful. Adding to their utility is the fact that they take into 

account recent CJEU case law, including the trilogy of judgments in Wirtschaftsakademie, 

Jehovan todistajat, and Fashion ID. 

 

For the most part, the new guidelines follow the approach of the WP29 laid out in Opinion 

01/2010. Thus, like the WP29, the EDPB emphasizes that the notions of controller and 

processor are ‘functional concepts’ aimed at allocating responsibilities according to the 

entities’ actual rather than formal roles.24 Concomitantly, the Board pitches the notion of 

controller as playing a central role in furthering the accountability principle in EU data 

                                                 
18 Zalnierute and Churches 2020, pp. 873–74.  
19 Case C-40/17, Fashion ID, paras. 102 and 105. 
20 Ibid., para. 103. 
21 EDPB 2020. 
22 See WP29 2010. 
23 EDPB 2020, para. 11. This is in line with the view expressed by Advocate General Bobek in Fashion ID: ‘as 

Article 4 of the GDPR largely retains the same key terms as Article 2 of Directive 95/46 … , it would be rather 

surprising if the interpretation of such key notions, including the notion of controller … were to significantly 

depart (without a very good reason) from the extant case-law’. See Case C-40/17, Fashion ID (AG Opinion), para. 

87. 
24 EDPB 2020, para. 12. For an example of the possible practical consequences of the fact that the notions of 

controller and processor are functional and not merely formal concepts, see EDPS 2020, paras. 24-32 (holding 

that the level of discretion that Microsoft enjoyed under its terms of service with respect to the data processing it 

performed for EU institutions ‘goes beyond what can be assigned to a processor; it effectively made Microsoft a 

controller’). 
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protection law; the notion should be accordingly ‘interpreted in a sufficiently broad way so as 

to ensure full effect of EU data protection law, to avoid lacunae and to prevent possible 

circumvention of the rules’.25 Moreover, the analysis of the ‘building blocks’ that make up the 

definitions of ‘controller’ and ‘processor’ is similar to that undertaken by the WP29, but 

contains a greater number of hypothetical case scenarios to illustrate their application in 

practice.  

 

In respect of joint controllership, the EDPB guidelines summarize and apply CJEU 

jurisprudence on point. Thus, they embrace the Court’s ‘stage-oriented’ approach that is, as 

noted above, criticized by some academic commentators.26 The guidelines are otherwise 

noteworthy for duly highlighting that joint controllership may arise not just through common 

(i.e. shared) decisions between entities as to purposes and means of processing, but also 

through separate decisions by each entity which are nonetheless convergent or complementary, 

meaning, in practice, that ‘the processing would not be possible without both parties’ 

participation in the sense that the processing by each party is inseparable, i.e. inextricably 

linked’27—as exemplified in the collaborative arrangements dealt with by the CJEU in the 

above-cited trilogy of cases. Nonetheless, the EDBP rightly emphasizes that ‘the mere 

existence of a mutual benefit arising from a processing activity does not give rise to joint 

controllership’.28 The same applies with respect to the mere exchange of data,29 or the mere use 

of shared resources, such as a database.30  
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Article 4(8). Processor 

 

Lee A. Bygrave 

 

New EDPB Guidelines on the concept of processor 

 

[To be considered with Section C] 

 

The EDPB has issued guidelines on the concepts of controller and processor in the GDPR for 

public consultation.1 They replace the equivalent guidance issued by the WP29 in 2010.2 The 

aim of the new guidelines is to provide further clarification of the notions of controller and 

processor in the context of the GDPR and to ensure thereby a consistent and harmonized 

understanding of them throughout the EU/EEA. In elaborating on the notion of ‘processor’, the 

new guidelines basically follow the approach of the WP29 laid out in Opinion 01/2010, albeit 

using some different (but complementary) hypothetical case scenarios for illustrative purposes.  

 
Select Bibliography 

 

Papers of data protection authorities 

 

EDPB 2020: European Data Protection Board, ‘Guidelines 07/2020 on the Concepts of Controller and Processor 

in the GDPR’ (Version 1.0, 2 September 2020). 

 

                                                 
1 EDPB 2020. 
2 See WP29 2010. 



Article 4(9) 

Tosoni 

42 

Article 4(9). Recipient 

 

Luca Tosoni 

 

New EDPB guidance on the concept of recipient  

 

[To be considered with Section C] 

 

On 2 September 2020, the EDPB issued new guidelines on the concepts of controller and 

processor,1 which also interpret the definition of ‘recipient’ in Article 4(9) GDPR.2 The 

EDPB’s guidelines describe the concept of ‘recipient’ as a ‘relative concept … in the sense that 

[it describes] a relation to a controller or processor from a specific perspective, e.g., a controller 

or processor discloses data to a recipient’.3 This is somewhat misleading. While the GDPR 

defines the concept primarily to describe a relationship between an individual/entity (i.e., the 

recipient of personal data) with others (i.e., those entities/individuals which/who have disclosed 

personal data to the recipient), such others are often but not necessarily controllers and 

processors. Indeed, an entity may qualify as a recipient also if it has received personal data, for 

example, from a sub-contractor of the processor. This is because the definition in Article 4(9) 

focuses on the disclosure of data, and on whom the data are disclosed to, and not so much on 

who discloses the data. 

 

The guidelines also make the rather trite point that a recipient may also be a controller or 

processor in their own right.4 For example, the guidelines state that a ‘third party recipient shall 

be considered a controller for any processing that it carries out for its own purpose(s) after it 

receives the data’.5 This means that the same entity may simultaneously qualify as a recipient 

and as a controller or processor. The first qualification is a mere consequence of the fact that 

some personal data have been disclosed to the entity in question, whereas the second depends 

on whether that entity also determines the purposes and means of the processing of those data 

after disclosure or processes such data on behalf of another controller.  
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Article 4(10). Third party 

 

Luca Tosoni 

 

New EDPB guidance on the concept of third party  

 

[To be considered with Section C] 

 

On 2 September 2020, the EDPB issued new guidelines on the concepts of controller and 

processor,1 which also interpret the definition of ‘third party’ in Article 4(10) GDPR.2 The 

GDPR defines third party in the negative: a third party is any natural or legal person other than 

(1) the data subject, (2) the controller, (3) the processor, and (4) persons who, under the direct 

authority of the controller or processor, are authorised to process personal data.   

 

The GDPR does not define the concept of ‘persons who, under the direct authority of the 

controller or processor, are authorised to process personal data’, but the EDPB guidelines note 

that such concept is: 

 

[G]enerally understood as referring to persons that belong to the legal entity of the 

controller or processor (an employee or a role highly comparable to that of employees, 

e.g. interim staff provided via a temporary employment agency) but only insofar as they 

are authorized to process personal data.3 

 

This means that employees and similar personnel do not qualify as third parties with respect to 

the data processing activities they are specifically authorised to undertake under the direct 

supervision of the controller or processor for which/whom they work.  

 

The EDPB’s reference to ‘interim staff provided via a temporary employment agency’ suggests 

that also individuals who are not directly employed or paid by the controller/processor (e.g., 

agents) should not be considered as third parties, provided that they are authorised to access 

the data they process and are supervised by the relevant controller/processor almost as if they 

were employees. In essence, the key criterion to assess whether an individual qualifies as a 

non-third-party person processing data under the direct authority of the controller or processor 

is not the formal relationship with the controller/processor, but the actual authority and powers 

that the controller/processor may exercise over the processing activities performed by the 

individual in question.   

 

The EDPB guidelines do not explain whether the temporary employment agency that provides 

the interim staff that are not third parties could still qualify as a processor or sub-processor with 

respect to the processing undertaken by such interim staff for another company. However, it 

would seem logical to assume that a temporary employment agency would not acquire 

processor or sub-processor status simply because of its provision of interim staff to a controller 

or processor. 

 

                                                 
1 EDPB 2020. 
2 Ibid., pp. 27-28. 
3 Ibid., p. 27. 
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The EDPB’s guidelines describe the concept of ‘third party’ as a ‘relative concept … in the 

sense that [it describes] a relation to a controller or processor’.4 This is partially a 

misrepresentation of that concept. The concept of third party describes an entity/individual’s 

position in relation to others, but the concept does not focus — at least not exclusively — on 

the relation to a controller or processor. As outlined above, also individuals who are not data 

subjects or persons acting under the direct authority of the controller or processor qualify as 

third parties for GDPR purposes. Thus, it would be more accurate to characterise the concept 

of third party as describing the relation that a given entity/individual (i.e., the third party) has 

(or more correctly does not have) to a specific data processing or data set — and the 

organisations or individuals involved in the processing or having access to the data — rather 

than that entity/individual’s position vis-à-vis the relevant controller or processor. Indeed, the 

concept and definition of third party was first introduced under EU data protection law 

primarily to make ‘a clear distinction between “third parties” which [have] no connection with 

the processing and the various “recipients” of the processed data’.5 In essence, under the GDPR, 

the natural counterpart of the concept of third party is the concept of recipient (i.e., essentially 

anyone to whom data are disclosed),6 and not that of controller or processor. 

 

The guidelines additionally note that a third party may also be a controller or processor in their 

own right.7 For example, ‘the controller may hire a processor and instruct it to transfer personal 

data to a third party. This third party will then be considered a controller in its own right for 

the processing that it carries out for its own purposes’.8 Furthermore, the guidelines make clear 

that ‘within a group of companies, a company other than the controller or the processor is a 

third party, even though it belongs to the same group as the company who acts as controller or 

processor’.9 
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Article 4(11). Consent 

 

Lee A. Byrave 

 

By Lee A. Bygrave and Luca Tosoni in the main volume 

 
Relevant Case Law 

 

CJEU 

 

Case C-673/17, Planet49 GmbH v Bundesverband der Verbraucherzentralen und Verbraucherverbände – 

Verbraucherzentrale Bundesverband e.V., judgment of 1 October 2019 (Grand Chamber) 

(ECLI:EU:C:2019:801). 

 

Opinion of Advocate General Szpunar in Case C-61/19, Orange Romania SA v Autoritatea Națională de 

Supraveghere a Prelucrării Datelor cu Caracter Personal (ANSPDCP), delivered on 4 March 2020 

(ECLI:EU:C:2020:158). 

 

Case C-61/19, Orange Romania SA v Autoritatea Naţională de Supraveghere a Prelucrării Datelor cu Caracter 

Personal (ANSPDCP), judgment of 11 November 2020 (ECLI:EU:C:2020:901). 

 

Stockholm Administrative Court 

 

Judgment of 14 August 2020 in Case 20577-19. 

 

New CJEU decisions on consent: Planet49 and Orange Romania  

 

[To be considered with Section B – 4. Case law] 

 

The CJEU has tackled the definition of ‘consent’ in the GDPR in two recent cases. The first 

case, Planet49,1 concerned whether a company’s use of a pre-ticked checkbox for obtaining 

consent to the installation and use of cookies is compatible with the requirements for valid 

consent under Articles 5(3) and 2(f) EPD, in conjunction with Article 2(h) DPD and Article 

6(1)(a) GDPR, where the consent of the internet user is presumed, unless he or she takes steps 

to unselect the pre-ticked checkbox. A further question concerned the type of information that 

the service provider must give in accordance with Article 5(3) EPD, more specifically whether 

it must include the duration of the operation of the cookies that are used and the extent to which 

third parties are given access to the cookies.  

 

The Court answered the first question in the negative: there is no valid consent—either under 

the DPD, EPD or GDPR—in a situation where the use of cookies is permitted by way of a pre-

ticked checkbox which the user must deselect to refuse his consent, because the consent in 

question does not involve an unambiguous and active indication of the data subject’s wishes.2 

As for the second question, the Court held that the obligation to provide clear and 

comprehensive information set forth in Article 5(3) EPD – augmented by Article 10 DPD – 

implies that the data subject be informed, inter alia, of the cookies’ length of operation and 

whether third parties are given access to them.3 

                                                 
1 Case C-673/17, Planet49. 
2 Case C-673/17, paras. 57-65. 
3 Ibid., paras. 111-121. 
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The second case, Orange Romania,4 concerns the conditions that must be fulfilled in order for 

consent to be considered specific, informed, and freely given under both Article 2(h) DPD and 

Article 4(11) GDPR. The case centred on a standardised contract for the provision of 

telecommunication services. The contract had three features that were particularly relevant for 

the litigation. First, the contract required, as a point of departure, the photocopying and 

retention of a customer’s identity documents. Secondly, it contained a pre-ticked checkbox 

with a clause indicating that the customer consented to their identity documents being copied 

and stored by the service provider. Thirdly, a customer who refused to consent to the copying 

and retention of their identity documents had to state their refusal in handwriting, yet was still 

able to conclude the contract, and was not clearly informed by the service provider of the 

consequences of their refusal.  

 

In a straightforward application of the line it took in Planet49, the CJEU reiterated that a pre-

ticked checkbox, in itself, does not constitute an active and unambiguous indication of the data 

subject’s wishes.5 With regard to the contractual process in dispute, the mere fact that 

customers signed the contracts containing the ticked box ‘does not, on its own, prove consent, 

in the absence of any indications confirming that that clause was actually read and digested’, 

and it was up to the referring court ‘to carry out the necessary investigations to that end’.6 The 

Court also questioned whether the consent was sufficiently specific given that it was requested 

using a contractual document dealing with a variety of matters. In this respect, the Court 

referred to Article 7(2) GDPR in conjunction with recital 42 GDPR as requiring the request for 

consent to be presented both ‘in a manner which is clearly distinguishable from the other 

matters’ and ‘in an intelligible and easily accessible form, using clear and plain language’.7  

 

More novel, though, is the Court’s parsing of the requirements that valid consent be freely 

given and informed. With respect to the latter criterion, the Court stated that, pursuant to Article 

4(11) GDPR combined with Article 13 GDPR and read in the light of recital 42 GDPR, 

 

the controller is to provide the data subject with information relating to all the 

circumstances surrounding the data processing, in an intelligible and easily accessible 

form, using clear and plain language, allowing the data subject to be aware of, inter 

alia, the type of data to be processed, the identity of the controller, the period and 

procedures for that processing and the purposes of the processing. Such information 

must enable the data subject to be able to easily determine the consequences of any 

consent he or she might give and ensure that the consent given is well informed.8 

 

In the latter regard, Advocate General Szpunar took the view that the consent mechanism in 

dispute was insufficiently informed:  

 

It is not made crystal-clear to the customer that a refusal to the copying and storing of 

his or her ID card does not make the conclusion of a contract impossible. A customer 

does not choose in an informed manner if he or she is not aware of the consequences.9 

 

                                                 
4 Case C-61/19, Orange Romania. 
5 Ibid., para. 46. 
6 Ibid. 
7 Ibid., para. 39. 
8 Ibid., para. 40 (emphasis added). 
9 Case C-61/19, Orange Romania (AG Opinion), para. 61 (emphasis added). 
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The Court did not expressly agree with the Advocate General on this point, but left it to the 

referring court to undertake the necessary assessment of whether the ‘informed’ criterion was 

met. As for the criterion of ‘freely given’, the Court held that a data subject must enjoy ‘genuine 

freedom of choice’.10 This means, in the context of a contract, that ‘the contractual terms must 

not mislead him or her as to the possibility of concluding the contract even if he or she refuses 

to consent to the processing of his or her data’.11 In the latter regard, Advocate General Szpunar 

emphasised that the consent mechanism in question created a situation where refusal to consent 

was cast as a deviation from the ‘normal’ conclusion of a contract and would induce a feeling 

on the part of customers that their refusal did not conform to ‘regular procedures’, thereby 

increasing pressure to consent.12 Again, the Court did not expressly agree with the Advocate 

General’s finding, leaving assessment of this point to the referring court. However, the Court 

clearly agreed with the Advocate General that inasmuch as consent is relied upon as a ground 

for processing personal data, the onus rests on the controller to show that the criteria for valid 

consent are met.13 

 

The case is also notable for broaching the issue of ‘bundled consent’ in a contractual context. 

As a ‘preliminary remark’, the Advocate General took the view that while it would be 

legitimate for a service provider to request customers to prove their identity in order to conclude 

the contract, requiring them to consent to the copying and retention of their identity documents 

went beyond what is necessary for performance of the contract.14 Unfortunately, the Court 

refrained from endorsing or otherwise tackling this point. It thus passed over an opportunity to 

bring clarity to the rather nebulous provisions of recital 42. 

 

Both Planet49 and Orange Romania show that the CJEU construes the criteria for valid consent 

under the GDPR strictly and, concomitantly, in a manner that is so far in line with the views of 

the WP29 and EDPB. This approach builds on and bolsters the traditional leitmotif of European 

data protection as ‘informational self-determination’. In the words of Advocate General 

Szpunar in Orange Romania, ‘[t]he guiding principle at the basis of EU data protection law is 

that of a self-determined decision of an individual who is capable of making choices about the 

use and processing of his or her data’.15 A strict interpretation of the criteria for valid consent 

serves to ensure that this autonomy is not undermined by contractual or quasi-contractual 

mechanisms that reflect significant imbalances of market power between service providers and 

their customers. The overall result is to create a high threshold for valid consent, and this may 

reinforce the reported tendency of many organisations to switch, where possible, the legal basis 

of their processing operations from consent to another ground (e.g., performance of a contract, 

legitimate interest). 

 

Judgment of Stockholm Administrative Court on consent of school pupils 

 

[To be considered with Section C – 2. Criterion of freely given] 

 

In August 2020, the Stockholm Administrative Court upheld the decision of the Swedish DPA 

to fine Skellefteå municipality SEK 200,000 for breaching the GDPR when it carried out a test 

                                                 
10 Case C-61/19, Orange Romania, para. 42 (emphasis added). 
11 Ibid. 
12 Case C-61/19, Orange Romania (AG Opinion), para. 60. 
13 Case C-61/19, Orange Romania, paras. 42 and 51. The EDPB takes the same position: EDPB 2020, p. 22. 
14 Case C-61/19, Orange Romania (AG Opinion), para. 58. 
15 Case C-61/19, Orange Romania, para. 37. 
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deployment of automated facial recognition to register school attendance by school pupils.16 

The municipal authority tried to justify the deployment on the basis of the pupils’ consent. 

However, both the court and DPA held that use of such a system could not be based on consent 

as school pupils are not in a position to exercise their choice freely. 

 

EDPB update of 4 May 2020 to its Guidelines on consent  

 

[To be considered with Section C – 2. Criterion of freely given, 3. Specificity criterion, 

and 4. Criterion of being informed]  

 

The EDPB has issued ‘Guidelines 05/2020 on Consent under Regulation 2016/679’ (Version 

1.1, 4 May 2020). These update the Guidelines first issued by the WP29 in 2018,17 which were 

endorsed by the EDPB in its first Plenary Session.18 The update clarifies the criteria for valid 

consent in the context of ‘cookie walls’ and ‘scrolling’. With respect to cookie walls, the 

updated Guidelines state: ‘access to services and functionalities must not be made conditional 

on the consent of a user to the storing of information, or gaining of access to information 

already stored, in the terminal equipment of a user’.19 With respect to scrolling, the updated 

Guidelines state: ‘actions such as scrolling or swiping through a webpage or similar user 

activity will not under any circumstances satisfy the requirement of a clear and affirmative 

action: such actions may be difficult to distinguish from other activity or interaction by a user 

and therefore determining that an unambiguous consent has been obtained will also not be 

possible. Furthermore, in such a case, it will be difficult to provide a way for the user to 

withdraw consent in a manner that is as easy as granting it’.20 The rest of the EDPB Guidelines 

essentially mirror the wording of the WP29’s Guidelines from 2018. Thus, the adoption of the 

new Guidelines was not due to a fundamental change of view on consent from the part of the 

EDPB. 
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Article 4(12). Personal data breach 

 

Luca Tosoni 

 

EDPB issues new guidelines on examples regarding data breach notification 

 

[To be considered with Section C] 

 

On 14 January 2021, the EDPB issued new guidelines on examples regarding data breach 

notification.1 These provide several concrete examples of incidents that, according to the 

EDPB, qualify as ‘personal data breaches’. Hence, the guidelines partially clarify the Board’s 

understanding of the definition of ‘personal data breach’ in Article 4(12) GDPR. 

 

For example, the guidelines describe as ‘personal data breaches’ two cases involving the 

sending of personal data via email by mistake.2 This suggests that, in most cases, the sending 

of personal data via email to a wrong recipient would be considered as a ‘personal data breach’ 

within the meaning of Article 4(12) GDPR. However, when discussing both of the cases at 

hand, the EDPB guidelines state that ‘stricter rules should have been implemented for sending 

such messages’.3 This could be read as an indication that not all sending of an email by mistake 

qualifies as a ‘personal data breach’ for GDPR purposes, but only those cases in which the 

sending of the email took place due to a violation of internal rules (e.g., company email 

policies) or due to a lack of appropriate internal rules aimed at preventing the occurrence of 

such mistakes.  

 

Indeed, to qualify as a ‘personal data breach’ within the meaning of Article 4(12), an incident 

must be first and foremost a ‘breach of security’, which means that it must be the result of a 

violation of the security measures (including organisational measures) that the controller or 

processor has implemented, or should have implemented, pursuant to Article 32 GDPR. A 

similar line was taken by the Belgian supervisory authority, which emphasized that ‘personal 

data breaches’ are only those linked to insufficient organisational or technical security 

measures.4 It also noted that ‘no security measure can … completely exclude the possibility 

that an email be sent to an unintended addressee due to a human error’.5 On this basis, the 

authority found that the mistake made in the case under its scrutiny — which involved the 

erroneous sending of an email to two former business partners, despite the fact that the 

documents attached to the email concerned only one of them — did not qualify as a ‘personal 

data breach’, as it found that such a mistake was not due to insufficient security measures.6  

 

However, other supervisory authorities seem to take a stricter view. For instance, the Irish 

supervisory authority (‘DPC’) seems to regard essentially any instance of ‘email sent to [an] 

                                                 
1 EDPB 2021. 
2 Ibid. p. 27. According to the EDPB, one of such cases was reportable under Arts. 33-34 GDPR while the other 

was not. 
3 Ibid. 
4 Belgian DPA 2021, paras. 52-54. 
5 Ibid., para. 54 (‘De Geschillenkamer is van oordeel dat geen enkele beveiligingsmaatregel van aard kan zijn om 

volledig uit te sluiten dat door een menselijke fout een e-mail aan een niet-bedoelde bestemmeling wordt 

verzonden’). 
6 Ibid. 
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incorrect recipient due to human error’— even those instances entailing only low risks for data 

subjects — as a reportable ‘personal data breach’ for GDPR purposes.7 
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Article 4(14). Biometric data 

 

Lee A. Bygrave and Luca Tosoni 

 
Relevant Case Law 

 

France 

 

Administrative Tribunal of Marseille, judgment No. 1901249 of 27 February 2020. 

 

Sweden 

 

Administrative Court of Stockholm, judgment of 14 August 2020 (Mål: 20577-19). 

 

United Kingdom 

 

High Court: R (Bridges) v Chief Constable of South Wales Police and Others [2019] EWHC 2341 (Admin). 

 

Court of Appeal: R (Bridges) v Chief Constable of South Wales Police and Others [2020] EWCA Civ 1058. 

 

French and Swedish courts rule against the use of facial recognition at school 

 

[To be considered with Section B – 4. Case Law] 

 

The use of facial recognition technologies—which typically entail the processing of biometric 

data—is becoming more pervasive also in contexts that were previously alien to it, such as 

schools. So far, this development has been met with some resistance by several European 

courts. For example, both a French and a Swedish court have deemed the use of facial 

recognition for monitoring pupils’ attendance at school as incompatible with the GDPR, 

primarily because of its intrusiveness and lack of valid consent due to the power imbalance 

between the school and the pupils.1 

 

New EDPB Guidelines on video devices and connected vehicles 

 

[To be considered with Sections C – 1. Relevance of WP29 guidance and C – 5. 

Identification distinguished from authentication/verification] 

 

In January 2020, the EDPB issued two sets of guidelines on data protection issues pertaining 

to use of, respectively, video devices and connected vehicles.2 Each set of guidelines provides 

advice on the legal implications of using biometric data in the context of the technological 

applications in question, although each is mainly concerned with use of other forms of personal 

data. In respect of biometric data, the two sets of guidelines reflect the distinction between 

usage for purposes of identification and usage for purposes of authentication/verification; they 

also acknowledge the importance of that distinction for applying Article 9 GDPR. 

 

The guidelines on video devices focus predominantly on biometric data usage for identification 

purposes and describe a range of hypothetical case scenarios involving such usage and where, 

concomitantly, the requirements of Article 9 must be satisfied. For example, the EDPB duly 

                                                 
1 Administrative Tribunal of Marseille, 27 February 2020; Administrative Court of Stockholm, 14 August 2020. 
2 EDPB 2020A; EDPB 2020B. 
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notes that facial recognition systems that are deployed in areas or spaces through which a 

variety of people pass (e.g., a hotel lobby) and that scan the faces of any persons who come 

within the camera’s field of vision in order to match the scanned data (live template) with a 

master template, will need to satisfy Article 9(2). This is not just in respect of data subjects 

who have given their prior consent to the registration of the data in the master template during 

an ‘enlistment process’ but also in respect of anyone whose data are registered by the camera.3  

 

This means, in practice, that the deployment of such biometric devices will often have to be 

restricted in relation to the latter category of data subject because there is no ready basis for 

their deployment provided in Article 9(2). The EDPB provides an example of such restriction 

as follows:  

 

A controller installs a video surveillance system with facial recognition at the entrance 

of the concert hall he manages. The controller must set up clearly separated entrances; 

one with a biometric system and one without (where you instead for example scan a 

ticket). The entrances equipped with biometric devices, must be installed, and made 

accessible in a way that prevents the system from capturing biometric templates of non-

consenting spectators.4  

 

Augmenting this sort of restriction, the Board further claims: 

 

[W]hen the consent is required by Article 9 GDPR, the data controller shall not 

condition the access to its services to [sic] the acceptance of the biometric processing. 

In other words, and notably when the biometric processing is used for authentication 

purpose [sic], the data controller must offer an alternative solution that does not involve 

biometric processing – without restraints or additional cost for the data subject.5  

 

The above reference to ‘authentication purpose’ is confusing inasmuch as it seems to be linked 

to Article 9. As already noted, Article 9 only applies to the use of biometric data for the purpose 

of identification—a fact acknowledged by the EDPB elsewhere in its guidelines. Nonetheless, 

an application for authentication will require a legal basis in Article 6 GDPR, and if the 

controller invokes consent as that basis, the restriction on conditioning access to services will 

apply, pursuant to Article 7(4) GDPR. 

 

Whereas the video device guidelines focus on biometrics for identification purposes, the 

biometric-relevant parts of the guidelines on connected vehicles deal predominantly with 

biometric authentication/verification applications. The guidelines reference ‘a face’, ‘voice 

models’ and ‘fingerprint minutiae’ as examples of a driver’s biometric data in this context and, 

as applications, the unlocking or starting of a vehicle. They further emphasize that the 

processing of such data as part of an authentication procedure should ordinarily occur within 

the vehicle and not involve external data transfer or matching.6 

 

  

                                                 
3 EDPB 2020A, para. 84. 
4 Ibid., para. 85. 
5 Ibid., para. 86. 
6 EDPB 2020B, paras. 62, 63, 70. 
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UK Court of Appeal decision on automated facial recognition 

 

[To be considered with Section C – 5. Identification distinguished from 

authentication/verification] 

 

In August 2020, the UK Court of Appeal handed down a judgment assessing the lawfulness of 

a system for automated facial recognition employed on a trial basis by the South Wales Police.7 

The judgment and the preceding litigation all proceeded on the assumption that the biometric 

data captured and used by the system were processed for the purpose of uniquely identifying 

persons, through matching of the data with a centralized database of facial images. Thus, the 

data were deemed ‘sensitive’ under UK data protection legislation,8 and their processing 

subject to the more stringent controls that apply to that data category—a fact highlighted by 

both the Court of Appeal9 and the court at first instance, the High Court.10 The latter reached 

the conclusion that only biometric data that are used to identify uniquely a specific individual 

qualify as ‘sensitive’ data also on the basis of the legislative history of the GDPR, as the phrase 

‘for the purposes of uniquely identifying a natural person’ was inserted in Article 9(1) GDPR 

during the drafting process to limit the circumstances in which processing biometric data would 

fall into the special category provisions of Article 9.11 This supports the point made in the main 

volume of the Commentary that Article 9(1) GDPR ‘only pertains to biometric data that are 

used for the purpose of identification as opposed to authentication/verification’.12 
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Article 4(15). Data concerning health 

 

Lee A. Bygrave and Luca Tosoni 

 

Supervisory authorities’ decisions regarding information related to COVID-19 

 

[To be considered with Section C] 

 

Since the outbreak of the ongoing pandemic caused by transmission of the COVID-19 virus, 

national data protection authorities (‘DPAs’) have made various pronouncements on the status 

of pandemic-related information, particularly regarding whether or not the information 

constitutes health data within the meaning of Article 4(15) GDPR. 

 

The Austrian DPA (‘Datenschutzbehörde’ or ‘DSB’) has ruled that information revealing that 

a person had a negative result for a COVID-19 test is health data under Article 4(15).1 In doing 

so, it noted that Article 4(15) omits any specification of a particular degree of health 

impairment. The DSB also drew upon recital 35 GDPR and the Lindqvist judgment as further 

evidence that the definition in Article 4(15) is to be construed broadly such that it encompasses 

more than data on illness or poor health.2  

 

The Polish DPA (‘Urząd Ochrony Danych Osobowych’ or ‘UODO’) has ruled that information 

that a person is placed in quarantine is health data within the meaning of Article 4(15).3 This 

is the case not just for persons who are in quarantine because they have tested positive for 

COVID-19 but also for those who are placed in quarantine merely due to travel in risk areas or 

as a precautionary measure. In the view of UODO, the quarantine status of the latter class of 

persons indicates their heightened possibility of exposure to an infectious disease or a source 

of a biological pathogen and is thus information about the risk of disease. As recital 35 

explicitly lists information on ‘disease risk’ as a type of data concerning health, UODO had 

little trouble in finding that the information regarding quarantine falls within Article 4(15), 

regardless of whether a person shows symptoms or not. The Polish DPA also noted that such 

information is especially sensitive in light of the scale of the current pandemic, and that its 

disclosure could lead to ‘inconveniences that are difficult to overcome, such as discrimination, 

social ostracism, a sense of stigmatization, stress, or potential material losses related to the 

negative reaction of the community in which the person operates’.4 Indeed, as noted in the main 

volume of the Commentary, the chief purpose of having a broad definition of ‘data concerning 

health’ and of subjecting such data to heightened protection in the GDPR is to prevent stigma 

and unfair discrimination.5 

 

In contrast, the Norwegian DPA (‘Datatilsynet’) has stated that information that someone is in 

quarantine is not ‘data concerning health’ when there is no further information provided on the 

cause of quarantine. The same applies in respect of information that someone has been in or 

returned from a so-called ‘risk area’ (i.e. an area where there is a relatively high degree of virus 

                                                 
1 DSB 2021. 
2 See further the commentary on Art. 4(15) in the main volume, p. 222. 
3 UODO 2020.  
4 Our translation. 
5 See the commentary on Art. 4(15) in the main volume, p. 218. 
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transmission).6 The Finnish DPA (‘Tietosuojavaltuutetun toimisto’), the Icelandic DPA 

(‘Persónuvernd’) and the Swedish DPA (‘Integritetsskyddsmyndigheten’ or ‘IMY’) have taken 

an almost identical position.7 However, none of these authorities provide any detailed 

explanation for their line, which is obviously difficult to square with that taken by UODO.  

 

In our opinion, the approach of UODO better reflects the proper interpretation of Article 4(15) 

than does the line by the other authorities mentioned above. This is also because, in the context 

of the present pandemic, it may always be assumed that quarantine measures are linked to a 

risk of contamination, and no further information is generally necessary to make that 

connection (and potentially trigger discrimination). As yet, the EDPB does not appear to have 

reached a settled view on the issue. 
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Article 4(16). Main establishment 

 

Luca Tosoni 

 
Relevant Case Law 

 

France 

 

Conseil d’État, Google LLC/CNIL, 19 June 2020, N° 430810 (ECLI:FR:CEORD:2020:440916.20200619). 

 

Conseil d’État, Google LLC et Google Ireland Limited/CNIL, 4 March 2021, N° 449212 

(ECLI:FR:CEORD:2021:449212.20210304). 

 

French Conseil d’État interprets the notion of ‘main establishment’  

 

[To be considered with Section B – 4. Case law] 

 

France’s highest administrative court (‘Conseil d’État’) interpreted the notion of ‘main 

establishment’ in a case concerning Google LLC’s appeal against an administrative fine that 

the French supervisory authority (‘CNIL’) had imposed on the company for several GDPR 

violations.1 In its appeal, Google LLC (i.e., a U.S.-incorporated company) argued that the CNIL 

was not competent to issue the appealed fine, as the Irish subsidiary of its corporate group (i.e., 

Google Ireland Limited) was to be considered Google LLC’s ‘main establishment’ in the 

European Union within the meaning of Article 4(16) GDPR. This meant that pursuant to 

Article 56(1) GDPR, the Irish supervisory authority (‘DPC’) was competent to act as ‘lead 

authority’ with respect to the cross-border data processing activities covered by the CNIL’s 

fining decision.2 

 

The Conseil d’État rejected Google LLC’s argument. However, it did so for reasons that have 

more to do with the Court’s reading of the facts of the case rather than due to a strict 

interpretation of the notion of ‘main establishment’. According to the Conseil d’État: 

 

For identifying the competent supervisory authority, the central administration of the 

controller, that is to say the place of its real seat, must in principle be regarded as its 

main establishment.3 

 

This suggests that the ‘place of central administration’ corresponds to the real seat (siège réel) 

or operational headquarters of a company, which, as a general rule, should be regarded as its 

‘main establishment’ for GDPR purposes.4 

 

The Conseil d’État further stated that the above general rule does not apply if ‘another [EU] 

establishment [of the controller] is competent to take decisions on the purposes and means of 

                                                 
1 Conseil d’État, Google LLC/CNIL. 
2 Ibid., para. 5. Google LLC had (unsuccessfully) raised the same argument also during the investigation 

conducted by the CNIL. See CNIL 2019, paras. 21-41. 
3 Conseil d’État, Google LLC/CNIL, para. 4 (‘Pour la détermination de l'autorité de contrôle compétente, 

l'administration centrale du responsable du traitement, c'est-à-dire le lieu de son siège réel, doit en principe être 

regardée comme son établissement principal’). 
4 For an analogous interpretation, see the commentary on Art. 4(16) in the main volume, p. 230. 
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processing and has the power to have them implemented at Union level’,5 as in such case it is 

the latter establishment, and not the establishment of the ‘place of central administration’, that 

would qualify as the ‘main establishment’ under Article 4(16)(a) GDPR. 

 

However, the Conseil d’État went on to note that: 

 

In the event that a controller established outside the European Union puts in place a 

cross-border processing in the territory of the Union, but having neither a central 

administration nor an establishment with decision-making power as to its purposes and 

means [in the Union], the mechanism of the lead authority provided for in Article 56 of 

the GDPR does not apply.6  

 

This led the Conseil d’État to conclude that Google Ireland Limited could not be qualified as 

the ‘main establishment’ of Google LLC because: 

 

On the one hand, it does not appear from the investigation that Google Ireland 

exercised, [on the date of the appealed fining decision], a power of direction or control 

over the other European subsidiaries of Google LLC such as to regard it as a central 

administration within the meaning of the GDPR. On the other hand, it appears from the 

investigation that that establishment, which in any case was not assigned new 

responsibilities with regard to the processing operations carried out by Google in 

Europe until … after the date of the appealed fining decision, did not have until that 

date a decision-making power with regard to the purposes and means of the processing 

operations at issue, [at least] no more than any of the other European establishments.7 

 

Although the Conseil d’État and the CNIL reached the same conclusion on CNIL’s 

competence, their reasoning seems to differ on one important point: the interpretation of the 

‘place of central administration’ criterion under Article 4(16) GDPR. According to the CNIL, 

‘to qualify as a main establishment, the establishment in question must have decision-making 

power with regard to the processing of the personal data in question’ (emphasis added).8 This 

means that when a corporate group has its real seat or operational headquarters in the EU, but 

the decisions on its processing of personal data are taken outside of the EU, the group has no 

‘main establishment’ in the EU for GDPR purposes. The Conseil d’État seems to follow a 

different line of reasoning. The Irish company’s lack of any decision-making power with regard 

to the processing of the personal data in question was not the only factor that led the Court to 

exclude that the Irish company was to be qualified as Google’s ‘main establishment’. The Court 

reached that conclusion also because the Irish company did not qualify as a ‘central 

                                                 
5 Ibid., para. 4 (‘Il en va autrement si un autre de ses établissements est compétent pour prendre les décisions 

relatives aux finalités et aux moyens du traitement et dispose du pouvoir de les faire appliquer à l’échelle de 

l’Union’). 
6 Ibid. (‘Dans l’hypothèse où un responsable de traitement implanté en dehors de l’Union européenne met en 

oeuvre un traitement transfrontalier sur le territoire de l'Union, mais qu’il n’y dispose ni d’administration centrale, 

ni d’établissement doté d’un pouvoir décisionnel quant à ses finalités et à ses moyens, le mécanisme de l’autorité 

chef de file prévu à l’article 56 du RGPD ne peut être mis en oeuvre’). 
7 Ibid., para. 5 (‘D’une part, il ne résulte pas de l’instruction que la société Google Ireland exerçait, à cette date, 

un pouvoir de direction ou de contrôle sur les autres filiales européennes de la société Google LLC de nature à la 

regarder comme une administration centrale au sens du RGPD. D’autre part, il résulte de l’instruction que cet 

établissement, qui ne s’est en tout état de cause vu attribuer de nouvelles responsabilités s’agissant des traitements 

opérés par Google en Europe qu’à partir du 22 janvier 2019, soit postérieurement à la date de la sanction attaquée, 

ne disposait jusqu’à cette date d’aucun pouvoir décisionnel quant aux finalités et aux moyens des traitements 

litigieux, pas plus qu’aucun autre de ses établissements européens’). 
8 CNIL 2019, para. 30. 
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administration’, as it did not have ‘a power of direction or control over the other European 

subsidiaries’.9 In other words, that company could not be considered a proper European ‘real 

seat’ or operational headquarter. This is regardless of the Irish company’s decision-making 

powers as regards the purposes and the means of the processing at issue.  

 

In practice, the Conseil d’État appears to hold that two cumulative negative conditions must be 

met to exclude a company established outside of the EU from having a ‘main establishment’ 

in the EU: the company must have ‘neither a central administration nor an establishment with 

decision-making power as to [the] … purposes and means [of the relevant processing]’ in the 

EU.10 The first negative condition would not be met where a company has a ‘real seat’ in the 

EU, regardless of whether such ‘real seat’ makes data-processing decisions. Indeed, the Court 

defines the concept of ‘central administration’ simply as the ‘real seat’11 of a company (i.e., an 

establishment with ‘powers of direction or control over other subsidiaries’),12 and juxtaposes 

such ‘real seat’ with an establishment with decision-making powers concerning the means and 

purposes of the processing.13  

 

The Conseil d’État’s reasoning suggests that there may be cases where a controller has a ‘main 

establishment’ in the EU even though the decisions on the purposes and means of a specific 

processing activity are taken outside the EU. Such cases would occur when a corporate group 

has a ‘real seat’ in the EU, which exercises a power of direction or control over other European 

subsidiaries, but the decisions on a certain processing activity are not taken in such a ‘real seat’ 

or in any other establishments in the EU. Interestingly, in the case at hand, Google had 

requested the Conseil d’État to ask the CJEU to give a preliminary ruling on Article 4(16) 

GDPR, but the Conseil d’État rejected such a request.14 

 

Finally, it is worth noting that, in a later case, the Conseil d’État found that the Irish DPC was 

not competent to act as ‘lead authority’ with respect to particular processing activities 

undertaken by Google. However, this was because the processing activities at hand (i.e., usage 

of cookies) fell under the scope of application of France’s rules implementing the EPD.15 Thus, 

in that case, the Conseil d’État found that the Irish DPC was not competent on the grounds that 

the GDPR’s ‘one-stop-shop’ mechanism does not apply to investigations concerning possible 

EPD violations, and not because Google was deemed not to have a ‘main establishment’ in 

Ireland. 

 

                                                 
9 Conseil d’État, Google LLC/CNIL, para. 5. 
10 Ibid., para. 4 (emphasis added). 
11 Ibid.  
12 Ibid., para. 5. 
13 Ibid. paras. 4-5. 
14 Ibid., para. 28. 
15 Conseil d’État, Google LLC et Google Ireland Limited. 
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Article 4(24). Relevant and reasoned objection 

 

Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Bobek in Case C-645/19 Facebook Ireland Limited, Facebook INC, Facebook 

Belgium BVBA v Gegevensbeschermingsautoriteit, delivered on 13 January 2021 (ECLI:EU:C:2021:5). 

 

EDPB issues guidelines on ‘relevant and reasoned objection’ 

 

[To be considered with Section C] 

 

On 9 March 2021, the EDPB adopted guidelines which clarify what constitutes a ‘relevant and 

reasoned objection’ for the purposes of the GDPR’s one-stop-shop and consistency 

mechanisms.1 The adoption of such guidelines was expressly envisaged by recital 124 GDPR. 

The concept of ‘relevant and reasoned objection’—defined by Article 4(24) GDPR—serves as 

a high admissibility threshold in situations where a supervisory authority concerned (‘CSA’)2 

aims to object to a draft decision proposed by the lead supervisory authority (‘LSA’) under 

Article 60 GDPR.3 Only exceptional cases which meet the exacting requirements of this 

concept are considered on the merits, thus limiting the impact on the Board of differences of 

opinion between supervisory authorities. 

 

The guidelines seek to: 

 

[P]rovide guidance with respect to this concept and [aim] at establishing a common 

understanding of the notion of the terms ‘relevant and reasoned’, including what should 

be considered when assessing whether an objection ‘clearly demonstrates the 

significance of the risks posed by the draft decision’.4 

 

In short, the guidelines set out the criteria that supervisory authorities and the EDPB should 

apply to assess whether an objection is both ‘relevant’ and ‘reasoned’. In this regard, the 

guidelines specify that, for an objection to be considered ‘relevant’, ‘there must be a direct 

connection between the objection and the draft decision at issue’.5 In the EDPB’s view, such a 

connection should not be generic; it should imply that, if the objection would be followed, it 

would ‘entail a change leading to a different conclusion as to whether there is an infringement 

of the GDPR or as to whether the envisaged action in relation to the controller or processor, as 

                                                 
1 EDPB 2021A. The final adoption of the guidelines followed a public consultation on a first draft of the guidelines 

(see EDPB 2020B). However, the final version of the guidelines is almost identical to the first draft. 
2 ‘CSA’ is the acronym that the Board uses. Instead, Advocate General  (‘AG’) Bobek uses the acronym ‘SAC’, 

which mirrors more closely the order of the initials of each of the words in ‘supervisory authorities concerned’: 

see Case C-645/19, Facebook Ireland (AG Opinion), para. 28. Given that the present text provides a comment on 

the Board’s guidelines, the acronym used by the Board will be employed hereafter. 
3 EDPB 2021A, pp. 4-5. 
4 Ibid., p. 6. 
5 Ibid. 
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proposed by the LSA, complies with the GDPR’.6 Abstract or broad comments, or minor 

disagreements regarding the wording of the draft decision, would not meet this criterion.7 In 

addition, for an objection to be considered ‘reasoned’, it needs to be ‘coherent, clear, precise 

and detailed in explaining the reasons for objection’.8 It also needs to ‘include clarifications 

and arguments as to why an amendment of the decision is proposed’,9 and explain how the 

proposed amendment would change the substance of the decision to be adopted, as well as the 

practical consequences of issuing the decision without the changes proposed in the objection.10 

 

With respect to the subject matter of an objection, Article 4(24) GDPR provides that CSAs’ 

objections may only concern disagreements with the LSA as to whether:  

1. there has been an infringement of the GDPR; or (alternatively or in addition) 

2. the action envisaged by the LSA in relation to a controller or processor complies with 

the GDPR. 

 

Additionally, Article 4(24) establishes that an objection must always: 

3. set out the risks posed by the LSA’s draft decision as regards the fundamental rights 

and freedoms of data subjects and, where applicable, the free flow of personal data 

within the EU. 

 

The guidelines clarify how to assess whether the content of a CSA’s objection covers these 

elements and circumscribe the possible issues that a CSA may raise as part of such objection. 

 

Regarding the first-listed element (‘existence of an infringement of the GDPR’), the guidelines 

note that an objection may concern disagreements about the LSA’s interpretation of a certain 

provision of the GDPR, the conclusions to be drawn from the findings of the investigation, or 

the need for further investigation or procedural steps by the LSA.11 The inclusion of the latter 

point among the possible issues that CSAs may raise as part of a ‘relevant and reasoned 

objection’ suggests that the EDPB interprets the concept of ‘infringement of this Regulation’ 

in Article 4(24) broadly as covering not only substantive GDPR infringements by controllers 

and processors, but also procedural infringements on the part of the LSA. While this broad 

interpretation is not apparent from the wording of Article 4(24), it makes practical sense, as 

making an assessment about whether a controller or processor has violated the GDPR depends 

normally on how the LSA has conducted the relevant investigation and the evidence it has 

gathered. However, the EDPB seems to be aware that this interpretation is a bit of a stretch, as 

it states that this kind of objection should be raised only in exceptional cases and as a last 

resort.12  

 

Moreover, the EDPB makes clear that it is possible to raise procedural issues as part of a formal 

objection only ‘to the extent that they amount to situations in which the LSA allegedly 

disregarded procedural requirements imposed by the GDPR and this affects the conclusion 

reached in the draft decision’.13 In this regard, it might be difficult, in practice, to pinpoint a 

specific GDPR procedural infringement committed by the LSA, as the procedural rules 

                                                 
6 Ibid. 
7 Ibid. 
8 Ibid., p. 7. 
9 Ibid., p. 6. 
10 Ibid., p. 7. 
11 Ibid., pp. 7-9. 
12 Ibid., pp. 7-8. 
13 Ibid., p. 8. 
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governing investigations are almost exclusively laid down by domestic law and not by the 

GDPR.14 Thus, it might be difficult to reproach the LSA for a specific procedural ‘infringement 

of this Regulation’. Furthermore, the EDPB specifically disallows disagreements on the 

competence of the LSA from being expressed as part of an objection pursuant to Article 60(4) 

GDPR.15 

 

As for the second-listed element (‘compliance of the action envisaged in the draft decision in 

relation to the controller or processor with the GDPR’), the guidelines note that: 

 

[T]he relevant and reasoned objection should explain why the action foreseen in the 

draft decision is not in line with the provisions of the GDPR. To this end, the CSA must 

clearly set out its factual and/or legal arguments underlying the different assessment of 

the situation, by indicating which action would be appropriate for the LSA to undertake 

and include in the final decision.16 

 

Finally, with respect to the third-listed element (‘risks posed by the draft decision’), the 

guidelines stress that: 

 

The obligation to demonstrate the significance of the risk posed by the draft decision 

(e.g., by the measures provided for therein, by the absence corrective measures, etc.) 

for rights and freedoms of data subjects and/or the free flow of data lies on the CSA.17 

 

In other words, the objecting CSA must demonstrate that the adoption of the draft decision 

prepared by the LSA would entail substantial and plausible risks for data subjects and/or the 

free flow of personal data within the EU. Thus, if the arguments put forward by the objecting 

CSA would only show that the adoption of the draft decision would entail simply minor or 

theoretical risks, the CSA’s objection would not meet the threshold imposed by Article 4(24) 

GDPR. However, according to the EDPB, it would be sufficient to show that the adoption of 

the draft decision could entail significant risks for future processing operations to meet the 

threshold.18 

 

Importantly, the guidelines state that ‘an objection demonstrating risks posed to the free flow 

of personal data, but not to the rights and freedoms of data subjects, will not be considered as 

meeting the threshold set by Article 4(24) GDPR’.19 A literal reading of Article 4(24) supports 

this interpretation, as the provision uses the conjunction ‘and’—which normally signals a 

cumulative condition—between the two kinds of possible risks to be shown by the objecting 

CSA: ‘risks posed by the draft decision as regards the fundamental rights and freedoms of data 

subjects and, where applicable, the free flow of personal data within the Union’ (emphasis 

added). However, a contextual and teleological reading of Article 4(24) would seem to lend 

support to a different interpretation. Indeed, Article 4(24) should be read in light of Article 1(3) 

GDPR, which provides that ‘[t]he free movement of personal data within the Union shall be 

neither restricted nor prohibited for reasons connected with the protection of natural persons 

with regard to the processing of personal data’. All supervisory authorities must comply with 

this obligation. This means, for instance, that an LSA should refrain from limiting the free flow 

                                                 
14 See further EDPB 2021B. 
15 EDPB 2021A, p. 8. 
16 Ibid. 
17 Ibid., p. 9. 
18 Ibid., p. 10. 
19 Ibid. 
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of personal data within the EU (e.g., by imposing that personal data be stored in its jurisdiction) 

when acting against a controller or processor. If a draft decision would impose a similar 

measure, it would arguably entail a non-compliance of the action envisaged with the GDPR, 

or possibly even an ‘infringement [of Article 1(3)] of this Regulation’. Thus, it would make 

little sense to preclude CSAs from objecting to a similar measure simply because it would not 

entail any or only limited risks for data subjects, but significant risks for the free flow of data. 

This is all the more so if one considers that the one-stop-shop mechanism was specifically 

designed to ensure that the LSA be made aware and take due account of the impact of its draft 

decision in other Member States before its final adoption.20 

 

EDPB adopts first binding decision on whether certain objections expressed by several 

supervisory authorities are ‘relevant and reasoned objections’  

 

[To be considered with Section C] 

 

On 9 November 2020, the EDPB adopted its first binding decision in accordance with Article 

65(1)(a) GDPR.21 The decision resolved a dispute among supervisory authorities on a draft 

decision prepared by the Irish supervisory authority, which acted as LSA in the context of a 

one-stop-shop case regarding Twitter. As a preliminary point, the EDPB’s decision assessed 

whether the objections raised by several CSAs against the LSA’s draft decision were to be 

considered ‘relevant and reasoned objections’ within the meaning of Article 4(24) GDPR. In 

doing so, it applied the criteria laid down in the EDPB’s guidelines on the concept of a relevant 

and reasoned objection.22 In its decision, the EDPB found that most of the objections raised 

against the draft decision of the LSA did not meet the threshold laid down by Article 4(24), 

primarily because they failed to show the significance of the risks posed by the draft decision 

to the fundamental rights and freedoms of data subjects. Thus, it dismissed such objections 

without assessing the merits of their substance, at the same time stressing that its application 

of the threshold to the objections concerned was without prejudice to any substantive 

assessments it might make in future cases. This shows that the EDPB applies the ‘significance 

of the risks’ criterion of Article 4(24) quite strictly and dismisses without dealing with their 

merits all objections that fail to clearly demonstrate the significance of the risks posed by the 

draft decision. In turn, this suggests that the high threshold imposed by Article 4(24) is doing 

its intended job, which is to work as a filter that allows the EDPB to concentrate its resources 

on significant disputes among supervisory authorities under Article 65(1)(a).23 
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Article 4(25). Information society service 

 

Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Szpunar in Case C-390/18, Criminal proceedings against X, delivered on 7 

September 2019 (ECLI:EU:C:2019:336). 

 

Case C-390/18, Criminal proceedings against X, judgment of the Court of 19 December 2019 (Grand Chamber) 

(ECLI:EU:C:2019:1112) (‘Airbnb Ireland’). 

 

Case C-62/19, Star Taxi App SRL v Unitatea Administrativ Teritorială Municipiul Bucureşti prin Primar General 

and Consiliul General al Municipiului Bucureşti, judgment of 3 December 2020 (ECLI:EU:C:2020:980). 

 

CJEU clarifies the definition of information society service in Airbnb Ireland and Star 

Taxi App 

 

[To be considered with Sections B – 4. Case law and C – 4. By electronic means] 

 

The CJEU has interpreted the definition of ‘information society services’ under EU law—a 

definition that applies also for GDPR purposes—in two recent cases. The first case, Airbnb 

Ireland,1 concerned whether a service like Airbnb—consisting in connecting, via an online 

platform and for remuneration, potential guests with hosts offering short-term 

accommodation—qualifies as an ‘information society service’ under EU law. The Court 

answered this question in the affirmative,2 in line with the recommendation of Advocate 

General Szpunar.3 In particular, the Court held that, unlike the intermediation services at issue 

in the judgments Asociación Profesional Elite Taxi and Uber France (i.e., Uber’s services),4 

neither the intermediation service nor the ancillary services offered by Airbnb can be regarded 

as forming an integral part of an overall service, the main component of which is an offline 

service (in this case, the provision of accommodation).5 Hence, contrary to the services offered 

by Uber, the service offered by Airbnb qualifies as an ‘information society service’ under EU 

law.  

 

The second case, Star Taxi App,6 concerned whether a service that puts taxi passengers directly 

in touch with taxi drivers by means of an app qualifies as an ‘information society service’. The 

Court held that this question should be answered in the affirmative if the service at hand does 

not form an integral part of an overall service, the principal component of which is the provision 

of transport.7 In that regard, the Court concluded that the service provided by Star Taxi App 

cannot be regarded as forming an integral part of an overall service, the main component of 

which is the provision of transport. Hence, contrary to the service offered by Uber, it qualifies 

                                                 
1 Case C-390/18, Airbnb Ireland. 
2 Ibid., paras. 39-69. 
3 Case C-390/18, Airbnb Ireland (AG Opinion), paras. 18-91.  
4 Case C-434/15, Asociación Profesional Elite Taxi; Case C-320/16, Uber France. 
5 Case C-390/18, Airbnb Ireland, paras. 50-69. 
6 Case C-62/19, Star Taxi App. 
7 Ibid., paras. 49-50. 
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as an ‘information society service’ under EU law. The Court came to this conclusion as it noted 

that the service provided by Star Taxi App is an add-on to a pre-existing organized taxi 

transport service. In addition, Star Taxi App does not select the taxi drivers, does not set, and 

collect the fare for the journey and does not have any control over the quality of the vehicles 

and their drivers.8  

 

Both judgments provide further clarity on how to qualify, also for GDPR purposes, a service 

comprising both electronic and non-electronic components. 

                                                 
8 Ibid., paras. 51-54. 
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Article 4(26). International organisation 

 

Lee A. Bygrave and Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Bobek in Case C‑505/19, WS v Bundesrepublik Deutschland, delivered on 19 

November 2020 (ECLI:EU:C:2020:939). 

 

New Advocate General opinion on the processing of personal data by Interpol 

 

[To be considered with Section C] 

 

On 19 November 2020, Advocate General Bobek issued his opinion in WS v Bundesrepublik 

Deutschland.1 The opinion partially addresses the question of whether Interpol ensures an 

adequate level of data protection for the purposes of the LED, even though there is neither an 

adequacy decision nor appropriate safeguards in place for the transfer of personal data between 

Interpol and the EU Member States.2 In this context, the Advocate General does not expressly 

state that Interpol qualifies as an ‘international organisation’ for LED purposes, but he seems 

to assume so, as he refers to Interpol as an ‘international organisation’ when discussing the 

LED’s data transfer rules.3   

 

This is noteworthy also for GDPR purposes, for two main reasons: first, the LED defines 

‘international organisation’ identically to the GDPR.4 Secondly, during the GDPR legislative 

process, some Member States queried whether Interpol would be covered by the GDPR’s 

definition of ‘international organisation’.5 Hence, given that the two legal instruments define 

‘international organisation’ in the same way, the opinion at hand would suggest that Interpol 

should qualify as an ‘international organisation’ for both LED and GDPR purposes. 

 

                                                 
1 Case C‑505/19, WS v Bundesrepublik Deutschland (AG Opinion). 
2 Ibid., paras. 129-138. 
3 Ibid., see in particular paras. 129-130. 
4 Compare Art. 3(26) LED and Art. 4(26) GDPR. 
5 See Section C of the commentary on Art. 4(26) in the main volume. 
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Chapter II - Principles 

Article 5. Principles relating to processing of personal data 

 

Cécile de Terwangne and Lee A. Bygrave 

 

By Cécile de Terwangne in the main volume 

 
Relevant Case Law 

 

CJEU 

 

Case C-131/12, Google Spain v Agencia Española de Protección de Datos (AEPD) and Mario Costeja 

González, judgment of 13 May 2014 (Grand Chamber) (ECLI:EU:C:2014:317). 

 

Case C-136/17, GC and Others v Commission nationale de l’informatique et des libertés (CNIL), judgment of 24 

September 2019 (Grand Chamber) (ECLI:EU:C:2019:773). 

 

Case C-708/18, TK v Asociaţia de Proprietari bloc M5A-ScaraA, judgment of 11 December 2019, 

(ECLI:EU:C:2019:1064). 

 

New CJEU decision: GC and Others v CNIL (Grand Chamber) 

 

[To be considered with Section B – 3. Case law] 

 

The case GC and Others concerned the obligations of operators of a search engine in the 

context of requests for de-referencing of sensitive data (i.e. special categories of data listed in 

Articles 9 and 10 GDPR).1 Sitting as the Grand Chamber, the CJEU held that the elapse of time 

may affect the lawfulness of the processing of personal data, in particular as regards the 

conditions of lawfulness deriving from the data minimisation principle (Article 5(1)(c)), the 

accuracy principle (Article 5(1)(d)) and the storage limitation principle (Article 5(1)(e)).2 

 

TK v Asociaţia de Proprietari bloc M5A-ScaraA 

 

[To be considered with Section B – 3. Case law] 

 

The request for a preliminary ruling in the case TK v Asociaţia de Proprietari bloc M5A-ScaraA 

concerned interpretation of Article 6(1)(c) DPD (equivalent to Article 5(1)(c) GDPR).3 The 

request was linked to TK’s application for an order that the association of co-owners of a 

building (M5A) take the building’s video surveillance system out of operation and remove the 

cameras installed in the common parts of the building. The CJEU held that the question whether 

the installation of a video surveillance system is proportionate to the purposes pursued raised 

the issue of whether personal data collected by that system meet the requirement of 

proportionality, which engaged interpretation of Article 6(1)(c) DPD. According to the Court, 

‘Article 6(1)(c) of Directive 95/46 must be taken into account when verifying the second 

condition of application laid down in Article 7(f) of Directive 95/46 [equivalent to Article 

                                                 
1 Case C-136/17, GC and Others. 
2 Ibid., para. 74. 
3 Case C-708/18, TK v Asociaţia de Proprietari bloc M5A-ScaraA. 
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6(1)(f) GDPR], according to which the processing of personal data is ‘necessary’ for the 

purposes of the legitimate interests pursued’.4 In consequence, the necessity of the processing 

must be examined in conjunction with the ‘data minimisation’ principle enshrined in 

Article 6(1)(c) DPD, in accordance with which personal data must be ‘adequate, relevant and 

not excessive in relation to the purposes for which they are collected and/or further processed’.5 

The Court held that this implies, in the context of a video surveillance system, that the controller 

must, inter alia, examine ‘whether it is sufficient that the video surveillance operates only at 

night or outside normal working hours, and block or obscure the images taken in areas where 

surveillance is unnecessary’.6 

 

[To be considered with Section C – 3. Data minimisation principle—Article 5(1)(c), C – 

4. Accuracy principle—Article 5(1)(d), C – 5. Storage limitation principle—Article 

5(1)(e)] 

 

On the occasion of its judgment in GC and Others (referred to above), the CJEU repeated what 

it had already pointed out in its Google Spain judgment:7 that the requirements of necessity, 

quality (accuracy) and limited retention of personal data set out in Article 5(1)(c) to (e) GDPR 

(equivalent to Article 6(1)(c) to (e) DPD) may evolve according to the passage of time. 

According to the Court: 

  

[E]ven initially lawful processing of accurate data may over time become incompatible 

with the directive or the regulation where those data are no longer necessary in the light 

of the purposes for which they were collected or processed. That is so in particular 

where they appear to be inadequate, irrelevant, or no longer relevant, or excessive in 

relation to those purposes and in the light of the time that has elapsed.8 

 

EDPB Guidelines on data protection by design and by default – Version 2.0 

 

[To be considered with Section C – 1. Lawfulness, fairness and transparency principle—

Article 5(1)(a)] 

 

The EDPB issued the final version of its guidelines on data protection by design and by default 

(‘DPbDD’) in October 2020.9 The guidelines not only provide advice on how Article 25 GDPR 

may be operationalised but cast light on how the core principles of Article 5 shall be understood 

and applied in various hypothetical scenarios.10 Especially noteworthy is the guidelines’ 

explanation of the criterion of ‘fairness’ in Article 5(1)(a). This is the first time that the EDPB 

parses the criterion in relatively elaborate fashion. Its clarification is particularly welcome as 

‘fairness’ is arguably the most nebulous yet also central notion making up the core principles 

of data protection law. The EDPB states:  

 

                                                 
4 Ibid., para. 31. 
5 Ibid., para. 48. 
6 Ibid., para. 51. 
7 Case C-131/12, Google Spain. 
8 Case C-136/17, GC and Others, para. 74. 
9 EDPB 2020A. For further description of the guidelines, see the commentary on Art. 25 in this update. 
10 EDPB 2020A, pp. 14–28. 
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Fairness is an overarching principle which requires that personal data should not be 

processed in a way that is unjustifiably detrimental, unlawfully discriminatory, 

unexpected or misleading to the data subject.11  

 

It goes on to list a non-exhaustive set of ‘key design and default fairness elements’ as follows: 

 

• Autonomy – Data subjects should be granted the highest degree of autonomy 

possible to determine the use made of their personal data, as well as over the scope 

and conditions of that use or processing. 

• Interaction – Data subjects must be able to communicate and exercise their rights 

in respect of the personal data processed by the controller. 

• Expectation – Processing should correspond with data subjects’ reasonable 

expectations. 

• Non-discrimination – The controller shall not unfairly discriminate against data 

subjects. 

• Non-exploitation – The controller should not exploit the needs or vulnerabilities of 

data subjects. 

• Consumer choice – The controller should not “lock in” their users in an unfair 

manner. Whenever a service processing personal data is proprietary, it may create 

a lock-in to the service, which may not be fair, if it impairs the data subjects’ 

possibility to exercise their right of data portability in accordance with Article 20. 

• Power balance – Power balance should be a key objective of the controller-data 

subject relationship. Power imbalances should be avoided. When this is not 

possible, they should be recognised and accounted for with suitable 

countermeasures. 

• No risk transfer – Controllers should not transfer the risks of the enterprise to the 

data subjects. 

• No deception – Data processing information and options should be provided in an 

objective and neutral way, avoiding any deceptive or manipulative language or 

design. 

• Respect rights – The controller must respect the fundamental rights of data subjects 

and implement appropriate measures and safeguards and not impinge on those 

rights unless expressly justified by law. 

• Ethical – The controller should see the processing’s wider impact on individuals’ 

rights and dignity. 

• Truthful – The controller must make available information about how they process 

personal data; they should act as they declare they will and not mislead the data 

subjects. 

• Human intervention – The controller must incorporate qualified human intervention 

that is capable of uncovering biases that machines may create in accordance with 

the right to not be subject to automated individual decision making in Article 22. 

• Fair algorithms – Regularly assess whether algorithms are functioning in line with 

the purposes and adjust the algorithms to mitigate uncovered biases and ensure 

fairness in the processing. Data subjects should be informed about the functioning 

of the processing of personal data based on algorithms that analyse or make 

predictions about them, such as work performance, economic situation, health, 

personal preferences, reliability or behaviour, location or movements. 12 

                                                 
11 Ibid., para. 69. 
12 Ibid., para. 70. 
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This list is remarkable for showing the broad compass of fairness. It thereby counters the 

argument advanced by some commentators that ‘fairness’ is not much more than a proxy for 

transparency and is accordingly of dubious utility.13 Instead, the Guidelines confirm that the 

fairness criterion brings in a host of considerations reaching well beyond concern for 

transparency, including protection from power imbalance, unwarranted discrimination and 

vulnerability. 

 

EDPB Guidelines 3/2019 on processing of personal data through video devices – Version 

2.0 

 

[To be considered with Section C – 1. Lawfulness, fairness and transparency principle - 

Article 5(1)(a), C – 2. Purpose limitation principle - Article 5(1)(b), C – 7. Accountability 

principle – Article 5(2)] 

 

The EDPB has issued Version 2.0 of its ‘Guidelines 3/2019 on processing of personal data 

through video devices’.14 In the chapter entitled ‘Lawfulness of processing’, the guidelines 

dedicate a paragraph to the requirements of Article 5 GDPR as regards video surveillance.15 

Here the Board states that the purpose limitation principle (Article 5(1)(b) GDPR) implies that, 

prior to the use of video surveillance devices, the purposes of processing must be ‘specified in 

detail’. It notes that video surveillance ‘can serve many purposes, e.g. supporting the protection 

of property and other assets, supporting the protection of life and physical integrity of 

individuals, collecting evidence for civil claims’.16 According to the EDPB, these monitoring 

purposes need to be specified for every surveillance camera in use and ‘[v]ideo surveillance 

based on the mere purpose of “safety” or “for your safety” is not sufficiently specific’.17 The 

Board also notes that overly broad description of the purposes pursued by video surveillance 

would be contrary to the fairness and transparency principle in Article 5(1)(a). In light of the 

accountability principle (Article 5(2) GDPR), the Board states that the purposes should be 

documented in writing, but that devices used for the same purpose by a single controller can 

be documented together. 
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Article 6. Lawfulness of processing 

 

Waltraut Kotschy 

 
Relevant Case Law 

 

CJEU 

 

Case C-398/15, Camera di Commercio, Industria, Artigianato e Agricoltura di Lecce v Salvatore Manni, 

judgment of 9 March 2017 (ECLI:EU:C:2017:197). 

 

Case C-13/16, Valsts policijas Rīgas reģiona pārvaldes Kārtības policijas pārvalde v Rīgas pašvaldības SIA 

‘Rīgas satiksme’, judgment of 4 May 2017 (ECLI:EU:C:2017:336). 

 

Case C-708/18, TK v Asociaţia de Proprietari bloc M5A-ScaraA, judgment of 11 December 2019, 

(ECLI:EU:C:2019:1064). 

 

Netherlands 

 

Rechtbank Midden-Nederland, UTR 20/2315, 23 November 2020 (ECLI:NL:RBMNE:2020:5111). 

 

CJEU judgments in Rigas Satiksme and TK 

 

[To be considered with Section B – 3. Case law] 

 

In the case of Rīgas satiksme,1 the CJEU had to deal with ‘legitimate interest’ under the DPD, 

more specifically with the lawful disclosure of data by a public authority (the Latvian police) 

to a private company (Rīgas satiksme) on grounds of the company’s legitimate interests in 

compensation after a traffic accident. The Latvian police claimed that under Latvian law they 

could only reveal the name of the person causing the accident, whereas Rīgas satiksme claimed 

that they also needed the personal number and the address of the person concerned for secure 

identification via the Civil Registry. The CJEU was called upon to assess the legal basis of 

such disclosure by the Latvian police, whether it was ‘necessary’ to disclose the additional data 

and whether the fact that the person concerned was a minor, would restrict lawful disclosure. 

The Court held that the data subject’s status as minor did not restrict disclosure in the 

circumstances of the case,2 that the necessity criterion was met given the need for secure 

identification,3 and that Article 7(f) DPD constituted a suitable legal basis for disclosure since 

exercising the right to compensation qualifies as a ‘legitimate interest’.4 The effect of relying 

on Article 7(f) in the given situation was summarized by the Court as follows:  

 

It is accordingly clear from the scheme of Directive 95/46 and from the wording of 

Article 7 thereof that Article 7(f) of Directive 95/46 does not, in itself, set out an 

obligation, but expresses the possibility of processing data such as the communication 

to a third party of data necessary for the purposes of the legitimate interests pursued by 

that third party.5 

                                                 
1 Case C-13/16, Rīgas satiksme. 
2 Ibid., para. 33. 
3 Ibid., para. 30. 
4 Ibid., para. 29. 
5 Ibid., para. 26. 
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The ruling is obviously relevant for interpretation of Article 6(1)(f) GDPR. At the same time, 

this case is a good example for demonstrating the effects of Article 6(1)(f), which, unlike 

Article 7(f) DPD, expressly excludes public authorities from relying on point (f) in the 

performance of their tasks. Hence, disclosure by the Latvian Police, in the course of carrying 

out its ‘state’ functions, would now be lawful only on grounds of Article 6(1)(e) GDPR, with 

the consequence that a law would be needed allowing police authorities to disclose data to other 

controllers for the purpose of enabling them to exercise their right to compensation. 

 

In the case of TK,6 the lawfulness of CCTV surveillance was in dispute. The CJEU dealt with, 

inter alia, the three cumulative conditions for lawful processing on the basis of Article 7(f) 

DPD.7 The Court clarified that, where processing is founded on Article 7(f) DPD, there is no 

reason for obtaining consent,8 and that a legitimate interest must be present and real and not 

merely hypothetical.9 Moreover, the Court elaborated on the nature of the interest-balancing 

process at the heart of Article 7(f) DPD.10 All of these aspects of the judgment are pertinent for 

interpretation of Article 6(1)(f) GDPR. The judgment is dealt with at greater length further 

below, in the commentary on Article 6(1)(f). 

 

Further commentary on Article 6(1)(e) 

 

[To be considered with Section C – 1.2.5. Processing for the performance of a task carried 

out in the public interest or in the exercise of official authority vested in the controller] 

 

Nobody can successfully claim that they are acting in the public interest and therefore 

processing lawfully on basis of Article 6(1)(e) unless an EU or Member State law assigns them 

to a task11 that leads to this processing of personal data. The tasks under this provision are those 

that Member States traditionally understand as state functions.12 Whether public bodies are 

largely restricted to basing their processing on the grounds of Article 6(1)(e), is a question that 

is partly dealt with specifically at the end of Article 6(1), which states that Article 6(1)(f) ‘shall 

not apply to processing carried out by public authorities in the performance of their tasks’. A 

more detailed analysis of the scope of this exclusion is provided in the commentary on Article 

6(1)(f) below. 

 

Compared to its antecedent in the DPD,13 Article 6(1)(e) does not refer to disclosure of data to 

controllers in the public sector. The abandonment of this case of lawful processing in the text 

                                                 
6 Case C-708/18, TK. 
7 Ibid., para. 40. 
8 Ibid., para. 41. 
9 Ibid., para. 44. 
10 Ibid., paras. 53–59. 
11 The text of Art. 6(1)(e)—at least in the English version—leaves some uncertainty as to whether ‘public 

authority’ must be vested in the controller or in ‘a task’. The German version is much clearer as commas are 

inserted in order to structure the sentence. Transferring this structure into the English version, it would read as 

follows: ‘Processing is necessary for the performance of a task, carried out in the public interest or in the exercise 

of official authority, vested in the controller’. Even clearer is the German version of the text of Art. 7(e) DPD, the 

forerunner of Art 6 (1)(e), where processing was lawful if it is ‘necessary for the performance of a task carried 

out in the public interest or in the exercise of official authority and is vested in the controller’(emphasis added). 
12 Dammann and Simitis 1997, p. 151 (‘Die Richtlinie … hat eindeutig die öffentlichen Aufgaben im Blick, die 

in den Mitgliedstaaten klassischerweise als Staatsaufgaben … ausgeführt werden’). 
13 Under Art. 7(e) DPD processing was lawful if it was ‘necessary for the performance of a task carried out in the 

public interest or in the exercise of official authority vested in the controller or in a third party to whom the data 

are disclosed’ (emphasis added). 
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of Article 6(1)(e) resolves doubts as to whether such a general allowance for transfer was 

justified. Under the current wording, disclosure of data by one controller to another controller, 

both acting under Article 6(1)(e), must be legitimised in the same way as any other type of 

processing of personal data under Article 6(1)(e)—that is, by Union or Member State law.14 

Where, on the other hand, a disclosure of data to a public authority (or private body acting 

under Article 6(1)(e)) is performed by a private sector controller, a legal basis according to 

Article 6(1) will be necessary. Where disclosure constitutes further processing in the sense of 

Article 5(1)(b), Article 6(4) will also be relevant.  

 

Further commentary on Article 6(1)(f) 

 

[To be considered with Section C – 1.2.6. Processing on grounds of legitimate interests 

pursued by the controller or by a third party] 

 

CJEU jurisprudence on Article 7(f) DPD has repeatedly used the following formula for the 

conditions that must be fulfilled for Article 7(f) DPD to be a valid legal basis for processing: 

 

In that regard, Article 7(f) of Directive 95/46 lays down three cumulative conditions in 

order for the processing of personal data to be lawful, namely, first, the pursuit of a 

legitimate interest by the data controller or by the third party or parties to whom the data 

are disclosed; secondly, the need to process personal data for the purposes of the 

legitimate interests pursued; and thirdly, that the fundamental rights and freedoms of the 

person concerned by the data protection do not take precedence over the legitimate 

interest pursued.15 

 

These conditions clearly pertain also to the application of Article 6(1)(f) GDPR. 

 

In the case of TK, the CJEU elaborated extensively on the criteria for the balancing of interests 

in relation to the third-listed condition.16 The case concerned the lawfulness of CCTV 

surveillance. Factors considered by the Court included whether the data to be processed are 

from publicly accessible sources or relate to the data subject’s private life; the nature of the 

data, particularly whether they are sensitive; and the modalities of processing, especially the 

number of persons having access to the data during processing. The Court also took implicitly 

into account recital 47,17 which stresses the importance of the reasonable expectations of the 

data subjects based on the time and context of the processing, and indicates that conflict with 

these expectations could, in certain cases, ‘override’ a controller’s interest in ‘further 

processing’.18 

 

                                                 
14 Art. 4(9) contains a definition of ‘recipient’ which seems to exclude public authorities when they receive data 

in the ‘framework of a particular inquiry’. The reason for this exemption and its consequences are not clear. If it 

was meant to result in ‘free data exchange’ between public authorities, it would manifestly infringe the 

fundamental right to data protection. As ‘a particular inquiry’ must, however, be ‘in accordance with Union or 

Member State law’ according to Art. 4(9), disclosure in the form of an inquiry has in the end to fulfil the same 

requirements as foreseen in Art. 6(1)(e), because every Member State law must be in accordance with the 

fundamental right to data protection. 
15 Case C-708/18, TK, para. 40; Case C-13/16, Rīgas satiksme, para. 28.  
16 Case C-708/18, TK, paras. 53–59. 
17 Ibid., para. 58. 
18 It should be noted, however, that further processing for an incompatible purpose is dealt with under the special 

provision of Art. 6(4) and cannot be based on Art. 6(1)(f). 
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A ‘legitimate interest’ is an interest that is implicitly, although not necessarily explicitly, 

recognised by Union or Member State law; it must be ‘acceptable under the law’, to use the 

wording of the WP29.19 Thus, a ‘legitimate interest’ is an interest derived from the whole body 

of law, especially from (fundamental) rights under the CFR such as freedom of expression and 

information, freedom of arts and sciences or the right to protection of property or the right to 

conduct a business.20 The extent to which ‘commercial interests’ are ‘legitimate interests’ must 

therefore be judged in the light of Union and Member State law, especially Articles 16 and 17 

CFR. For example, where a processing operation is appropriate for conducting a business in 

accordance with Community law and national laws and practices, its purpose will qualify as a 

‘legitimate interest’,21 which may be pursued as far as it is not overridden by the data protection 

interests of the data subjects. 

 

Under the GDPR, processing data for third party interests is no longer limited to disclosing 

data to another controller, though third party interests under the GDPR still comprise a 

permission to disclose data for this reason.22 However, disclosure of data would usually be a 

secondary use of data, which means ‘further processing’ in the sense of Article 5(1)(b) GDPR. 

According to Article 6(4), further processing in the absence of consent or a law explicitly 

allowing further processing, is permitted only if it is compatible with the purpose of the initial 

processing. 23 Therefore, disclosing data solely on grounds of the recipient’s legitimate interest 

is limited to disclosures where the legitimate interests of the recipient are compatible with the 

purpose of the initial processing.24 Legitimate interests of third parties as the primary purpose 

of a controller’s processing are dealt with in the case of Manni. In this case, the CJEU 

acknowledged as legal basis of a company register the legitimate interests of the public in the 

existence of such a register since the latter enabled interested third parties to inform themselves 

of the data it holds.25 

 

Since rights and freedoms under the CFR can only be claimed by natural persons and not by 

the state and its bodies and institutions, Article 6(1)(f) explicitly foresees that its provisions 

‘shall not apply to processing carried out by public authorities in the performance of their 

tasks’.26 This restriction is a consequence of Article 6(1)(e) together with Article 6(3), which 

require that public sector controllers in their role of executing ‘state’ functions may process 

data only if processing is done for a task which was vested in them by a special law. Hence, 

public authorities, when acting in a role of superordination to data subjects, do not have 

                                                 
19 WP29 2014, p. 25. 
20 See also Frenzel 2017, para. 28. For a (non-exhaustive) list of possible ‘legitimate interests’ see WP29 2014, 

p. 25. 
21 See also rec. 47 the last sentence of which states that ‘processing … for direct marketing purposes may be 

regarded as carried out for a legitimate interest’. See also Rechtbank Midden-Nederland, UTR 20/2315, paras. 

16ff. 
22 Concerning disclosure for third party interests under the DPD, see e.g. Case C-13/16, Rīgas satiksme, para. 26: 

‘It is accordingly clear from the scheme of Directive 95/46 and from the wording of Article 7 thereof that 

Article 7(f) of Directive 95/46 does not, in itself, set out an obligation, but expresses the possibility of processing 

data such as the communication to a third party of data necessary for the purposes of the legitimate interests 

pursued by that third party’. 
23 This is not fully taken into account by rec. 47, which refers to disclosure of data as a reason for processing on 

grounds of Art. 6(1)(f) without any restrictions. 
24 As noted above, acknowledging a legitimate interest in compensation (after an accident) as a reason for 

disclosing data by police authorities under Art. 7(f) DPD—as done by the CJEU in Rigas Satiksme—is no longer 

possible, as Art. 6(1)(f) excludes public authorities when acting in the course of their ‘state functions’. However, 

the reasoning in the case of Rīgas satiksme is still wholly relevant for disclosure by private sector controllers.  
25 Case C-398/15, Manni, paras. 49–51.  
26 On the notion of ‘public authority’, see the commentary on Art. 4(7) in both the main volume and this update.  
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‘legitimate interests’ in the sense of Article 6(1)(f). However, in some contexts, the state acts 

under private law pursuing commercial or other purposes typical of the private sector. In these 

situations, public authorities will act essentially as private sector controllers and may derive 

legitimate interests from fundamental rights, such as the right to property. In these situations, 

they may be able to base their processing of personal data on Article 6(1)(f). Public authorities 

may also be able to rely on point (f) as a basis for processing of personal data for relatively 

minor internal purposes (e.g., processing of personal data in connection with use of a body’s 

official website), as opposed to processing pursuant to the exercise of authority in the form of 

formalized decisions that impinge directly on the rights and interests of specific individuals. 

 

In Breyer,27 the CJEU acknowledged the existence of ‘legitimate interests’ of public authorities 

inasmuch as they act, in effect, as private individuals. According to the Court: ‘In the present 

case, … it appears that the German Federal institutions, which provide the online media 

services and which are responsible for the processing of dynamic IP addresses act, in spite of 

their status as public authorities, as individuals and outside the activities of the State ….’.28 

The Court went on to hold: ‘The German Federal institutions, which provide online media 

services, may also have a legitimate interest in ensuring, in addition to the specific use of their 

publicly accessible websites, the continued functioning of those websites’.29 While this 

reasoning dealt with Article 7(f) DPD, it seems also applicable to Article 6(1)(f) GDPR, as the 

exclusion of public authorities from the scope of the latter refers only to processing in the 

course of the authorities’ performance of their tasks qua public authorities. 

 

Further commentary on Article 6(2) and (3): their relation to Chapter IX 

 

[To be considered with Sections C – 2. Article 6(2) and C – 3. Article 6(3)] 

 

Under Article 6(2) GDPR the competence of Member States to enact legislation specifying and 

adapting the rules of the GDPR is limited to data processing based on Article 6(1)(c) and 

6(1)(e). Article 6(2) also mentions Chapter IX in a very ambiguous, not clearly understandable 

way. This leads to the question whether legislating on topics mentioned in Chapter IX should 

also be limited to processing situations based on Article 6(1)(c) or (e). The answer is negative. 

This answer follows partly from Article 6(3), which employs almost the same textual 

arrangement on point as Article 6(2) but with a slight difference that results in clarification of 

the issue. Article 6(3) states that Member State law containing specifications of the GDPR rules 

in respect of processing based on Article 6(2), may contain provisions on certain topics, 

‘including measures to ensure lawful and fair processing such as those for other specific 

processing situations as provided for in Chapter IX’.30 So, evidently, it is the measures foreseen 

in Chapter IX (especially Article 89) for ensuring lawful and fair processing, which shall be 

‘included’ (that is, taken into account) when legislating under Article 6(2) and (3). It follows 

that Article 6(2) and (3) in no way limit Member States’ legislation under Chapter IX to cases 

of Article 6(1)(c) or (e). This reading of Article 6(2) is supported by the nature and content of 

Chapter IX, which foresees, for instance, in Article 85 the obligation for Member State law to 

reconcile the right to freedom of expression with the right to data protection. Such an obligation 

could never be fulfilled without legislating also on matters dealt with under Article 6(1)(f). 

 

  

                                                 
27 Case C-582/14, Breyer. 
28 Ibid., para. 53 (emphasis added).  
29 Ibid., para. 60. 
30 Art. 6(3) (emphasis added). 
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Further commentary on Article 6(4) 

 

[To be considered with Section C – 4.2. On the legal conditions for incompatible further 

processing] 

 

One of the heavily debated points in the literature dealing with compatibility of further 

processing is the significance of the initial processing’s legal basis for further processing.31 

Recital 50 to the GDPR contains a sentence stating that, in cases of compatibility of further 

processing, ‘no legal basis separate from that which allowed the collection of the personal data 

is required’. This statement has no equivalent in the text of Article 6(4), and its validity is 

disputed. Several authors argue that the statement is a mere accident and should be ignored.32 

They favour the approach of the WP29 which requires looking for a legal basis in Art 6(1) as 

a second step after having established compatibility.33 Other authors argue that the statement 

in recital 50 shall be given weight, having in mind that the creation of the text of Article 6(4) 

was so heavily debated that it is completely unlikely that statements in the recital were made 

‘by accident’.34 

 

When Article 6(4) is seen as a legal basis in its own right for a controller performing secondary 

processing, this seems indeed to come into conflict with the doctrine that Article 6(1) is an 

exhaustive set of bases for lawful processing. Moreover, having to rely on the legal basis of the 

initial processing in cases where a different legal basis for the ‘new’ processing is appropriate 

and available, seems to be alien to the system of the GDPR.35 However, the significance of 

recital 50 might lie in a different, very specific point of compatible further processing. 

Logically, ‘further processing’ is actually the transfer of data to a new processing purpose. For 

a controller to be allowed to effectuate such a transfer, a legal basis for this disclosure is 

necessary.36 In the case of compatibility, this legal basis for the transfer is the same as the one 

for the initial processing, just as is stated in recital 50. Further processing for the new purpose, 

done either by the original controller or by a new controller, needs, however, its own legal 

basis, which has to be found in Article 6(1). If understood in this way, recital 50 does not 

contradict the line taken in WP29 2013. 
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31 For a survey of this discussion in the German legal literature, see Jaksch 2019, pp. 14ff. 
32 See e.g. Albrecht and Jotzo 2017, para. 67. 
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Article 8. Conditions applicable to child’s consent in relation to 

information society services 

 

Luca Tosoni 

 

By Eleni Kosta in the main volume 

 
Relevant Case Law 

 

ECtHR 

 

Țurțulea v. Romania, Appl. No. 35582/15 (pending). 

 

New case on parental consent pending before the European Court of Human Rights 

 

[To be considered with Section A – 4. Case law] 

 

The ECtHR has been asked to rule on whether the recording and posting on the website of a 

TV channel of an interview given by a minor without prior parental consent constitutes a 

violation of Article 8 European Convention of Human Rights (‘ECHR’).1 The applicant in the 

case complains that her minor daughter was interviewed without prior parental consent and 

that the TV channel did not take appropriate measures to protect the privacy of the minor, such 

as face obfuscation and voice distortion, when it published the interview.  

 

Although the case does not deal with an information society service offered directly to a child 

— hence, it might not be directly relevant for interpreting Article 8 GDPR — the Court may 

nonetheless clarify what privacy safeguards apply under the ECHR to the posting of videos 

and images of minors online. In particular, it might provide some general guidelines on parental 

consent, which might apply also in the context of the requirements imposed by Article 8 GDPR. 

 

New EDPB guidelines on consent under the GDPR 

 

[To be considered with Section C] 

 

In May 2020, the EDPB published a slightly updated version of its Guidelines on Consent 

under the GDPR.2 This new version of the Guidelines includes only limited changes compared 

to the version that was adopted by the Article 29 Working Party, and endorsed by the EDPB, 

in 2018.3 However, none of these changes concerns the sections of the Guidelines dealing with 

child’s consent in relation to information society services.4   

 

  

                                                 
1 ECtHR, Țurțulea v. Romania (pending). 
2 EDPB 2020. 
3 WP29 2018. 
4 Compare EDPB 2020 (pp. 25-29) with WP29 2018 (pp. 23-27). 
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Italian supervisory authority orders social media platform to stop processing personal 

data of users whose age cannot be verified with certainty  

 

[To be considered with Section C] 

 

On 22 January 2021, the Italian supervisory authority adopted an urgent interim measure 

against a social media (i.e., TiKTok), and ordered it to stop processing the personal data of 

those Italian users whose age cannot be verified with certainty.5  

 

This constitutes one of the first examples of a national enforcement of Article 8 GDPR. Indeed, 

the Italian supervisory authority issued the urgent measure at hand primarily because it was 

concerned about the alleged lack of proper age verification when minors agreed to the terms of 

use of the social media and when their consent to the processing was collected by the company.6 

According to the supervisory authority, this would risk entailing a lack of legal basis for the 

processing in light of the  requirements of both Article 8(1) (i.e., invalid consent of a minor 

below the local age of consent) and Article 8(3) (i.e., invalid contract with a minor) of the 

GDPR.7 As the measure was adopted pursuant to Article 66 GDPR, it was territorially and time 

limited. Namely, the measure concerned only the Italian users of the social media, and its period 

of validity was a bit less than one month from the date when it was adopted. 
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Article 9. Processing of special categories of personal data 

 

Christopher Kuner and Olga Gkotsopoulou 

 

By Christopher Kuner and Ludmilla Georgieva in the main volume 

 

Relevant Case Law 

 

CJEU 

 

Case C-131/12, Google Spain SL and Google Inc. v Agencia Española de Protección de Datos (AEPD) and Mario 

Costeja González, judgment of 13 May 2014 (Grand Chamber) (ECLI:EU:C:2014:317). 

 

Case C-136/17, GC and Others v Commission nationale de l’informatique et des libertés (CNIL), judgment of 24 

September 2019 (Grand Chamber) (ECLI:EU:C:2019:773). 

 

Case C-184/20, OT v Vyriausioji tarnybinės etikos komisija (pending). 

 

Case C-215/20, JV v Bundesrepublik Deutschland (pending). 

 

ECtHR 

 

Catt v United Kingdom, Appl. No. 43514/15, judgment of 24 January 2019. 

 

Gaughran v United Kingdom, Appl. No. 45245/15, judgment of 13 June 2020. 

 

Dragan Petrović v Serbia, Appl. No. 75229/10, judgment of 14 July 2020. 
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Austria 
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Tribunal Administratif de Marseille, La Quadrature du Net et autres, 27 February 2020, N° 1901249. 

 

Germany 
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Verwaltungsgericht Mainz, Urteil vom 20. Februar 2020, 1 K 467/19.MZ 

(ECLI:DE:VGMAINZ:2020:0220.1K467.19.00). 

 

Verwaltungsgerichtshof Baden-Württemberg, Beschluss vom 25. Juni 2020, 1 S 1739/20. 

 

Netherlands 

 

Rechtbank Gelderland, AWB – 18/3073, 19 December 2018 (ECLI:NL:RBGEL:2018:5551). 
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[To be considered with Section B – 3. National developments] 

 

p. 372 

 

Add new paragraphs under existing paragraph in Section B.3., as follows: 

 

Numerous national courts have issued judgments concerning the processing of special 

categories of data under Article 9 in a wide variety of factual circumstances. A few selected 

examples include cases in Austria (generating data about political affiliation without a legal 

basis led to a fine1); in France (invalidating the decision of a local municipality to install 

thermal cameras for body temperature screenings during the Covid-19 pandemic;2 and 

annulling the use of facial recognition systems in educational facilities3); in Germany (the 

processing of health data by pharmacists requires explicit consent;4 data about animals did not 

constitute sensitive data of the owner in this particular case;5 and the processing of personal 

data of restaurant customers is in line with Article 9(2)(h) GDPR and meets the requirements 

of Article 9(3), given that the information is provided exclusively to the health authorities or 

the local police during the course of the pandemic6); and in the Netherlands (an employer could 

not share sensitive data of employees with third parties without a legal basis7).  

 

In 2021, the Commission published a study assessing Member States’ rules on health data in 

the light of the GDPR.8 

 

[To be considered with Section B – 4. Case law] 

 

p. 373 

 

Add text after the first sentence of the last paragraph: 

 

There are currently a number of cases pending before the CJEU that involve the processing of 

sensitive data. In OT v Vyriausioji tarnybinės etikos komisija,9 the Court is called to assess 

whether the publication of private declarations on the controller’s website, which enable the 

determination of a person’s political views, trade-union membership, sexual orientation and 

other personal information, is proportionate to the aim pursued. In JV v Bundesrepublik 

Deutschland,10 the Court will assess whether the PNR Directive11 affords adequate protection 

with respect to the processing of special categories of personal data provided by the data 

subject, while filling ‘free text’ boxes with information, such as choice of meal.  

 

  

                                                 
1 Landesgericht Feldkirch, 57 Cg 30/19b –15. 
2 Conseil d’État, La Ligue des droits de l’homme. 
3 Tribunal Administratif de Marseille, La Quadrature du Net et autres. 
4 Oberlandesgericht des Landes Sachsen-Anhalt, Urteil vom 7. November 2019. 
5 Verwaltungsgericht Mainz, Urteil vom 20. Februar 2020. 
6 Verwaltungsgerichtshof Baden-Württemberg, Beschluss vom 25. Juni 2020. 
7 Rechtbank Gelderland, AWB – 18/3073. 
8 EC Report 2021. 
9 Case C-184/20, OT v Vyriausioji tarnybinės etikos komisija (pending). 
10 Case C-215/20, JV v Bundesrepublik Deutschland (pending). 
11 PNR Directive. 
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Add the following new paragraph at the end of the section: 

 

On other occasions, the ECtHR has ruled that other special categories of personal data, such as 

data revealing political opinions ‘attract[s] a heightened level of protection’ and retention 

without effective safeguards could amount to have a ‘chilling effect’.12 In Jehovan 

Todisttajat,13 which is currently before the Strasbourg court, it will have to weigh the 

processing of personal data found in public domain for the purposes of a religious organisation. 

The ECtHR also ruled in Gaughran that the indefinite retention of biometric data violated 

Article 8 ECHR,14 and in Dragan Petrović that the forced giving of a DNA sample also 

constituted a violation.15 

 

[To be considered with Section C – 1. Defining sensitive data] 

 

p. 373 

 

Add sentence in the first paragraph of Section C.1 before last sentence: 

 

In this regard, the EDPB refers on one hand to ‘explicit special categories’ and on the other, to 

‘inferred and combined special categories’.16 

 

p. 374 

 

Replace Footnote 50 with the following: 

 

EDPB 2020G, p. 17. 

 

[To be considered with Section C – 2. Categories of sensitive data] 

 

Add the following text after the first sentence in the section: 

 

In January 2020, the EDPB published guidelines on processing personal data in the context of 

connected vehicles and mobility related applications, and noted that these may result in the 

processing of both biometric data and data revealing criminal offenses or other infractions. 

With regard to biometric data, the EDPB noted in particular the importance of ensuring that 

the biometric authentication solution chosen is sufficiently reliable.17 With regard to criminal 

offenses, it stated that protections under Article 10 GDPR may be necessary, as well as giving 

data subjects full control over the processing and implementing strong security measures.18 

 

  

                                                 
12 ECtHR, Catt, para. 123. 
13 ECtHR, Jehovan Todisttajat (pending). 
14 ECtHR, Gaughran. 
15 ECtHR, Dragan Petrović. 
16 EDPB 2020B, p. 30. 
17 EDPB 2020H, p. 13. See also the commentary on Art. 4(14) in the main volume. 
18 EDPB 2020H, pp. 13-14. 
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[To be considered with Section C – 3. Processing sensitive data] 

 

p. 377 

 

Add the following text at the end of the first paragraph on the page, ending with ‘and a legal 

basis under Article 6’: 

 

Furthermore, in its Guidelines 03/2020 concerning the processing of health data for scientific 

research in the context of the COVID-19 pandemic, the EDPB reaffirmed its previous position, 

by underlining that all processing of personal data concerning health must comply with one of 

the legal grounds and the specific ‘derogations’ listed respectively in Article 6 and Article 9 

GDPR.19 The EDPB appears to follow the approach found in the CJEU’s judgement in Google 

Spain, in relation to the exceptions previously enlisted in Article 13 DPD.20 

 

Delete paragraph ‘In a preliminary ruling … are fulfilled’ at the top of the page and replace 

with the following paragraph: 

 

In GC and Others, the CJEU considered the request for a preliminary ruling by the French 

Conseil d’État concerning the implementation of the right to be delisted from search results 

produced by an internet search engine’s operation. The Court affirmed that the prohibition on 

processing certain categories of sensitive personal data applies also to operators of search 

engines, as data controllers by means of referencing and displaying the link to the web page 

that contains the special categories of personal data.21 Following the request of the data subject 

for de-referencing, the operator will have to assess the particular conditions of each case, take 

into account the seriousness of the interference with the data subject’s right to privacy and data 

protection and ascertain whether the referencing of the link is strictly necessary for protecting 

the freedom of information.22 Where the processing relates to data manifestly made public by 

the data subject, the search engine operator can refuse to accede to a request for de-referencing, 

given that the processing is lawful and the data subject does not object on compelling legitimate 

grounds.23 The EDPB has also reiterated the data subject’s right to request delisting in case of 

the withdrawal of consent, when the legal basis for the processing is the explicit consent under 

Article 9(2)(a) GDPR and there is no other legal basis for the processing.24 

 

Add text in sub-section 1 ‘Explicit consent of the data subject’ before the last sentence: 

 

In the online and digital environment, explicit consent may be provided with other means, 

beyond a written and signed statement.25 Moreover, the EDPB has highlighted that the 

approach introduced by recital 33, which seems to introduce flexibility to the granularity and 

specification of consent in the context of scientific research, requires a high degree of scrutiny 

and should be interpreted in a strict manner.26 Specifically, the EDPB notes that a controller 

must identify other ways ‘to ensure the essence of the consent requirements, when the research 

purposes cannot be adequately addressed’.27  

                                                 
19 EDPB 2020F, p. 6. 
20 Ibid. See also Case C-131/12, Google Spain, para. 71. 
21 Case C-136/17, GC and Others, para. 69. 
22 Ibid. 
23 Ibid. 
24 EDPB 2019, p. 7. 
25 EDPB 2020D, p. 21. 
26 Ibid., p. 31. 
27 EDPB 2021A, paras. 25 and 26. 
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Add the following sentence at the end of sub-section 1 ‘Explicit consent of the data subject’: 

 

According to Article 20(1), data subjects have the right to data portability if their data are 

processed based on their explicit consent. 

 

p. 378 

 

Add the following text after the third sentence in sub-section 5 ‘Data manifestly made public’: 

 

In this regard, the EDPB has prepared a list of elements to facilitate a case-by-case assessment, 

underlining that the fulfilment of one single element may not be sufficient for data to be 

considered as manifestly made public, given that the use of the term ‘manifestly’ establishes a 

high threshold.28 Dove and Chen have also suggested a three-tier legal test.29 

 

p. 378 

 

Replace Footnote 72, with the following: 

 

EDPB 2020G p. 17. 

 

p. 381 

 

The verb ‘are’ is missing in the fifth line of bullet 10. Add ‘are’ as indicated in bold: 

 

It can be seen that there are a number of conditions for this exception to apply. 

 

Add the following sentence at the end of Footnote 86: 

 

See also EDPB 2021A, p. 12. 

 

Add the following new paragraph at the end of sub-section 10: 

 

The EDPB in its Guidelines 03/2020 argues that in the context of the COVID-19 pandemic, 

specific laws may be enacted in each Member State to facilitate the processing of data 

concerning health for scientific research in line with Articles (9)(2)(i) and (j) GDPR and in 

combination with Article 6(1)(e) or 6 (1)(f) GDPR.30 Especially in relation to Article 9(2)(j) 

and Article 89(2) GDPR, derogations and limitations must apply only in so far as strictly 

necessary.31 The restrictions on data subjects’ rights may vary across Member States.32 With 

respect to the use of contact tracing apps in the pandemic context, the EDPB underlined that 

processing of health data is possible under the conditions of Article 9(2)(i), 9(2)(h) or Article 

9(2)(a) GDPR,33 whereas processing of such data for research or statistical purposes can be 

based on Article 9(2)(j) GDPR.34 The same considerations are applicable in relation to the 

                                                 
28 EDPB 2020B, p. 32. 
29 Dove and Chen 2021, p. 31. 
30 EDPB 2020F, p. 7. 
31 Ibid., p. 8. 
32 Ibid., p. 11. 
33 EDPB 2020E, para. 33. 
34 Ibid., para. 34. 
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interoperability framework of contact tracing apps.35 The DPAs of the EU Member States have 

published numerous guidelines with respect to the processing of personal data during the 

Covid-19 pandemic, and have followed diverse approaches regarding the processing of health 

data in the context of employment (for example, disclosure of an infected person’s identity or 

tracking of employees’ symptoms),36 retail, public authorities, and educational facilities. 

 

[To be considered with Section C – 4. Appropriate safeguards] 

 

p. 382 

 

Add the following text after last paragraph under Section 4:  

 

The EDPB is currently preparing Guidelines on the processing of personal data for scientific 

research purposes, where it aims to address a number of open questions.37 

 

[To be considered with Section C – 5. Further rules affecting the processing of sensitive 

data] 

 

Add the following text after first sentence under Section 5:  

 

In line with Article 23(2), the EDPB has acknowledged that restrictions on obligations and 

rights imposed by means of a legislative measure concerning the processing of special 

categories of data, should be seen as entailing a bigger impact on the data subjects compared 

to restrictions affecting the processing of other categories of data.38  

 

Add the following text after third sentence under Section 5: 

 

In this regard, when assessing whether a data protection impact assessment (‘DPIA’) is 

necessary in the context of processing of health data in scientific research, the EDPB has stated 

that the data controller shall take into consideration the entirety of Article 35 GDPR and 

especially the fact that a DPIA is mandatory in all the types of processing which present a 

likelihood of high risks.39 

 

Add the following text under the 4th sentence of Section 5: 

 

The EDPB suggests that when assessing the need for a data breach notification, the data 

controller must take into account whether the accessed data could reveal special categories of 

data.40 

 

p. 383 

 

Under papers of data protection authorities, delete EDPB 2019: European Data Protection 

Board, ‘Guidelines 3/2019 on the processing of personal data through video devices (version 

for public consultation)’ (10 July 2019). 

                                                 
35 EDPB 2020C, p. 3. See also FRA 2020B. 
36 FRA 2020A, p. 42. 
37 EDPB 2021A, p. 3. 
38 EDPB 2020A, p. 12. 
39 EDPB 2021A, para. 59. 
40 EDPB 2021B, p. 16. 
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Chapter III - Rights of the data subject  

Article 12. Transparent information, communication and 

modalities for the exercise of the rights of the data subject 

 

Radim Polčák 

 
Relevant Case Law 

 

CJEU 

 

Case C-210/16, Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein v Wirtschaftsakademie 

Schleswig-Holstein GmbH, judgment of 5 June 2018 (Grand Chamber) (ECLI:EU:C:2018:388). 

 

Case C-40/17, Fashion ID GmbH & Co.KG v Verbraucherzentrale NRW eV, judgment of 29 July 2019 (Grand 

Chamber) (ECLI:EU:C:2019:629). 

 

Austria 

 

Oberster Gerichtshof, judgment of 17 December 2020, 6Ob138/20t. 

 

Bundesverwaltungsgericht, judgment of 27 May 2020, W214 2228346-1. 

 

Austrian Supreme Court decision on duty to provide information on action taken on a 

request under Articles 15 to 22  

 

[To be considered with Section B – 4. Case law] 

 

The Austrian Supreme Court (‘Oberster Gerichtshof’ – ‘OGH’) has interpreted the right of 

access pursuant to Article 15(3) GDPR in connection with Article 12(3) GDPR in the case of 

a patient’s request for medical records related to their hospital treatment.1 The hospital charged 

a fee for a copy of requested medical records, pursuant to Austrian national law, which the 

patient refused to pay. The OGH quashed both earlier decisions of the lower instance courts 

and concluded that the GDPR prevails over the provisions of national law. This means, the 

OGH held, that lower courts have to examine ad hoc whether the fee asked by the hospital 

under the Austrian law is necessary and proportionate in terms of Article 23 GDPR, particularly 

in respect of the ‘questions of the economic burden of the production of copies of patients’ 

medical records as well as the proportion of costs to be borne by the patients’.2 

 

Austrian Federal Administrative Court decision on reasonable doubts concerning the 

identity of the natural person making a request referred to in Articles 15 to 21 

 

The Austrian Federal Administrative Court (‘Bundesverwaltungsgericht’ – ‘BVwG’) has 

handed down a judgment concerning an access request pursuant to Article 15 GDPR which 

was originally denied pursuant to Article 12(6) GDPR due to alleged doubts concerning the 

identity of the person making that request.3 The requesting person signed their request by an 

                                                 
1 Oberste Gerichtshof, 6Ob138/20t. 
2 Ibid., para. 81. 
3 Bundesverwaltungsgericht, W214 2228346-1. 
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advanced electronic signature as provided for under Article 26 eIDAS Regulation.4 The 

controller considered this insufficient for proving the person’s identity. The BVwG noted that 

advanced electronic signatures do not generally serve as trusted means of electronic 

identification. However, the Court stated that denial of an information request under Article 

12(6) requires a controller to entertain actual reasonable doubts concerning the identity of the 

requesting person. The Court held that the identity of the requesting person can be, depending 

on circumstances, demonstrated in various ways, including the use of advanced electronic 

signatures. Consequently, controllers cannot invoke Article 12(6) solely for means such as 

advanced electronic signatures that do not generally meet the formal criteria for trusted 

electronic identification, unless there are actual reasonable doubts regarding the requesting 

person’s identity. In addition, the BVwG held that particular reasons for doubts regarding the 

identity of the requesting person pursuant to Article 12(6) have to be expressly set out by the 

controller in the communication with the requesting person. 

 

Updated EDPB Guidelines on the processing of personal data through video devices  

 

[To be considered with Section C – 2. Concise and transparent form of information and 

C – 10. Standardised icons and symbols]  

 

The updated ‘Guidelines 3/2019 on the processing of personal data through video devices’ 

(Version 2.0, 29 January 2020) of the EDPB have further interpreted the earlier Article 29 

Working Party’s ‘Guidelines on transparency under Regulation 2016/679’ (WP260, 25 May 

2018) regarding transparency obligations in cases of the use of video surveillance.5 The 

Guidelines suggest using a layered approach with the first layer being a warning sign with basic 

information as to ‘details of the purposes of the processing, the identity of the controller and 

the existence of the rights of the data subject, together with information on the greatest impacts 

of the processing’.6 The first layer should also contain additional information about any aspect 

of personal data processing that ‘could surprise the data subject’, namely about transmission 

of personal data to third parties or storage of such data. If no additional information is provided, 

the Guidelines state that the data subject should be able to trust there is only live monitoring 

without any recording or transmission. The Guidelines also provide for a sample (non-

mandatory) warning sign that might serve as the first layer of transparent information on video 

surveillance. The Guidelines suggest that the second layer of information containing all 

required details is made available to the data subject before entering the monitored area in the 

form of an information sheet or a poster. In addition, the Guidelines recommend the second 

layer be made available also electronically and referred to by a QR-code on the first layer. 

 

New EDPB Guidelines on the processing of data concerning health for the purpose of 

scientific research in the context of the COVID-19 outbreak 

 

[To be considered with Section C – 2. Concise and transparent form of information]  

 

In reaction to the COVID-19 pandemic, the EDPB has issued ‘Guidelines 03/2020 on the 

processing of data concerning health for the purpose of scientific research in the context of the 

COVID-19 outbreak’ (21 April 2020).7 The Guidelines do not specifically tackle information 

obligations pursuant to Article 12 because there are no specific legal grounds for their 

                                                 
4 eIDAS Regulation. 
5 WP29 2018. 
6 EDPB 2020E, paras. 111ff. 
7 EDPB 2020D. 
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limitation in the context of the COVID-19 outbreak. The Guidelines simply note that some 

other information-related rights might be individually restricted by Member States pursuant to 

Article 89 GDPR. The Guidelines also stress that personal data are not obtained directly from 

the data subjects in typical cases of scientific research related to the COVID-19 outbreak. In 

these cases, information obligations will have to comply also with the requirements laid down 

in Article 14 GDPR. 

 

New EDPB Guidelines on the targeting of social media users 

 

[To be considered with Section C – 2. Concise and transparent form of information]  

 

In ‘Guidelines 8/2020 on the targeting of social media users’ (Version 1.0, September 2020), 

the EDPB has tackled processing of personal data that allows advertisers and other professional 

clients of social media services to align ‘the person or group being targeted and the message 

that is being delivered’. The Guidelines note that targeting often requires complex and 

sophisticated processing of personal data. In that respect, the Guidelines consider that merely 

stating that personal data are processed for ‘advertising’ is insufficient, and recommend 

informing data subjects about particular types of processing activities and ‘what this means for 

the data subject[s] in practice’ as well as whether the ‘profile will be built based on their online 

behaviour on the platform or on the targeter’s website’.8 Further, the Guidelines flag the 

provision of ‘remote access’ as an ‘appropriate means’ under Article 12(1) GDPR for data 

subjects to gain access to data concerning themselves held by social media service providers.9 

The Guidelines also recall the case law of the CJEU,10 specifically stressing the duty to inform 

data subjects about the details of joint controllerships that are common in online targeting.11 

 

Updated EDPB Guidelines on data protection by design and by default 

 

[To be considered with Section C – 2. Concise and transparent form of information and 

C – 9. Facilitation of data subject rights]  

 

The EDPB has issued updated ‘Guidelines 4/2019 on Article 25 Data Protection by Design and 

by Default’ (Version 2.0, 20 October 2020).12 The Guidelines provide for the following set of 

transparency elements to be included in the design of processing operations: ‘clarity’ (plain 

language), ‘semantics’ (clear meanings), ‘accessibility’, ‘contextual’ (availability of 

information at the relevant time and form), ‘relevance’ (availability only of relevant 

information for the specific data subject), ‘universal design’ (technology neutrality and 

machine readability), ‘comprehensible’ (actual understandability taking into account children 

and other vulnerable groups), ‘multi-channel’ (the multitude of channels and media – not only 

plain text) and ‘layered’ (dealing with the tension between completeness and understanding).13 

The Guidelines additionally stress that services that prioritize premium users cannot 

discriminate against regular users with regards to exercise of rights according to Article 12 

GDPR. In particular, the Guidelines state that ‘prioritized customers may pay to get better 

                                                 
8 EDPB 2020C, para. 84. 
9 Ibid., para. 94. 
10 Cases C-210/16, Wirtschaftsakademie and C-40/17, Fashion ID. Further on these judgments, see the 

commentary on Art. 4(7) in this update. 
11 EDPB 2020C, paras. 86ff. 
12 EDPB 2020B. Further on the Guidelines, see the commentary on Art. 25 in this update. 
13 Ibid., para. 66. 
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service, but all data subjects shall have equal indiscriminate access to enforce their rights and 

freedoms as required under Article 12’.14 

 

New EDPB Guidelines on the interplay of the Second Payment Services Directive and the 

GDPR 

 

[To be considered with Section C – 2. Concise and transparent form of information]  

 

The EDPB has issued ‘Guidelines 10/2020 on restrictions under Article 23 GDPR’ (Version 

1.0, 15 December 2020). The Guidelines tackle the form, scope, and application of restrictions 

to the rights and obligations provided for in Articles 12 to 22 GDPR. The Guidelines recall 

recital 41 GDPR concerning the requirement for the restrictions to be adopted ‘by way of a 

legislative measure’ and note that such legislative measures do not necessarily need to have the 

form of ‘a legislative act adopted by a parliament’. Regardless of the restrictions being laid 

down by statutory or sub-statutory legislation, the Guidelines stress the need for them to be 

limited to a minimum necessary extent, proportionate, ‘sufficiently clear in [their] terms to give 

citizens an adequate indication of the circumstances in and conditions under which controllers 

are empowered to resort to any such restrictions’,15 and not to lead to ‘a general suspension of 

all rights’.16 The Guidelines consider it sufficient for a controller to inform data subjects about 

restrictions in the form of a general data protection notice.17 If a data subject specifically asks 

to exercise a particular right that is restricted according to Article 23 GDPR, the Guidelines 

recommend, as a general rule, providing for specific reasons for the restriction in the respective 

reply. If that would cancel the effect of the restriction (e.g., in the initial phases of 

administrative investigation), the Guidelines suggest delaying information about the 

restriction, but only for the minimum necessary time period.18 Even when it is possible to 

inform the data subject about the restriction, there might prevail the reason for the restriction 

to the rights as such (e. g. to the right of access). In that case, the Guidelines suggest indicating 

‘a period in which the rights will be fully restored, if possible’.19 
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New CJEU decisions: Google v CNIL and GC and Others 

  

[To be considered with Section B – 4. Case law and with Section C. Analysis] 

 

The CJEU has ruled in two cases, which follow up on the ruling in Google Spain.1 In the first 

of these, GC and Others, the main question was whether, in case a request for delisting 

concerns a special category of personal data, the prohibition to process such data, as laid down 

in Article 8 DPD and Article 9 GDPR, applies also to a search engine like Google.2 The links 

for which dereferencing was requested included a satirical photomontage, relating to a female 

politician that was placed on YouTube pseudonymously and articles, mainly in the press, 

mentioning one of the applicants in his capacity as public relations officer of the Church of 

Scientology, the judicial investigation of a male politician and the sentencing of another 

individual for sexual assaults on minors.  

 

The CJEU indeed considered that the prohibition of Article 8 DPD and, now, Article 9 GDPR 

applies to Google when it processes special categories of personal data, subject to the 

exceptions provided for in those provisions. However, it can be derived from the ruling that, 

with a view to the responsibilities, powers and capabilities of the search engine operator as the 

controller of the processing carried out when running the search engine, that the prohibition is 

only triggered when a data subject requests the dereferencing of links containing such 

information, so ex post.3  

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Commission. 
1 Another one Case C-687/18, SY v Associated Newspapers Ltd, was withdrawn by the Court of Appeal of England 

and Wales on 29 October 2019 following the bankruptcy of the claimant. 
2 Case C-136/17, GC and Others. 
3 Ibid., paras. 47-48. 
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The CJEU looked into two of the exceptions to the prohibition, namely processing based on 

consent and processing relating to personal data that are manifestly made public by the data 

subject.4 The CJEU concluded that in relation to the right to be forgotten processing based on 

consent will not be of much practical value, in particular since Article 7(3) of the GDPR 

confirms that the data subject is entitled to withdraw consent at any time.5 Moreover, such 

withdrawal is explicitly mentioned as a ground for invoking the right in Article 17 GDPR.6 The 

CJEU sees merit in the processing of special categories of data which are manifestly made 

public, however, without developing this point much further.7 The CJEU underlined that, in 

any event, the person concerned can object to the reference in the search results, and that 

following a request for dereferencing, the search engine operator must assess whether 

maintaining the link would be necessary for exercising the right of freedom of information of 

the internet user potentially interested in accessing that website by means of a search on the 

name of that person concerned.8 The basis for this assessment is for the CJEU to be found in 

Article 8(4) DPD and Article 9(2)(g) GDPR in which Member State or Union law, for reasons 

of substantial public interest may add exceptions to the general prohibition to process special 

categories of personal data.9 Probably, this consideration must be seen against the background 

of Article 17(3)(a) GDPR.10 

 

It should be noted that the CJEU in these considerations referred to the right of freedom of 

information of internet users potentially interested in accessing that webpage by means of a 

search on the data subject’s name, referring explicitly to Article 11 of the Charter.11 This seems 

to be a response to the criticism mentioned in Section C–2. However, the CJEU did not go as 

far as also including the interest of the website holder under Article 11 of the Charter in the 

balancing exercise to be made. 

 

GC and Others concerns special categories of personal data within the meaning of Article 8(1) 

DPD and Article 9(1) GDPR. However, it also deals with personal data relating to offences and 

criminal convictions within the meaning of Article 8(5) DPD and Article 10 GDPR. Although 

these are treated a bit differently from the ‘other’ special categories of personal data in both 

legal instruments, the CJEU basically applies the same logic, namely that ultimately a request 

for dereferencing implies a balancing exercise against the right of freedom of information of 

the user of the search engine.12 When providing further substantive guidance, the CJEU refers 

to the M.L. and W.W. v Germany ruling of the ECtHR, which was also mentioned in Section 

C–2.  

 

With regard to personal data relating to offences and criminal convictions, the CJEU 

considered that the search engine operator must assess whether, in the light of all the 

circumstances of the case, displaying the information is still relevant.13 As factors to consider 

the CJEU mentions the nature and seriousness of the offence in question, the progress and the 

outcome of the proceedings, the time elapsed, the part played by the data subject in public life 

                                                 
4 Ibid., para. 61. These exceptions can be found in Art. 8(1)(a) and (e) DPD and Art. 9(2)(a) and (e) GDPR. 
5 Case C-136/17, GC and Others, para. 62.  
6 See Art. 17(1)(b) GDPR.  
7 Case C-136/17, GC and Others, paras. 63-64.  
8 Ibid., para. 66. 
9 Ibid. 
10 Ibid., paras. 59-60. 
11 Ibid., paras. 66, 68, 69 and 75.  
12 Ibid., para. 75. 
13 Ibid., para. 77. 
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and his or her past conduct, the public’s interest at the time of the request, the content and form 

of the publication and the consequences of publication for the data subject. The CJEU added 

that if the operator concludes the link should be maintained, it is required, at the latest on the 

occasion of the request for dereferencing, to adjust the list of results in such a way that the 

overall picture it gives the internet user reflects the current legal position, which means in 

particular that links to webpages containing information on that point must appear first on the 

list.14 

 

The second aftermath of Google Spain, the Google v CNIL ruling concerned the geographical 

effects of a successful request for delisting.15 As explained in Section C–3, it was still an open 

question whether the dereferencing should be applied on all extensions of the search engine 

(i.e., worldwide), or whether it should somehow be limited to within the Union. 

 

The CJEU considered that the EU legislator could have the competence to lay down the 

obligation for a search engine provider to carry out a dereferencing on all the versions of the 

search engine, giving it worldwide effect.16 However, the CJEU concluded that although the 

legislator, in Article 17(3)(a) GDPR, struck a balance between the right to data protection and 

the freedom of information of internet users within the Union, it had not done so for 

dereferencing outside the Union.17 It followed that, as Union law stands, there is no obligation 

to carry out a dereferencing on all the versions of the search engine.18 The restrictive reading 

of the territorial implications of the GDPR on this point seems to be motivated by the 

considerations of the CJEU that ‘numerous third States do not recognise the right to de-

referencing or have a different approach’ and that the balance between the rights to privacy and 

data protection and the freedom of information of internet users ‘is likely to vary significantly 

around the world’.19  

 

As to the territorial effect of a successful request for delisting within the Union, the CJEU 

considered that the dereferencing should not be limited to the version of the search engine 

corresponding to the Member State of residence of the person concerned.20 Since the data 

protection rules are laid down in a regulation, which is directly applicable in all the Member 

States, which should ensure a consistent and high level of protection throughout the Union and 

remove the obstacles to flows of personal data within the Union, dereferencing is, in principle, 

supposed to be carried out in respect of all the Member States for searches conducted from the 

territory of the Union on the basis of the data subject’s name.21 According to the CJEU it is for 

the search engine operator to take, if necessary, sufficiently effective measures to ensure the 

effective protection of the data subject’s fundamental rights. Those measures must themselves 

meet all the legal requirements and have the effect of preventing or, at the very least, seriously 

discouraging internet users in the Member States from gaining access to the links in question 

using a search conducted on the basis of that data subject’s name.22 

 

The CJEU considered that also within the Union the result of weighing up the interests of 

privacy and data protection and the freedom of information might vary and will not necessarily 

                                                 
14 Ibid. 
15 Case C-507/17, Google v CNIL. 
16 Ibid., para. 58. 
17 Ibid., para. 61. 
18 Ibid., paras. 64-65. 
19 Ibid., paras. 59 and 60. 
20 Ibid., para. 66. 
21 Ibid., paras. 66 and 69. 
22 Ibid., para. 70. 
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be the same for all the Member States, especially since under Article 85 GDPR it is for the 

Member States to provide for exemptions and derogations necessary to reconcile the rules on 

protection of personal data with, inter alia, the freedom of information.23 In that respect, the 

CJEU pointed at the consistency mechanism in the GDPR which provides the national 

supervisory authorities with the instruments and mechanisms necessary to reconcile a data 

subject’s rights to privacy and the protection of personal data with the interest of the whole 

public throughout the Member States in accessing the information in question and, accordingly, 

allows them to adopt, where appropriate, a dereferencing decision which covers all searches 

conducted from the territory of the Union on the basis of that data subject’s name.24 

 

Google v CNIL ends with a quite puzzling consideration. The CJEU emphasized that even 

while Union law does not require worldwide dereferencing, it does not prohibit it either. A 

supervisory or judicial authority of a Member State remains competent to weigh up, in the light 

of national standards of protection of fundamental rights, a data subject’s right to privacy and 

the protection of personal data concerning her or him, on the one hand, and the right to freedom 

of information, on the other, and, after weighing those rights against each other, to order, where 

appropriate, the operator of that search engine to carry out a de-referencing concerning all 

versions of that search engine.25 On this point, the CJEU omitted a phrase that occurs in the 

case law it refers to (Åkerberg Fransson and Melloni), namely that Member States may do so 

‘provided that the level of protection provided for by the Charter, as interpreted by the Court, 

and the primacy, unity and effectiveness of European Union law are not thereby 

compromised’.26 It is precisely this condition which seems to stand in the way of Member States 

granting worldwide effect to a dereferencing.  

 

Another preliminary reference on Google and the right to be forgotten reached the CJEU in 

2020.27 A first question it poses relates to the weight given to the fact that the data subject 

contests the accuracy of the facts and statements on a website to which a link is shown when 

searching for the data subject’s name. A second question concerns the images which are 

displayed when conducting such a search: should the context of the original third-party 

publication be conclusively taken into account, even if the third-party website is linked by the 

search engine when the preview image is displayed but is not specifically named, and the 

resulting context is not shown with it by the internet search engine? 
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23 Ibid., para. 67. 
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Article 22. Automated individual decision-making, including 

profiling 

 

Lee A. Bygrave 

 
Relevant Case Law 

 

Austria  

 

Bundesverwaltungsgericht, judgment of 18 December 2020 (ECLI:AT:BVWG:2020:W256.2235360.1.00). 

 

Netherlands 

 

Rechtbank Den Haag, DS89 – K477, 5 February 2020 (ECLI:NL:RBDHA:2020:865). 

 

Rechtbank Den Haag, KG19 – ZA1221, 11 February 2020 (ECLI:NL:RBDHA:2020:1013). 

 

Rechtbank Amsterdam, HA20 – RK258, 11 March 2021 (ECLI:NL:RBAMS:2021:1019) [‘Ola’]. 

 

Rechtbank Amsterdam, HA 20 RK207, 11 March 2021 (ECLI:NL:RBAMS:2021:1020) [‘Uber]. 

 

Article 22(1) as right or prohibition: national court judgments and new scholarship 

 

[To be considered with Section C – 2. Nature of the right in Article 22(1)] 

 

One of the vexing points of discussion concerning interpretation of Article 22(1) GDPR 

concerns its basic character, more specifically whether it is best regarded as laying down a right 

that data subjects may exercise at their discretion or as a qualified prohibition of the decisional 

processes it describes. Two recent judgments of Member State courts take the view that Article 

22(1) is to be regarded as the latter. The first is a judgment of The Hague District Court 

(‘Rechtbank Den Haag’) handed down in February 2020 concerning the legality of an 

automated risk indication system (‘Systeem Risico Indicatie’ (‘SyRI’)) for combatting welfare 

fraud.1 The second is a judgment of the Austrian Federal Administrative Court 

(‘Bundesverwaltungsgericht’) handed down in December 2020 concerning the legality of an 

automated system (‘Arbeitsmarktchancen Assistenz-System’ (‘AMAS’)) for assessing 

persons’ job prospects.2 Neither court treated the ‘right-vs-prohibition’ issue in depth: each 

simply stated, without further explanation, that Article 22(1) establishes a ‘general ban’ on the 

decision-making it covers.3 Presumably, however, each court subscribed to much the same 

logic as the WP29 and EDPB have applied when arriving at the same conclusion,4 although 

neither court cited the WP29 guidelines on precisely this point. 

 

                                                 
1 Rechtbank Den Haag, DS89 – K477 (‘SyRI judgment’). 
2 Bundesverwaltungsgericht, judgment of 18 December 2020 (‘AMAS judgment’). 
3 Rechtbank Den Haag, DS89 – K477, para. 6.35 (‘Op grond van artikel 22 AVG geldt een algemeen verbod op 

volledig geautomatiseerde individuele besluitvorming, met inbegrip van profilering, waaraan voor de betrokkene 

juridische of anderszins aanmerkelijke gevolgen zijn verbonden. Er zijn uitzonderingen mogelijk’); 

Bundesverwaltungsgericht, judgment of 18 December 2020, p. 22 (‘Konkret wird in Absatz 1 dieser Bestimmung 

ein grundsätzliches Verbot einer ausschließlich auf einer automatisierten Verarbeitung beruhenden Entscheidung 

festgelegt’). 
4 WP29 2018, p. 19. 
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A recently published article by Tosoni presents the most comprehensive consideration of the 

‘right-vs-prohibition’ issue to date.5 In a careful, highly persuasive analysis, Tosoni concludes 

that Article 22(1) is best regarded as laying down a right to be exercised by a data subject, not 

as a general prohibition. His analysis covers many points, but for the purposes of this update, 

the following four points are especially valuable to highlight, particularly as none of them are 

salient in the commentary on Article 22 in the main volume. 

 

First, firm evidence exists to show that Article 15(1) DPD was intended to lay down a right 

(even if some Member States transposed it as a prohibition), and there is a paucity of clear 

support in the legislative history of Article 22 indicating that the latter was intended to be 

interpreted differently.6 Secondly, contrary to the line advanced by the WP29/EDPB,7 recital 

71 GDPR cannot be relied upon to favour a reading of Article 22(1) as a ban. This is due not 

just to the weak legal status of recitals as sources of binding law, but to the fact that recital 71 

falls short of stating clearly that automated decision-making should not be allowed under 

Article 22(1). In Tosoni’s words: 

 

It [recital 71] simply replicates the wording of that provision … and further notes that 

decision-making based on automated processing should be allowed where one of the 

exceptions of Article 22(2) applies. On this subject, it should be stressed that the 

expression ‘should be allowed’ is often used in the Recitals to the GDPR to provide 

examples of permitted behaviours, rather than to provide exhaustive lists of allowed 

behaviours. Moreover, other language versions of Recital 71 refer to decision-making 

under the exceptions of Article 22(2) in terms of opportunity or possibility, rather than 

what ‘should be allowed’.8 

 

Thirdly, the right to obtain human intervention set out in Article 22(3) is not commensurate 

with the right referred to in Article 22(1). Accordingly, treating the latter as a right does not 

render the former superfluous: 

 

[E]ven when the data subject has disposed ex ante of his or her right to object under 

Article 22(1), he or she maintains the right to challenge the accuracy of the decision 

and have it reviewed by a human being in accordance with Article 22(3). This is a less 

powerful right than the right under Article 22(1), as the data subject would be unable 

to avoid that the decision produces any effect on him or her by simply objecting to it; 

the decision would continue to produce its effects if the human review would not 

identify any flaws or inaccuracies in the decision that warrant its repeal. In fact, human 

intervention does not necessarily entail retaking the decision. In other words, when a 

decision is taken under Article 22(2), the data subject may not swiftly have it dismissed, 

and may be obliged to accept it. In contrast, Article 22(1) empowers the data subject to 

easily and quickly dismiss automated decisions. The right to object to an automated 

decision and the right to obtain human intervention have thus distinct and autonomous 

effects.9 

 

                                                 
5 Tosoni 2021. This is a revised version of the paper referenced as ‘Tosoni 2019’ in the commentary on Art. 22 in 

the main volume. 
6 Ibid., pp. 5–8. 
7 WP29 2018, p. 20. 
8 Tosoni 2021, p. 10. 
9 Ibid., p. 11. 
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Fourthly, Article 9(1) of Modernised Convention 108 clearly lays down a right rather than a 

prohibition.10 This supports a reading of Article 22(1) as a right ‘given that the GDPR and the 

Modernised Convention were drafted with the idea of establishing two sets of rules in harmony 

with each other’.11 Such a reading also avoids placing Member States of both the EU and the 

Council of Europe in a bind as to how to reconcile the two sets of provisions.12  

 

Criterion of ‘based solely’: new national case law 

 

[To be considered with section C – 3. Conditions for applying the right in Article 22(1)] 

 

Over the last 18 months, national courts have handed down judgments tackling the issue as to 

whether or not particular decision-making processes are ‘based solely’ on automated data 

processing or profiling, for the purposes of applying Article 22(1). In February 2020, the 

District Court of The Hague approached this issue in interlocutory proceedings concerning the 

lawfulness of using a digital questionnaire (‘e-screener’) to evaluate the psychological state of 

an applicant for a hunting license or firearm permit.13 The court found that, under Dutch law, 

the final decision as to whether or not an applicant qualifies for a hunting or gun license is 

made by the chief of police on the basis of several factors, of which the results of the e-screener 

test are but one, and after the applicant is given the opportunity to present additional 

information that they deem relevant for their application. Hence, the court took the view that 

the decision in question was not fully automated and therefore did not fall within the scope of 

Article 22(1) GDPR.14  

 

In December 2020, the Austrian Federal Administrative Court approached the issue in the 

course of considering an appeal brought by the Austrian Labour Market Service 

(‘Arbeitsmarktservice Österreich’) against a decision of the Austrian DPA.15 The latter had 

disallowed the Labour Market Service’s use of the ‘Arbeitsmarktchancen Assistenz-System’ 

(‘AMAS’) for assessing the job prospects of persons seeking employment. The DPA took the 

view that AMAS constituted decision-making within the scope of Article 22(1) GDPR. The 

court disagreed, finding that AMAS is formally a decisional support tool, with the final 

decision about a person’s job prospects being made by the relevant counsellor on the basis not 

just of the calculation carried out by AMAS but also of additional criteria (including a client’s 

motivation, drug dependency, and debts) that are not taken into account by the system’s 

algorithm(s), and after a consultation with the client allowing her/him to provide input. Despite 

this decisional framework, the DPA argued that there was a danger of counsellors simply 

accepting and applying the assessment of the AMAS. It also argued that this danger was 

heightened due to the brevity of the client interview and the likelihood that the COVID-19 

pandemic would further restrict communication between clients and counsellors. The court did 

not accept these arguments, noting, inter alia, that the Labour Market Service had issued 

instructions and guidelines to ensure that counsellors retain sufficient critical distance to the 

AMAS results. 

 

  

                                                 
10 See also the commentary on Art. 22 in the main volume, p. 528. 
11 Tosoni 2021, p. 16. 
12 Ibid. 
13 Rechtbank Den Haag, KG19 – ZA1221. 
14 Ibid., especially paras. 4.21 and 4.26. 
15 Bundesverwaltungsgericht, judgment of 18 December 2020. 
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Criterion of ‘legal effects … or similarly significantly affects’: national court 

jurisprudence 

 

[To be considered in relation to Section C – 3. Conditions for applying the right in Article 

22(1)] 

 

Three recent judgments of Dutch courts have tackled the issue as to whether or not particular 

decision-making processes have the requisite ‘effects’ for the purposes of applying Article 

22(1). The first is the judgment of the District Court of The Hague in the ‘SyRI’ case.16 This 

dealt with the legality of an automated risk indication system (‘Systeem Risico Indicatie’ 

(‘SyRI’)) established by the Dutch government to combat fraud in the areas of tax and social 

security. The system allowed for the combination of structured datasets kept by government 

agencies to produce risk reports indicating that a person is worthy of investigation for possible 

fraud or other unlawful behaviour. The court held that while the deployment of SyRI did not 

have legal effects, the risk notification generated by the system had a ‘significant effect on the 

private life of the person to whom the notification relates’.17 In reaching this view, the court 

applied the understanding of the ‘significant effect’ criterion advanced in the WP29 guidelines 

on point.18 According to the court:  

 

A risk report may be stored for a period of two years and may be used for a maximum 

of twenty months by the participants in the SyRI project in question. The risk report 

may also be communicated to the Public Prosecutor's Office and the police on request. 

The fact that a risk report does not always have to lead to further investigation, or to a 

sanction (under administrative law or criminal law), nor may it be used as the sole basis 

for an enforcement decision, does not detract from the significant effect on a person’s 

private life.19 

 

However, the court declined to reach a definitive view as to whether or not SyRI met the 

conditions for applying Article 22 GDPR. It chose ultimately to review the lawfulness of SyRI 

pursuant to Article 8 ECHR and noted that the applicability of Article 22 GDPR was not 

decisive for the outcome of that review.20 Thus, the case indirectly points to a turn to ‘first 

principles’ that may undermine the importance of Article 22 for regulating automated or semi-

automated decisional processes. More generally worded norms exist that can do most, if not 

all, of the work that Article 22 might possibly do, and these norms can be applied without 

having to address some of the tricky ‘boundary’ issues that hamper application of Article 22. 

Nonetheless, the use of ‘first principles’ is not entirely unproblematic, particularly in respect 

of deficits in the clarity of the reasoning behind their application.21 

 

The two other judgments in point were handed down by the Amsterdam District Court on 11 

March 2021. Each concerned automated driver-management systems deployed by, 

respectively, Ola Cabs and Uber to monitor and assess the behaviour of chauffeurs using their 

platforms. In the judgment related to Uber, the court held that the data subjects and their 

representatives had not adduced sufficient evidence indicating that the decisional systems in 

                                                 
16 Rechtbank Den Haag, DS89 – K477. 
17 Ibid., para. 6.59. 
18 WP29 2018, pp. 21–22. 
19 Rechtbank Den Haag, DS89 – K477, para. 6.59. 
20 Ibid., para. 6.60. 
21 See further Bygrave 2021. 
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question had the requisite effect(s) on them.22 In the judgment related to Ola Cabs, the court 

reached the same finding regarding most of the decisional systems in question, with the 

exception of a system for meting out penalties or deductions in the event of invalid trips. In 

respect of the latter system, the court—taking the WP29/EDPB guidelines as a point of 

departure—stated: 

 

[T]he decision to impose a rebate or fine has effects which are important enough to 

deserve attention and which significantly affect the conduct or choices of the person 

concerned as referred to in the Guidelines. After all, such a decision would result in a 

sanction affecting the rights of [applicants] under the agreement with Ola. This means 

that Ola is prohibited from subjecting [applicants] to such decision-making, unless this 

is necessary for the implementation of the agreement between Ola and [applicants], or 

Ola has obtained express consent from [applicants]’.23 

 

The Uber and Ola Cab judgments are particularly noteworthy in several respects. They are the 

first judicial cases testing the application of key data protection rules to the so-called gig 

economy. Further, they show that a single platform for remote person management may consist 

of multiple decisional systems some of which may fall within the ambit of Article 22(1) and 

others of which may not. Thus, the one platform may be subject to highly variable regulatory 

pressure points, although this is perhaps unsurprising. More controversially, both judgments 

place upon data subjects the onus of showing that a decisional system they dislike has the 

necessary effect on them, if they want to exercise their right under Article 22(1). The same 

applies in respect of those rights that are operationalised by reference to Article 22(1), such as 

Article 15(1)(h) GDPR. Satisfying this onus, to the satisfaction of a court, may often be 

difficult, particularly with systems that utilise relatively obscure logic and have relatively 

covert and subtle consequences. 
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Article 23. Restrictions 

 

Dominique Moore* 

 
Relevant Case Law 

 

CJEU 

 

Joined Cases C-317/04 and C-318/04, European Parliament v Council of the European Union (C-317/04) and 

Commission of the European Communities, judgment of 30 May 2006 (Grand Chamber) (ECLI:EU:C:2006:346). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 
Case C-623/17, Privacy International v Secretary of State for Foreign and Commonwealth Affairs and Others, 

judgment of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:790). 

 

Joined Cases C-511, 512 and 520/18, La Quadrature du Net and Others v Premier ministre and Others, judgment 

of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:791). 

 

Opinion of Advocate General Campos Sánchez-Bordona in Joined Cases C-511/18 and C-512/18, La Quadrature 

du Net and Others v Premier ministre and Others, delivered on 15 January 2020 (ECLI:EU:C:2020:6). 

 

National developments noted in the FIDE Report 

 

[To be considered with Section B – 3. National developments] 

 

The 2020 FIDE Report sets out the situation with regard to restrictions in Member States, the 

EEA and Switzerland. The General Report notes that the way that Article 23 has been received 

into national law ‘reflects broad differences in approaches between Member States’. In some, 

such as France, ‘limitations on specific rights for particular purposes are foreseen in the 

domestic legislation’. Some other Member States such as the Netherlands and the Czech 

Republic ‘reproduce the text of article 23 with minor tweaks’.1 

 

New CJEU decisions on restrictions: Privacy International, Quadrature du Net and 

Schrems II 

 

[To be considered with Section B – 4. Case law] 

 

The Grand Chamber of the CJEU has now directly dealt with Article 23 GDPR on ‘restrictions’ 

in judgments in two cases both delivered on the same day, 6 October 2020, namely Privacy 

International2 and La Quadrature du Net and Others.3 In a third judgment delivered on 16 July 

2020, Schrems II,4 the Grand Chamber also dealt with related matters that are also indirectly 

relevant for the application of Article 23 GDPR. This trilogy of new cases thus marks an 

important development in the case law on Article 23 GDPR. 

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Parliament. 
1 Lynskey 2020, p. 25. 
2 Case C-623/17, Privacy International. 
3 Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net. 
4 Case C-311/18, Schrems II. 
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1. Privacy International 

 

The first case, Privacy International, concerned the lawfulness of UK legislation on the general 

and indiscriminate transmission of traffic data and location data by providers of electronic 

communications services to various security and intelligence agencies of the UK, namely 

GCHQ, MI5 and MI6, which was challenged by Privacy International before the Investigatory 

Powers Tribunal, which itself referred the matter to the CJEU for a preliminary ruling. This 

request concerned the interpretation of Article 1(3) and Article 15(1) EPD, read in the light of 

Article 4(2) TEU and Articles 7 and 8 and Article 52(1) of the Charter. Article 15(1) EPD also 

concerns ‘restrictions’ and must be read in the light of Article 13 DPD, which is now replaced 

by Article 23 GDPR,5 and it is for this reason that this case is now relevant here. From the 

outset, it is important to note that this case did not concern the retention of data by 

telecommunications companies, which was dealt with in the other case La Quadrature du Net, 

given that the applicable UK legislation allowed the security and intelligence services to 

acquire communications data directly from those telecommunications companies, for their own 

immediate use. The question then arose as to whether such national legislation on the 

transmission of communications data, for the purposes of national security, fell within the 

scope of EU law and, if so, whether those measures were compatible with EU law, notably in 

the light of the previous ruling of the CJEU in the Tele2 case, which itself concerned retention 

of data by providers of electronic communications services in the context of possible later use 

for the purposes of criminal investigations, not national security.6   

 

As regards the scope of the EPD, the Court first held that national legislation enabling a 

Member State authority to require providers of electronic communications services to transmit 

traffic data and location data to the security and intelligence agencies for the purpose of 

safeguarding national security falls within the scope of the EPD. In reaching this conclusion, 

the Court expressly referred to its previous rulings in the Tele2 and Ministerio Fiscal7 cases, 

thereby consolidating its case law on this matter. Thus, the Court once more confirms that 

Article 15(1) EPD, on ‘restrictions’, necessarily presupposes that the national legislative 

measures referred to therein fall within the scope of that directive, since it expressly authorises 

the Member States to adopt them only if the conditions laid down in the directive are met. 

Further, such measures regulate, for the purposes mentioned in that provision, the activity of 

providers of electronic communications services.  

 

In the light of these considerations, the Court held again that Article 15(1) EPD, read in 

conjunction with Article 3 thereof, must be interpreted as meaning that the scope of that 

directive extends not only to a legislative measure that requires providers of electronic 

communications services to retain traffic data and location data, but also to a legislative 

measure requiring them to grant the competent national authorities’ access to that data. Such 

legislative measures necessarily involve the processing, by those providers, of the data and 

cannot, to the extent that they regulate the activities of those providers, be regarded as activities 

characteristic of States, referred to in Article 1(3) EPD.8 In this context, the Court also now 

referred, for the first time, to the definition of ‘processing’ in Article 4(2) GDPR, noting that, 

according to Article 2 EPD read in conjunction with Article 94(2) GDPR, it is now applicable 

                                                 
5 See the commentaries on Arts. 94 and 95 in this volume. 
6 Joined Cases C-203/15 and C-698/15, Tele2.  
7 Case C-207/16, Ministerio Fiscal. See further Docksey 2019.  
8 See Case C-623/17, Privacy International, paras. 38 and 39. 
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in this case.9 Lastly, the Court confirmed that Article 4(2) TEU, to which a number of 

governments had made reference in this case, cannot invalidate this conclusion. Indeed, 

according to the settled case-law of the Court, although it is for the Member States to define 

their essential security interests and to adopt appropriate measures to ensure their internal and 

external security, the mere fact that a national measure has been taken for the purpose of 

protecting national security cannot render EU law inapplicable and exempt the Member States 

from their obligation to comply with that law.10 

 

Second, as regards the proper interpretation of Article 15(1) EPD on ‘restrictions’, the Court 

declared that this provision must be interpreted as precluding national legislation enabling a 

Member State authority to require providers of electronic communications services to carry out 

the general and indiscriminate transmission of traffic data and location data to the security and 

intelligence agencies for the purpose of safeguarding national security.  In this regard, the Court 

referred extensively to its previous rulings in Digital Rights Ireland, Tele 2, Opinion 1/15 and 

Schrems.11 Thus, there now exists a solid corpus of case law on the proper interpretation of 

Article 15(1) EPD - which clearly is transposable to Article 23 GDPR, in the light of the 

reasoning of the Court here - that is consolidated in both the Privacy International and La 

Quadrature du Net cases delivered in parallel on the same day. As the Court made clear, this 

reasoning is of general application to all forms of restrictions on all forms of processing, not 

just restrictions in specific areas, such as the retention of electronic communications data, 

demonstrated by its reference to Opinion 1/15 in this respect.12 

 

However, as regards the objectives that may justify interferences with the fundamental rights 

enshrined in Articles 7 and 8 of the Charter (and by extension which may justify restrictions 

under Article 23 GDPR), the Court made a very important observation in respect of the 

objective of safeguarding national security, in response to the observations by the Member 

States. The Court found that the importance of the objective of safeguarding national security, 

read in the light of Article 4(2) TEU, goes beyond that of the other objectives referred to in 

Article 15(1) EPD, inter alia the objectives of combating crime in general, even serious crime, 

and of safeguarding public security. Such threats can be distinguished, by their nature and 

particular seriousness, from the general risk that tensions or disturbances, even of a serious 

nature, affecting public security will arise. Subject to meeting the other requirements laid down 

in Article 52(1) of the Charter, the objective of safeguarding national security is therefore 

capable of justifying measures entailing more serious interferences with fundamental rights 

than those which might be justified by those other objectives.13  However, the requirement of 

proportionality must still be respected, and so for example national legislation must also lay 

down substantive and procedural conditions governing the use of personal data by public 

authorities. In these circumstances, even though national security considerations may justify 

more serious interferences with fundamental rights, this still does not warrant general and 

indiscriminate transmission of personal data to public authorities which entail general access 

which cannot be justified, within a democratic society.14 

 

Tele2 was previously predicted to become the ‘touchstone’ for the interpretation of Article 23 

GDPR in the future, and this has now effectively been confirmed with Privacy International, 

                                                 
9 Ibid., para. 40. 
10 Ibid., para. 44. 
11 Ibid., paras. 50 to 82. 
12 Ibid., para. 61. 
13 Ibid. para. 75. 
14 Ibid. paras. 76 to 81. 
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which itself may even now share that mantle, together with La Quadrature du Net. For the 

future ramifications of Privacy International, it is also worth noting that the Court recognised 

in this case, in the context of its assessment of the first question on scope, that it is true that, in 

the much earlier PNR judgment of 2006, the Court had held that the transfer of personal data 

by airlines to the public authorities of a third country for the purpose of preventing and 

combating terrorism and other serious crimes did not, pursuant to the first indent of Article 3(2) 

DPD, fall within the scope of that directive, because such a transfer fell within a framework 

established by the public authorities relating to public security.15 However, having regard to 

the findings set out in this case (notably referring to the Ministerio Fiscal and Tele2 cases), the 

Court now declared that that PNR case-law from 2006 on the DPD cannot be transposed to the 

interpretation of Article 1(3) EPD. Indeed, as the Advocate General noted, in essence, in his 

Opinion in La Quadrature du Net, the wording of the first indent of Article 3(2) DPD on scope, 

to which that 2006 case-law relates, was significantly different to the wording of Article 1(3) 

EPD on scope where it is now necessary to draw a distinction according to who was carrying 

out the data processing operation concerned.16 The key difference is that the EPD is intended 

to cover all operations processing personal data and data of legal persons carried out by 

providers of electronic communications services, without exception (i.e. the scope of the EPD 

includes the transmission of data to public authorities, such as security services). In contrast, 

the DPD permits a broader interpretation of the exception to its scope, in Article 3(2) DPD, 

which excludes all processing operations concerning public security, defence, or State security, 

regardless of the person carrying out those operations (i.e., the scope of the DPD excludes the 

transmission of data to public authorities, such as security services). As the scope of the EPD 

and DPD are thus quite different, this requires the 2006 case on PNR to be distinguished from 

the present case, and also from the Tele2 and Ministerio Fiscal cases (and by extension the 

Quadrature du Net case also). It is highly significant that the Court went on to note that the 

DPD, which was at issue in the 2006 case on PNR has been, pursuant to Article 94(1) GDPR, 

repealed and replaced by the GDPR with effect from 25 May 2018.17  

 

Although the GDPR states, in Article 2(2)(d) thereof, that it does not apply to the processing 

carried out ‘by competent authorities’ for the purposes of, inter alia, the prevention and 

detection of criminal offences, including the safeguarding against and the prevention of threats 

to public security, it is apparent from Article 23(1)(d) and (h) GDPR that the processing of 

personal data carried out by individuals for those same purposes falls within the scope of that 

regulation. It follows that the interpretation given by the Court in Privacy International of 

Article 1(3), Article 3 and Article 15(1) EPD is ‘consistent’ with the definition of the scope of 

the GDPR, which is supplemented and specified by that directive. This aspect of the Privacy 

International ruling is worth highlighting as it clearly now demonstrates, with specific 

reference to Article 23 GDPR on ‘restrictions’, that the scope of the GDPR is wider now than 

the previous scope of the DPD.  

 

The subtle differences in the interpretation of the exceptions to the scope of EU legislation laid 

down in the provisions of the DPD, on the one hand, and the EPD and GDPR, on the other 

hand, read in the light of the corresponding provisions on ‘restrictions’ in those same legislative 

acts,  is the latest example of the tectonic shift in the application of EU law on data protection 

caused by the Lisbon Treaty and the consequent Treaty status of the Charter, effectively 

moving the ‘fault-line’ in the case law on the transmission of data from private persons to 

public authorities. There can be no doubt now, following the delivery of the judgment in the 

                                                 
15 Joined Cases C-317/04 and C-318/04, Parliament v Council and Commission, paras. 56 to 59. 
16 Joined Cases C-511/18 and C-512/18, La Quadrature du Net (AG Opinion), paras. 65-76.  
17 Case C-623/17, Privacy International, para. 47. 
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Privacy International case, that the GDPR applies to all processing by commercial entities, 

including when data is processed by transmitting it to public authorities, whether for the 

purposes of criminal investigations or for purposes of national security. As a direct 

consequence, it is now therefore necessary to consider the application of Article 23 on 

‘restrictions’ to assess whether national measures requiring the transmission of personal data 

to public authorities is necessary and proportionate, as a matter of EU law. 

 

Implicitly, the logical conclusion that must be drawn now from the Court’s reasoning in 

Privacy International is that not only are ‘restrictions’ on the rights of individuals to the 

protection of communications data to be assessed on the basis of Article 23 GDPR (read 

together with Article 15 EPD in the case of electronic communications), but also so must all 

other forms of restrictions on the right of individuals to the processing of their data covered by 

the GDPR, including for example PNR data collected by commercial airlines. The 

reverberations from the Privacy International ruling will therefore be felt now far beyond the 

field of electronic communications, to which it directly related, and even beyond the field of 

PNR, to which it expressly referred, but also to all processing covered by the GDPR, to which 

Article 23 GDPR now applies for any ‘restriction’. 

 

2. La Quadrature du Net 

 

The second case, La Quadrature du Net, is equally significant and reflects very much the same 

line of reasoning as that discussed above in Privacy International, albeit against a slightly 

different legal and factual background, given that the national measures at issue in this case 

concerned French and Belgian legislation on the retention of electronic communications data 

for the purposes of later use by public authorities for various possible purposes, including 

national security purposes and also for purposes of criminal investigations and the purposes of 

protection of children. Here, the Conseil d’État (France) and the Cour constitutionnelle 

(Belgium) made separate requests for a preliminary ruling concerning the interpretation of 

Article 15(1) EPD and these cases were later joined during the proceedings before the CJEU. 

Unlike the first instance referring UK court in the Privacy International case, neither the French 

nor the Belgian supreme courts questioned whether the national measures at stake fell within 

the scope of the EPD, as a preliminary matter. However, in their observations submitted during 

these proceedings, nine governments raised this issue of the scope of the EPD, so the Court 

was then led to address this point as well.  It adopted the same reasoning as described above in 

the Privacy International case to conclude that, having regard also to Article 23 GDPR and the 

scope of the GDPR which the EPD is now to be regarded as supplementing and specifying,18 

national legislation which requires providers of electronic communications services to retain 

traffic and location data for the purposes of protecting national security and combating crime, 

such as the legislation at issue in the main proceedings, falls within the scope of the EPD.19  

This then confirms the same conclusion in Tele2 and extends it also to national security issues 

also, thereby rejecting the claims made by a number of governments to the contrary on the 

scope of the EPD (and by extension the scope of the GDPR). 

 

As for the question of interpretation of Article 15(1) EPD on restrictions, in relation to general 

and indiscriminate retention of traffic and location data, the Court again confirmed the 

reasoning in the Tele2, Digital Rights, Schrems and Opinion 1/15 cases, together with the case 

law of the ECtHR. However, the Court observed that the objective of safeguarding national 

                                                 
18 Joined Cases C-511, 512 and 520/18, La Quadrature du Net, para. 102. 
19 Ibid., para. 104. 
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security has not yet been specifically examined in its judgments interpreting the EPD. In these 

circumstances, the Court then explained, as in Privacy International, that the importance of the 

objective of safeguarding national security is capable of justifying measures entailing more 

serious interferences with fundamental rights than those which might be justified by other 

objectives. Thus, Article 15(1) EPD, read in the light of Articles 7, 8 and 11 and Article 52(1) 

of the Charter, does not, in principle, preclude a legislative measure which permits the 

competent authorities to order providers of electronic communications services to retain traffic 

and location data of all users of electronic communications systems for a limited period of time, 

as long as there are sufficiently solid grounds for considering that the Member State concerned 

is confronted with a ‘serious threat’ to national security which is shown to be ‘genuine and 

present or foreseeable’. Also, such data retention must be subject to limitations and must be 

circumscribed by strict safeguards, to prevent against the risk of abuse, so that retention cannot 

be systematic in nature. It is therefore essential that decisions giving an instruction to providers 

of electronic communications services to carry out such data retention be subject to effective 

review, either by a court or by an independent administrative body whose decision is binding, 

the aim of that review being to verify that one of those situations exists and that the conditions 

and safeguards which must be laid down are observed.20 In contrast, as regards the objective 

of preventing, investigating, detecting and prosecuting criminal offences, the Court recalled 

that national legislation providing for the general and indiscriminate retention of traffic and 

location data for the purpose of combating serious crime exceeds the limits of what is strictly 

necessary and cannot be considered to be justified, within a democratic society, as required by 

Article 15(1) EPD, essentially confirming its ruling in Tele2 on this issue.21   

 

The Court has thus now drawn an important distinction between restrictions justified on the 

grounds of national security and criminal law. On the one hand, La Quadrature du Net admits, 

in principle, national legislation on general and indiscriminate data retention for the purposes 

of national security, subject to limitations and safeguards and, on the other hand, it rules out 

general and indiscriminate data retention on the grounds of criminal law, for which its previous 

ruling in Tele2 sets the standard. This may either be regarded as a reversal of Tele2 or as a 

clarification of the contours of the previous ruling. The Court then goes on to provide further 

reasoning, within the field of restrictions justified on criminal law grounds, defining in more 

detail what is possible to justify and what is not. Again, the Court recalls the distinction between 

serious interferences and non-serious interferences, already set out in cases such as Ministerio 

Fiscal. Noting that the Belgian Constitutional Court had asked about the effect of positive 

obligations of Members, arising under Articles 3, 4 and 7 of the Charter (notably to protect 

minors and other vulnerable persons), the Court  accepts, having regard to the balance that must 

be struck between the rights and interests at issue, the objectives of combating serious crime, 

preventing serious attacks on public security and, a fortiori, safeguarding national security are 

capable of justifying the particularly serious interference entailed by the targeted retention of 

traffic and location data.  

 

Recalling Tele2,22 the Court provides useful operational detail on the particular limits that may 

also be set using a geographic criterion for targeted retention, noting that this may include 

places ‘with a high incidence of serious crime, places that are particularly vulnerable to the 

commission of serious criminal offences, such as places or infrastructure which regularly 

receive a very high volume of visitors, or strategic locations, such as airports, stations or 

                                                 
20 Ibid., paras. 134 to 139. 
21 Ibid., para. 141. 
22 Ibid., para. 146. 
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tollbooth areas’.23 In order to ensure that the interference entailed by such targeted retention 

measures complies with the principle of proportionality, their duration must not exceed what 

is strictly necessary in the light of the objective pursued and the circumstances justifying them, 

without prejudice to the possibility of extending those measures should such retention continue 

to be necessary. The Court added two more elements of flexibility in this ruling, having regard 

to the balance that must be struck between the rights and interests at issue.  First, it ruled that 

a legislative measure providing for the general and indiscriminate retention of IP addresses 

assigned to the source of a connection does not, in principle, appear to be contrary to 

Article 15(1) EPD, read in the light of Articles 7, 8 and 11 and Article 52(1) of the Charter, 

provided that that possibility is subject to strict compliance with the substantive and procedural 

conditions which should regulate the use of that data. So long as only the IP addresses of the 

source of the communication are retained and not the IP addresses of the recipient of the 

communication, those addresses do not, as such, disclose any information about third parties 

who were in contact with the person who made the communication. However, IP addresses 

may be used to track an internet user’s entire online activity and enable a detailed profile of the 

user to be produced.  In consequence, only action to combat serious crime, the prevention of 

serious threats to public security and the safeguarding of national security are capable of 

justifying that interference.24  

 

Second, the Court ruled that Article 15(1) EPD, read in the light of Articles 7, 8 and 11 and 

Article 52(1) of the Charter, does not preclude a legislative measure which requires providers 

of electronic communications services, without imposing a specific time limit, to retain data 

relating to the civil identity of all users of electronic communications systems for the purposes 

of preventing, investigating, detecting and prosecuting criminal offences and safeguarding 

public security, because such data does not provide, apart from the contact details of those 

users, such as their addresses, any information on the communications sent and, consequently, 

on the users’ private lives. As a result, there is no need for the criminal offences or the threats 

to or acts having adverse effects on public security to be serious.25 Furthermore, the Court also 

states that it is permissible for Member States to provide, in legislation adopted pursuant to 

Article 15(1) EPD, for the possibility of instructing, by means of a decision of the competent 

authority which is subject to effective judicial review, providers of electronic communications 

services to undertake the expedited retention of traffic and location data at their disposal for a 

specified period of time.26 

 

Finally, the Court addresses concerns questions raised by the referring courts about automated 

analysis of traffic and location data that has been retained. It refers to its reasoning in Schrems 

II and Opinion 1/15, and then adds the new reasoning on national security described above, so 

that the particularly serious interference that is constituted by the general and indiscriminate 

retention of traffic and location data, and the particularly serious interference constituted by 

the automated analysis of that data, can meet the requirement of proportionality only in 

situations in which a Member State is facing a serious threat to national security which is shown 

to be genuine and present or foreseeable, and provided that the duration of that retention is 

limited to what is strictly necessary. Accordingly, such implementation of automated analysis 

of the traffic and location data of all users of electronic communications systems may be 

considered to be justified in the light of the requirements stemming from Article 15(1) EPD, 

read in the light of Articles 7, 8 and 11 and Article 52(1) of the Charter.  

                                                 
23 Ibid., para. 150. 
24 Ibid., paras. 155 and 156. 
25 Ibid., para. 159. 
26 Ibid., para. 163. 
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That being said, in order to guarantee that such a measure is actually limited to what is strictly 

necessary in order to protect national security and, more particularly, to prevent terrorism, it is 

essential that the decision authorising automated analysis be subject to effective review, either 

by a court or by an independent administrative body whose decision is binding, the aim of that 

review being to verify that a situation justifying that measure exists and that the conditions and 

safeguards that must be laid down are observed. In that regard, the ‘pre-established models and 

criteria’ on which that type of data processing are based should be, first, specific and reliable, 

making it possible to achieve results identifying individuals who might be under a reasonable 

suspicion of participation in terrorist offences and, second, should be non-discriminatory, as 

decided previously in Opinion 1/15. Also, pre-established models and criteria for the purposes 

of an automated analysis that has as its objective the prevention of terrorist activities that 

constitute a serious threat to national security cannot be based on that sensitive data in isolation. 

Any positive result obtained following automated processing must be subject to an individual 

re-examination by non-automated means before an individual measure adversely affecting the 

persons concerned is adopted, such as the subsequent real-time collection of traffic and location 

data, since such a measure cannot be based solely and decisively on the result of automated 

processing. Similarly, in order to ensure that, in practice, the pre-established models and 

criteria, the use that is made of them and the databases used are not discriminatory and are 

limited to that which is strictly necessary in the light of the objective of preventing terrorist 

activities that constitute a serious threat to national security, a regular re-examination should 

be undertaken to ensure that those pre-established models and criteria and the databases used 

are reliable and up to date, once again referring to Opinion 1/15.27 

 

Thus, considerations first sketched out by the Court on the legality of automated analysis–i.e., 

that could relate to algorithms and automatic profiling–in the context of international 

agreements on the transfer of PNR data to third countries (i.e., in Opinion 1/15), have now been 

further developed in the context of the subsequent use, within the EU, of retained 

communications data. This marks a significant and welcome evolution in the legal framework 

for a fast-developing field of technology. Given the potential of technologies such as dynamic 

algorithms and A.I., this may well prove in the future to be the appropriate legal framework for 

a very wide array of possible advances. In addition to automated analysis, the Court addresses 

the possibility of real-time collection of traffic and location data, which it regards as more 

intrusive, and considers the circumstances in which each of these may be justified, subject to 

certain limits and appropriate safeguards, and thus be compatible with Article 15(1) EPD, read 

in the light of Articles 7, 8 and 11 and Article 52(1) of the Charter. First, national rules may 

require providers of electronic communications services to have recourse to automated analysis 

in situations in which a Member State is facing a serious threat to national security which is 

shown to be genuine and present or foreseeable, and where recourse to such analysis may be 

the subject of an effective review, either by a court or by an independent administrative body 

whose decision is binding, the aim of that review being to verify that a situation justifying that 

measure exists and that the conditions and safeguards that must be laid down are observed.   

Second, providers of electronic communications services may be required to have recourse to 

the real-time collection of traffic and location data, subject to stricter safeguards. It must be 

limited to persons in respect of whom there is a valid reason to suspect that they are involved 

in one way or another in terrorist activities and be subject to a prior review carried out either 

by a court or by an independent administrative body whose decision is binding in order to 

                                                 
27 Ibid., paras. 177 to 182. 
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ensure that such real-time collection is authorised only within the limits of what is strictly 

necessary. In cases of duly justified urgency, the review must take place within a short time. 

 

Thus, the Quadrature du Net judgment can be seen to display in particular detail a very 

carefully calibrated legal analysis, based on the previous case law, taking into account both the 

particular objective which may justify a restriction and the seriousness of the interference at 

stake, and then, where a restriction is in principle acceptable in that light, going on to balance, 

where appropriate, the various rights and interests at issue. This then provides a most valuable 

insight into the interpretation of Article 15 EPD and, by extension, Article 23 GDPR in whose 

light it is also now to be read. In this respect, it is worth noting that the questions referred in 

the Quadrature du Net case also provided the Court with its first specific opportunity to directly 

interpret Article 23 GDPR in its own right. With regard specifically to the first paragraph of 

Article 23, the Court expressly noted in this case28 that this provision, ‘much like’ Article 15(1) 

EPD, allows Member States to restrict, for the purposes of the objectives that it provides for 

and by means of legislative measures, the scope of the obligations and rights that are referred 

to therein ‘when such a restriction respects the essence of the fundamental rights and freedoms 

and is a necessary and proportionate measure in a democratic society to safeguard’ the 

objective pursued. Any legislative measure adopted on that basis must, in particular, comply 

with the specific requirements set out in Article 23(2). Accordingly, Article 23(1) and (2) 

GDPR cannot be interpreted as being capable of conferring on Member States the power to 

undermine respect for private life, disregarding Article 7 of the Charter, or any of the other 

guarantees enshrined therein. In particular, as is the case for Article 15(1) EPD, the power 

conferred on Member States by Article 23(1) GDPR may be exercised only in accordance with 

the requirement of proportionality, according to which derogations and limitations in relation 

to the protection of personal data must apply only in so far as is strictly necessary.  

 

As a result, the Court specifically declares that Article 23(1) GDPR, read in the light of 

Articles 7, 8 and 11 and Article 52(1) of the Charter, must itself be interpreted as precluding 

national legislation which requires that providers of access to online public communication 

services and hosting service providers retain, generally and indiscriminately, inter alia, 

personal data relating to those services.29 The Court has clearly recognised the similarities 

between Article 23 GDPR and Article 15 EPD with the result that its reasoning in previous 

cases concerning the legislation in force prior to the application of the GDPR will now remain 

relevant and will be applied mutatis mutandis. The baton has thus been passed on from Article 

15 EPD to Article 23 GDPR in the Quadrature du Net case. 

 

3. Schrems II 

 

The third recent judgment of the Grand Chamber worth noting in relation to Article 23 GDPR 

is Schrems II delivered on 16 July 2020. This preliminary reference mainly concerned the 

interpretation of Chapter V, and in particular Articles 45 and 46 GDPR, in the context of 

transfers of data from a Member State to a third country (i.e., from Ireland to the United States), 

and is discussed in the update of the commentary on those Articles. This case did not therefore 

relate directly to the interpretation of Article 23 on restrictions. However, the Court did refer 

to Article 23 as part of the legal framework for this matter.30 In its reasoning concerning 

international transfers, in particular as regards the Commission’s finding of an adequate level 

of protection in the US on the basis of Article 45 GDPR, the Court dealt with Article 52(1) 

                                                 
28 Ibid., paras. 209 to 211. 
29 Ibid., para. 212. 
30 Case C-311/18, Schrems II, para. 11. 
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Charter and the principle of proportionality, together with the related case law, notably Digital 

Rights Ireland, Schrems I and Opinion 1/15 (all of which were also later dealt with in the 

Privacy International and Quadrature du Net cases, as explained above). In this light, the Court 

found that the domestic law of the United States on the access and use by US public authorities 

of personal data, in particular that of EU data subjects, does not correlate to the minimum 

safeguards resulting, under EU law, from the principle of proportionality, with the consequence 

that the US surveillance programmes based on those provisions cannot be regarded as limited 

to what is strictly necessary. In those circumstances, the ‘limitations’ on the protection of 

personal data arising from the domestic law of the United States on the access and use by US 

public authorities of such data transferred from the European Union to the United States, which 

the Commission assessed in the Privacy Shield Decision, are not circumscribed in a way that 

satisfies requirements that are essentially equivalent to those required, under EU law, by the 

second sentence of Article 52(1) of the Charter.31   

 

Although the findings of the Court in this case relate to the ‘limitations’, within the meaning 

of Article 52(1) Charter, on the protection of personal data arising from the domestic law of 

the United States on the access and use by US public authorities, these are clearly relevant also 

to an assessment of any comparable ‘restrictions’, within the meaning of Article 23(1) GDPR, 

that may be contained in Union or Member State law.  

 

EDPB guidance on the application of Article 23 GDPR 

 

[To be considered with Section C – 1. Introduction] 

 

Finally, it is worth noting that the EDPB adopted guidance as to the application of Article 23 

GDPR in December 2020.32 These Guidelines provide a thorough analysis of the criteria to 

apply restrictions, the assessments that need to be observed, how data subjects can exercise 

their rights once the restriction is lifted and the consequences for infringements of Article 23 

GDPR. The Guidelines recall the conditions surrounding the use of such restrictions in light of 

the Charter and the GDPR. In particular, the EDPB notes that any restriction needs to respect 

the essence of the right that is being restricted and that restrictions that are extensive and 

intrusive to the extent that they void the fundamental right to the protection of personal data of 

its basic content cannot be justified. Additionally, the Guidelines analyse how the legislative 

measures setting out the restrictions need to meet the foreseeability requirement and examine 

the grounds for the restrictions listed by Article 23(1) GDPR and the obligations and rights 

which may be restricted. An explanation of the ‘necessity and proportionality’ test that 

restrictions need to pass based on Article 23(1) GDPR is also provided. Furthermore, the EDPB 

provides a detailed account of the specific requirements set out in Article 23(2) GDPR for the 

adoption of legislative measures on such restrictions. These Guidelines thus provide a useful 

overview of the application of Article 23 GDPR, in the light of the most recent case-law of 

both the CJEU and ECtHR, with checklists, in the annex, on Article 23 GDPR in a nutshell. 
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Chapter IV - Controller and processor 

Article 24. Responsibility of the controller  

 

Christopher Docksey 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 
 

Article 24(1) risks of processing, obligation to implement technical and organisational 

measures, demonstration of compliance of processing activities 

 

[To be considered with Section A] 

 

The commentary on Article 24 in the main volume points out that the principle of 

accountability is one of the central pillars of the GDPR and one of its most significant 

innovations. It places responsibility firmly on the controller to take proactive action to ensure 

compliance and to be ready to demonstrate that compliance.   

 

As discussed in the comment on Article 70, the third pillar of the EDPB Strategy 2021-20231 

emphasises the fundamental rights approach to new technologies and the impact of these 

technologies on individuals. Two of the three actions which will be pursued by the Board under 

this pillar are inspired by the principle of accountability and involve the accountability-based 

mechanisms under Articles 25 and 35. 

 

Accountability legislation and supervision in Singapore 

 

[To be considered with Section B. 3. National developments] 

 

An interesting example of the interplay between guidance, supervision and legislation can be 

found in Singapore’s approach to accountability. The Personal Data Protection Act (‘PDPA’) 

20122 lays down specific accountability provisions: Section 11(2) states that an organisation is 

responsible for the personal data in its possession or under its control. Section 11(3) requires 

the organisation to designate someone responsible for compliance with the Act. Section 12 

requires the organisation to develop and implement policies and practices that are necessary 

for compliance, develop a process to respond to complaints, communicate its policies to staff, 

and make information available on request on its policies and practices and its complaint 

process. 

 

                                                 
1 EDPB 2020A. 
2 Singapore Data Protection Act 2012. 
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Since 2017 the Personal Data Protection Commission of Singapore (‘PDPC’) has been 

introducing policies and guidance aimed at shifting from compliance to accountability by 

encouraging organisations to develop good data protection practices.3 Its activities have been 

based on two specific themes: encouraging the commitment of corporate leadership to take 

data protection risks seriously, and assisting data protection officers (‘DPOs’) through the 

provision of accountability tools such as guides to developing a data Protection management 

programme (‘DPMP’) and to data protection impact assessments (‘DPIA’). From 2018 

organisations with accountable practices were enabled to obtain certification under systems 

such as the Data Protection Trust Mark (‘DPTM’). Most recently, amendments to strengthen 

organisational accountability under the PDPA were adopted on 2 November 2020 and 

implemented in phases from 1 February 2021. A ‘legitimate interests’ exception to the 

requirement of consent was introduced, which may only be used, in effect, by accountable 

organisations which are sufficiently mature as to be able to sufficiently assess risk and take the 

necessary measures to be satisfied that the legitimate interests of the organisation outweigh any 

adverse effect on the individual.4 

 

Accountability-based mechanisms: Data protection by design and by default 

 

[To be considered with Section C. 6. Accountability-based mechanisms] 

 

On 15 December 2020, the EDPB adopted its Strategy 2021-2023.5 This sets out the EDPB’s 

strategic objectives, grouped around four pillars, including three key actions per pillar to help 

achieve these objectives. The second action under the new technologies pillar of the EDPB 

Strategy 2021-2023 is to provide guidance on how to reinforce data protection by design and 

by default and accountability. The Board will provide guidance on how to implement data 

protection principles effectively, what individuals are entitled to expect, and what organisations 

can do to further improve the ability of individuals to exercise control over their personal data. 

In line with the principle of accountability guidance will be provided to organisations to 

demonstrate compliance with their obligations.  

 

Accountability and international personal data transfers 

 

[To be considered with Section C.7. Accountability and the law] 

 

Insert new sub-heading ‘7.1 Accountability and international transfers’. 

 

As pointed out in the commentary on Article 24 in the main volume, the President of the CJEU, 

Koen Lenaerts, has characterised accountability as the ‘central theme’ of the GDPR.6 At first, 

the case law of the Court concentrated on ensuring that persons processing personal 

information could be defined as controllers, or joint controllers, to ensure that they are 

accountable for such processing and thus the ‘effective and complete protection of the persons 

concerned’.7 In its ruling in Schrems II the Court has now considered the specific implications 

of accountability for controllers wishing to transfer personal data outside the EU: 

 

                                                 
3 Yeong Zee Kin 2019. 
4 See Singapore Data Protection Act 2012, Art. 15A. 
5 EDPB 2020A. 
6 Lenaerts speech 2018. 
7 See discussion and case law cited in Docksey and Hijmans 2019, pp. 304-305. 
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It is therefore, above all, for that controller or processor to verify, on a case-by-case 

basis and, where appropriate, in collaboration with the recipient of the data, whether 

the law of the third country of destination ensures adequate protection, under EU law, 

of personal data transferred pursuant to standard data protection clauses, by providing, 

where necessary, additional safeguards to those offered by those clauses.8 

 

The Court cites the Opinion of Advocate General Saugmandsgaard Øe, who notes that where 

the controller fails to take the necessary measures the task of assessment falls to the competent 

DPA.9 The Court itself then specifies that this role of the DPA also includes taking action to 

suspend or end transfers where the controller is unable to take adequate additional measures.10 

 

Following the ruling in Schrems II, the EDPB adopted two Recommendations on 11 November 

2020 to specify the conditions under which international transfers under Articles 45 and 46 

GDPR may be carried out, namely Recommendations 01/2020 on measures that supplement 

transfer tools (the STT Recommendations)11 and Recommendations 02/2020 on European 

Essential Guarantees for surveillance measures (the EEG Recommendations).12  

 

The STT Recommendations are a specific application of the principle of accountability to 

international data transfers. The EDPB describes the principle of accountability as follows: 

   

The right to data protection has an active nature. It requires exporters and importers 

(whether they are controllers and/or processors) to go beyond an acknowledgement or 

passive compliance with this right. Controllers and processors must seek to comply 

with the right to data protection in an active and continuous manner by implementing 

legal, technical and organisational measures that ensure its effectiveness. Controllers 

and processors must also be able to demonstrate these efforts to data subjects, the 

general public and data protection supervisory authorities.13  

 

The EDPB noted that the principle of accountability applies not only to general data processing 

activities but also to data transfers to third countries since they are a form of data processing in 

themselves.14 The EDPB STT Recommendation sets out a ‘roadmap’ of six steps that a data 

exporter should take in order to find out whether it needs to put in place supplementary 

measures to be able to legally transfer data outside the EEA (para 6). These steps are in fact 

typically practical ‘accountability’ assessments: (i) data mapping, (ii) assessment of the 

relevant transfer mechanism, (iii) assessment whether that mechanism is effective to ensure 

compliance in the context of the national law of the third state, (iv) identification of any further 

necessary measures (‘supplementary safeguards’),15 (v) steps to implement those measures, 

and (vi) monitoring and periodic re-evaluation.16 To round off its accountability approach, the 

                                                 
8 Case C-311/18, Schrems II, para. 134. 
9 Case C-311/18, Schrems II (AG Opinion), para. 126. 
10 Case C-311/18, Schrems II, para. 135. See also paras. 139, 140, 141, 142. 
11 EDPB 2020C. 
12 EDPB 2020E. Both are discussed in detail in the commentary on Art. 46 in this update. 
13 EDPB 2020C, p. 7. 
14 Ibid. 
15 ‘You will be responsible for assessing their effectiveness in the context of the transfer, and in light of the third 

country law and the transfer tool you are relying on and you will be held accountable for the decision you take. 

(…) You should conduct this assessment with due diligence and document it thoroughly, as you will be held 

accountable to the decision you may take on that basis’. See EDPB 2020C, p. 3. 
16 ‘The principle of accountability requires continuous vigilance of the level of protection of personal data’. See 

EDPB 2020C, p. 3. 
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EDPB adds the ‘need to document appropriately this assessment and the supplementary 

measures you select and implement and make such documentation available to the competent 

supervisory authority upon request’, based on the requirements of Articles 5(2) and 24 (1).17 

 

With regard to step (iii) of the roadmap, the EEG Recommendations provide guidance on how 

to assess a third country’s surveillance measures when exporting personal data outside of the 

EEA, for purposes of assessing adequacy or the effectiveness of supplementary measures in 

the context of a third state’s national law.  

 

Two aspects of the STT Recommendations may be observed. First, the accountability approach 

is a new and welcome development in the treatment of international transfers by the EDPB, no 

doubt triggered by a mature reflection on the approach of the CJEU in Schrems II. The principle 

of accountability does not figure in the contemporaneous guidance on transfers of personal data 

carried out between public bodies in the Guidelines on transfers of personal data between EEA 

and non-EEA public authorities,18 although the final version of the Guidelines 2/2020 was 

adopted on 15 December 2020, following both the Schrems II ruling and the Recommendations 

of 11 November 2020. While the final version of the Guidelines 2/2020 references the Schrems 

II ruling and the EEG Recommendations (not the SCC Recommendations however), it has 

retained the compliance-based approach of the consultation draft. 

 

Second, the EDPB ascribes the principle of accountability in the STT Recommendations to 

Article 5.2 GDPR, ‘which requires controllers to be responsible for, and be able to demonstrate 

compliance with the GDPR principles relating to processing of personal data’, combined with 

Article 28.3 (h).19 The EDPB merely footnotes the normal constellation of Article 5(2) and 

Article 24 with regard to the need to document, implement, and make the documentation 

available to the DPA upon request.20 However, Article 5(2) is based on Article 6(2) DPD, 

which embodied the original and narrower meaning of accountability as responsibility for 

compliance. The GDPR Proposal included a longer version of the future Article 5(2),21 which 

the European Parliament proposed to maintain with a minor modification to bring it more into 

line with accountability (‘be able to demonstrate’ rather than ‘demonstrate’) and the addition 

of the word ‘accountability’ in brackets at the end. The Council proposed instead to concentrate 

on responsibility and added a new paragraph which was essentially a shortened version of 

Article 6(2) DPD. The resulting compromise was a combination in Article 5(2) of 

responsibility proposed by the Council and demonstrability and the label ‘accountability’ in 

brackets proposed by the Parliament. 

 

However, the principle of accountability in the GDPR was inspired by Opinion 3/2010 on 

Accountability, where the WP29 recommended a principle which requires the controller to 

implement appropriate and effective measures to ensure that the principles and obligations set 

out in the Directive are complied with and to demonstrate compliance with this obligation. 22 

This became Article 24 GDPR, which requires the controller to ‘implement appropriate 

technical and organisational measures to ensure and to be able to demonstrate that processing 

is performed in accordance with this Regulation’. Unlike Article 5(2), Article 24 also 

incorporates the risk-based approach introduced by the GDPR, using the same risk-based 

                                                 
17 EDPB 2020C, p. 8, FN 21. 
18 EDPB 2020B. 
19 EDPB 2020C, p. 2, FN 12 and 18. 
20 Ibid., p. 8, FN 21. 
21 Art. 4(f) GDPR Proposal. 
22 WP29 2010, p. 10. 
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language as accompanying accountability mechanisms such as data protection by design and 

default, security and data breach notification, and data protection impact assessments.  

 

The confusion has arisen because the Commission declined to use the word ‘accountability’ in 

the text of its GDPR Proposal. Instead, it explained that: 

 

Article 22 [now Article 24] takes account of the debate on a ‘principle of accountability’ 

and describes in detail the obligation of responsibility of the controller to comply with 

this Regulation and to demonstrate this compliance, including by way of adoption of 

internal policies and mechanisms for ensuring such compliance.23   

 

The Commission also placed Article 24 at the head of Chapter IV, accompanied by 

accountability mechanisms such as data protection by design and default, documentation, data 

protection impact assessments and DPOs. Hence the rather inexplicable intention seems to 

have been to include the principle of accountability, but without its name. Instead, it used the 

word ‘responsibility’ in Article 24, the narrower concept better suited to Article 5(2). As a 

result of the Commission’s restrictive drafting and the well-meaning intervention of the 

Parliament, the original intention to ascribe the principle of accountability to Article 24 has 

been mislaid, even by the EDPB. 

 

Insert new subheading ‘7.2 Accountability and fines’. 

 

On 9 November 2020, the EDPB adopted its first binding decision under the dispute resolution 

procedure laid down by Article 65 GDPR.24 Two ‘relevant and reasoned’ objections by DPAs 

concerned confirmed the need to take into account any negligent failure to respect 

accountability25 when calculating the gravity of a fine. An objection by the Italian DPA argued 

that a lack of corporate policies to handle security incidents or the failure to comply with them 

showed that the measures implemented by the controller were inadequate to ensure compliance 

and to document it, in violation of the principle of accountability under Article 5(2) GDPR.  

These flaws were ‘structural in nature as regards the controller’s organization’ and ‘bound to 

produce effects not simply on the case at issue, but also on the handling of any personal data 

breach that may occur in the future’.26 On the merits, the EDPB considered that ‘a company 

for whom the processing of personal data is at the core of its business activities should have in 

place sufficient procedures for the documentation of personal data breaches, including remedial 

actions’. This should be taken into consideration when calculating the fine on the basis of the 

gravity of the infringement.27 Another objection, by the Hamburg DPA, argued that the 

controller had not respected its obligations under Article 24 GDPR and that the failure to take 

account of this meant that the possibility of imposing a fine, both as a general preventive 

measure and as a specific preventive measure to deter the controller from committing further 

infringements, was not considered. The EDPB felt that this failure would ‘pose significant risks 

for the fundamental rights and freedoms of data subjects’.28 On the merits, the Board recalled 

that the CJEU has consistently held that a dissuasive penalty is one that has a ‘genuine deterrent 

effect’ and that greater weight should have been given to the element relating to the nature, 

                                                 
23 GDPR Proposal, Explanatory Memorandum, at 3.4.4. 
24 EDPB 2020D. 
25 As above, however, the principle of accountability was ascribed solely to Art. 5(2) GDPR. 
26 EDPB 2020D, para. 102. 
27 Ibid., para. 195. 
28 Ibid., para. 108. 
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scope and negligent character of the infringement. The proposed fine was thus too low and had 

to be re-assessed.29 
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Article 25. Data protection by design and by default 

 

Lee A. Bygrave 

 

New EDPB Guidelines on data protection by design and by default 

 

[To be considered with Sections A and C] 

 

In October 2020, the EDPB issued the final version of its guidelines on data protection by 

design and by default (‘DPbDD’).1 These are considerably more detailed—and helpful—than 

the first version issued a year earlier.2 The guidelines are especially welcome in light of the 

relatively novel nature of Article 25 combined with its relatively nebulous wording. At the 

same time as providing advice on how Article 25 may be operationalised, the guidelines cast 

light on how the core principles of Article 5 GDPR are to be understood and applied in various 

hypothetical but concrete settings.3 

 

Key points that the guidelines make are as follows: 

1) Article 25 is essentially concerned with ensuring that the provisions of the GDPR gain 

practical traction: ‘Effectiveness is at the heart of the concept of data protection by 

design’.4 Thus, the paramount objective of DPbDD is ‘the effective implementation of 

the principles and protection of the rights of data subjects into the appropriate measures 

of the processing’.5 

2) DPbDD is not a one-off step but an iterative process of assessment, design and 

implementation applied over the entirety of a data-processing lifecycle.6 Further, it 

necessitates early consideration: ‘[c]ontrollers should think of data protection from the 

initial stages of planning a processing operation, even before the time of determination 

of the means of processing’.7 

3) Both future and legacy data-processing systems are subject to Article 25.8 

4) DPbDD requires considerable knowledge on the part of controllers: they must stay up 

to date in respect of ‘state-of-the-art’ developments in both technical and organisational 

measures,9 and they must understand ‘the meaning of the principles and the rights as 

the basis for the protection offered by the GDPR’.10 

5) Article 25 permits and requires scalability of its requirements in relation to the degree 

of risk that processing operations pose for fundamental rights and freedoms,11 but not 

                                                 
1 EDPB 2020A. 
2 EDPB 2019. 
3 EDPB 2020A, pp. 14–28. For further detail on the guidelines’ elaboration of the ‘fairness’ principle in Art. 

5(1)(a) GDPR, see the commentary on Art. 5 in this update. 
4 EDPB 2020A, para. 13. 
5 Ibid., para. 96. 
6 Ibid., paras. 2, 37. 
7 Ibid., para. 96. 
8 Ibid., paras. 2, 37, 38. 
9 Ibid., paras. 19ff. 
10 Ibid., para. 11. 
11 Ibid., paras. 14, 24. 
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in relation to controllers’ size.12 Accordingly, ‘Article 25 does not lower the threshold 

of requirements for SMEs’.13 

6) While some allowance is made for scalability in respect of the cost of a measure, this 

only permits a controller to avoid spending ‘a disproportionate amount of resources 

when alternative, less resource demanding, yet effective measures exist’ to satisfy 

Article 25 requirements;14 it does not permit the principles in Article 5 to be breached.15 

There is an expectation that a controller ‘should be able to manage the overall costs to 

be able to effectively implement all of the principles and, consequentially, protect the 

rights’.16 

7) DPbDD is more than about deploying ‘privacy-enhancing technologies’ (‘PETs’). 

While the latter may go some way to realizing the former, their deployment does not 

necessarily meet the demands of Article 25, and they must, at the very least, attain the 

‘state-of-the-art maturity’ required by Article 25 and be appropriate to deploy in 

accordance with the requisite risk assessment.17 

8) EDPB guidance on Data Protection Impact Assessment (‘DPIA’)18 may be useful for 

the risk assessment required by Article 25 (and for the risk assessment required by 

Articles 24, 32 and 35).19 

9) The ‘by default’ dimension in Article 25(2) denotes ‘making choices regarding 

configuration values or processing options that are set or prescribed in a processing 

system, such as a software application, service or device, or a manual processing 

procedure that affect the amount of personal data collected, the extent of their 

processing, the period of their storage and their accessibility’.20 

10) The necessity criterion at the core of Article 25(2) shall be construed as ‘strictly 

necessary’: ‘The controller should choose and be accountable for implementing default 

processing settings and options in a way that only processing that is strictly necessary 

to achieve the set, lawful purpose is carried out by default’.21  

11) While Article 25(2) primarily engages the data minimisation principle in Article 

5(1)(c), it also pertains to the principles of purpose limitation (Article 5(1)(b))), storage 

limitation (Article 5(1)(e)) and integrity and confidentiality (Article 5(1)(f)).22 

12) EDPS guidance on the criteria of necessity and proportionality23 may be a useful aid in 

the necessity assessment(s) required by Article 25(2).24 

13) DPbDD should be on the agenda of not only controllers but also data processors and 

technology producers. ‘[P]rocessors and producers should use their expertise to build 

trust and guide their customers, including SMEs, in designing/procuring solutions that 

embed data protection into the processing’.25 

14) Controllers, processors and producers are encouraged to utilise DPbDD as a 

‘competitive advantage’.26 

                                                 
12 Ibid., para. 6. 
13 Ibid., para. 37. 
14 Ibid., para. 24. 
15 Ibid., para. 25. 
16 Ibid. 
17 Ibid., para. 30. 
18 WP29 2017. 
19 EDPB 2020A, para. 31. 
20 Ibid., para. 41. 
21 Ibid., para. 42. 
22 Ibid., paras. 49ff. 
23 EDPS 2019. 
24 EDPB 2020A, para. 43. 
25 Ibid., para. 95. 
26 Ibid., para. 96. 
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The guidelines are not the only documents in which the EDPB flags DPbDD requirements and 

ideals. The EDPB has issued other sets of guidelines focusing on specific contexts in which 

DPbDD requirements/ideals are relevant. These include ‘Guidelines 1/2020 on processing 

personal data in the context of connected vehicles and mobility related applications’,27 and 

‘Guidelines 4/2020 on the use of location data and contact tracing tools in the context of the 

COVID-19 outbreak’.28 

 

All in all, the guidelines on Article 25 GDPR go a considerable way to countering scholarly 

criticisms that Article 25 is largely meaningless, vacuous or redundant.29 They show that the 

predominant functionality of Article 25 is equivalent to mortar: it attempts to ensure that the 

various bricks of the GDPR, particularly those in Article 5, do not remain a ‘castle in the sky’ 

but are fixed to the data-processing landscape. One may argue that this functionality is 

superfluous inasmuch as all of the GDPR’s norms, independently of Article 25, are intended 

to be implemented, this intention lying implicit in the legislative act itself and its basic rationale 

of safeguarding fundamental rights and freedoms. Nonetheless, Article 25 must be viewed in 

light of the general principle in EU law that each provision of EU legislation has utility in its 

own right—a principle often subsumed under the doctrine of ‘effet utile’.30 The distinct utility 

of Article 25 is, firstly, in spelling out the (otherwise implicit) requirement to make the core 

principles of the GDPR ‘stick’, and, secondly, in spelling out that this traction goes beyond 

simply undertaking a process or set of processes (assessment, planning, design, etc.) but 

ultimately involves a result or effect that secures data protection ‘on the ground’. In other 

words, Article 25 underscores the high degree of ambition behind the GDPR to overcome the 

classic gap between ‘law in books’ and ‘law in practice’.31 This is in line with the claim by 

Jasmontaite and others that Article 25 as a whole introduces an ‘obligation by result’ and not 

of ‘process’.32 In this regard, the commentary on Article 25 in the main volume can give the 

impression that only the ‘by default’ requirements of Article 25(2) introduce such an 

obligation.33 It bears emphasis that also Article 25(1) is concerned with result even if it is, 

prima facie, more ‘process-oriented’ than Article 25(2). 

 

The concern with result, combined with the complexity and ongoing nature of the processes 

involved in reaching that result, and the concomitant knowledge demands placed on controllers 

(along with processors and producers), mean that compliance with Article 25 is a ‘tall order’. 

This is especially so for SMEs. In respect of the latter, the guidelines on Article 25 offer no 

respite apart from some obvious points of advice (e.g., ‘talk with DPAs’)34 and a rather mirage-

like ‘carrot’ in the form of the potential ‘competitive advantage’ that may accrue from DPbDD. 

There is already evidence that SMEs are sorely struggling to understand and comply with the 

GDPR’s demands.35 The guidelines are unlikely to lighten their burden significantly. 

 

Unfortunately, the guidelines leave underdeveloped the relationship between Article 25 and 

DPbDD on the one side and discourse on PETs on the other. The same can be said of the 

                                                 
27 EDPB 2020C, para. 70. 
28 EDPB 2020B, paras. 40ff. 
29 For a recent example of such critique, see Waldman 2020. 
30 Lenaerts and Gutiérrez-Fons 2014, pp. 14, 32. 
31 Cf. Waldman’s claim that the only way in which Article 25 may be regarded as having a non-redundant function 

is as a provision that fills gaps left by the other provisions of the GDPR: Waldman 2020, pp. 164–165. 
32 Jasmontaite et al. 2018, pp. 176–77. 
33 See the commentary on Art. 25 in the main volume, p. 577. 
34 EDPB 2020A, para. 96. 
35 Multistakeholder Expert Group 2019, p. 4. 
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relationship between DPbDD and ‘Privacy by Design’ (‘PbD’). Article 25 has been criticised 

for poorly reflecting discourse on PETs and other privacy-related engineering methods and 

practices.36 The guidelines appear to be drafted with the intent of putting DPbDD on its own 

feet, drawing a line between it and the older discourse on PETs and PbD. This is most clearly 

evidenced in the statement that ‘PETs in themselves do not necessarily cover the obligations 

of Article 25’.37 The statement is understandable given that Article 25 and large tracts of the 

GDPR more generally are to be construed as legally autonomous constructs of EU law. Further, 

in terms of ‘future proofing’, it is wise that the requirements of DPbDD are not tethered closely 

to a set of discourses that could develop in directions that do not properly reflect EU norms, 

especially given that parts of that discourse set have North American roots, reflect North 

American ‘world views’ and are tailored to North American realities. However, it is 

unfortunate that the EDPB omits defining precisely what it means by PETs and only touches 

on the latter in a terse bullet-point at the end of the guidelines, despite the many ‘rich pickings’ 

offered by the literature on PETs and PbD. This may further stunt the ability of Article 25 and 

the guidelines to communicate fruitfully with the computer scientists and engineers who make 

many of the design decisions in information systems development. To the (still limited) extent 

that the engineering community thinks about protection of personal data, privacy and security, 

it is probably more familiar with the methods and ‘best practices’ of PETs/PbD discourse than 

the newer, relatively legalistic language of DPbDD embodied in the guidelines.  

 

Particularly surprising is that the guidelines make little explicit use of the documents published 

by the EU Agency for Network and Information Security (‘ENISA’; now EU Agency for 

Cybersecurity), which has EU needs and norms central in its field of vision. Over the last 

decade, ENISA has undertaken extensive work in the overlapping fields of PbD, DPbDD and 

‘Security by Design’ (‘SbD’). The guidelines make only one reference to that work, and this is 

in relation to the ‘state-of-the-art’ criterion.38 It would have been both natural and helpful 

(especially for the engineering community) to have included more references to ENISA 

standards. For example, in elaborating ‘key design and default integrity and confidentiality 

elements’, the guidelines flag SbD as one such element, describing this simply as: ‘consider 

security requirements as early as possible in the system design and development and 

continuously integrate and perform relevant tests’.39 Here reference could have been made to 

ENISA’s rapidly maturing body of work on SbD.40 
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Article 26. Joint controllers 

 

Christopher Millard and Dimitra Kamarinou 

 

[To be considered with Section C – 1. Introduction] 

 

In September 2020, the EDPB issued its ‘Guidelines 07/2020 on the concepts of controller and 

processor in the GDPR’ (Version 1.0),1 which replace an Opinion first issued by the WP29 in 

2010.2 Following various judgments of the CJEU on joint control, the EDPB clarified that two 

or more entities may be considered ‘joint controllers’ when they make either a common 

decision or converging decisions about the purposes and essential means of processing.3 The 

EDPB has defined the term ‘converging decisions’ as decisions that ‘complement each other 

and are necessary for the processing to take place in such a manner that they have a tangible 

impact on the determination of the purposes and means of the processing’.4 According to the 

EDPB, an important factor in determining whether there are converging decisions is whether 

the two entities’ processing activities are ‘inextricably linked’, in the sense that the processing 

in question ‘would not have been possible without both parties’ participation’ in the processing 

operations.5 The EDPB reiterated the conclusions of judgments of the CJEU that it is not 

necessary for all joint controllers to have access to the personal data processed and that joint 

control does not necessarily mean equal responsibility for the joint controllers. According to 

the circumstances of each case, joint controllers can be involved at different stages of the 

processing and to different degrees and if an entity does not have control over the determination 

of the purposes and essential means of preceding or subsequent processing operations, that 

entity will not be held responsible for such processing.6 

 

As joint control does not mean equal responsibility, it may be that not all entities considered 

joint controllers determine the means of processing at the same stages and to the same degree. 

For instance, processing may take place on platforms or other infrastructure predesigned by 

one entity but allowing other entities to configure the system’s settings or parameters to decide 

how to process personal data. Following the CJEU judgment in Wirtschaftsakademie, such a 

decision to use and configure an already existing system may amount to a determination of the 

means of processing and render an entity a joint controller.7 Moreover, that entity would also 

be a joint controller even if it does not actively configure the underlying system but simply 

decides to use it for its own purposes in a way that allows the processing of personal data both 

by itself and the entity which designed the system. That decision would likely amount to what 

the EDPB calls a ‘joint decision’ on the means of processing8 even if one of the entities is not 

actively determining the means of processing but merely deciding to use them.9 

                                                 
1 EDPB 2020A. 
2 WP29 2010. 
3 EDPB 2020B, p. 18.  
4 Ibid., p. 18. 
5 Ibid. 
6 Ibid., pp. 18-19.  
7 Ibid., p. 20. 
8 Ibid.; Case C-40/17, Fashion ID, paras. 77-79. In para. 78 the Court argues that by making this decision, Fashion 

ID ‘exerts a decisive influence over the collection and transmission of the personal data of visitors to that website 

to the provider of the plugin, Facebook Ireland, which would not have occurred without that plugin’.  
9 As was the case in Case C-210/16, Wirtschaftsakademie, para. 30, where the CJEU refers to Facebook Ireland 

as the entity which ‘primarily’ determined the purposes and means of processing. However, that did not exempt 
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Even though the CJEU and the EDPB seem to accept that there is an obvious difference in the 

level of control exercised by the different entities in such cases, they do not consider this to be 

a determining factor in concluding whether those entities are joint controllers. For instance, in 

cases of processing personal data for advertising purposes, the EDPB has accepted the 

potentially privileged position of social media providers which have the capability of 

combining large amounts of data from different sources and, as a result, are able to offer more 

advanced targeted advertising. In this context, the EDPB has referred to the level of influence 

of such providers in the marketplace and noted that ‘the unrivalled insight capabilities provided 

by the platform may make it an “unavoidable trading partner” for online marketers’.10 

However, even if in reality other entities do not have an alternative option but to use such 

providers, the end result is the same; the entities are considered joint controllers together with 

those providers. Nevertheless, following the CJEU decision in Google Spain,11 the EDPB has 

suggested that the level of responsibility attributed to each joint controller may depend on a 

controller’s ability to influence the processing in practice and on their actual or constructive 

knowledge.12 

 

With regard to the joint determination of the purposes of processing, the EDPB interprets the 

CJEU’s decision in Fashion ID13 to mean that joint controllers need not have exactly the same 

purposes of processing. It may suffice for their individual purposes to be ‘closely linked or 

complementary’.14 According to the EDPB, an example of such closely linked purposes may 

be that both controllers derive some ‘mutual benefit’ from the processing operations, such as 

when processing personal data to promote their economic interests (Fashion ID).15 In this 

context, however, it is necessary for both entities to pursue such purposes for their own 

individual benefit in order to be considered ‘joint controllers’. If one entity is pursuing such 

purposes on behalf of another entity, the former would be considered a processor instead.16  

 

In contrast, there are cases where two entities may process and share the same data set, but they 

do not jointly determine the purposes and means of processing. For instance, when an 

organisation processes personal data of its employees and must share such data with the tax 

authorities so that the latter can enforce tax rules, the organisation and the tax authority are 

processing personal data for their separate purposes. Their actions would not amount to joint 

control and such exchange would be considered a ‘transmission of data between separate 

controllers’.17 Similarly, joint control would not arise in situations where several entities are 

simply using a shared infrastructure or database, but they independently determine their own 

purposes of processing, such as when different cloud customers use the same cloud 

infrastructure but for their own separate purposes.18 

 

  

                                                 
the entity (Wirtschaftsakademie) that had set up a fan page on Facebook from its own responsibility as a joint 

controller (para. 39). More generally, see also EDPB 2020A, pp. 35-36. 
10 EDPB 2020A, p. 7. 
11 Case C-131/12, Google Spain, para. 38. 
12 EDPB 2020A, p. 36. 
13 Case C-40/17, Fashion ID. 
14 EDPB 2020B, p. 19.  
15 Ibid., p. 19.  
16 Ibid., p. 19.  
17 Ibid., p. 22.  
18 Ibid., p. 23. 
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[To be considered with Section C – 2. Arrangements between joint controllers] 

 

According to Article 26(1), the arrangement between joint controllers must determine, at a 

minimum, the allocation of responsibilities for providing information to data subjects as 

required by Articles 13 and 14 and which controller is responsible for answering data subjects’ 

requests.19 Further, the EDPB argues that as Article 26(1) uses the term ‘in particular’ when 

referring to the allocation of these obligations that means that joint controllers may also need 

to agree on the allocation of all the other GDPR controller obligations to ensure that their joint 

processing complies with the GPDR.20 In the specific context of targeting social media users, 

the EDPB has stressed that the arrangement between social media providers and parties 

conducting targeting (as joint controllers) should cover all the elements of the joint processing 

operations as otherwise incomplete arrangements may be in breach of Article 26.21 In this 

context, to ensure that data subjects’ rights may be exercised effectively, the EDPB has 

recommended that the arrangement between the joint controllers reflect the specific purposes 

that joint controllers process data for and their corresponding legal grounds for processing. 

 

Even though the EDPB recognizes that the GDPR allows controllers to use different legal 

grounds for different purposes, the Board recommends that joint controllers use the same legal 

basis for a particular targeting tool and purpose, as different legal grounds allow for different 

rights to be exercised and that would make it very difficult for data subjects to exercise their 

rights in practice.22 For example, data subjects have a right to object to processing but only 

when processing is based on the legitimate interests pursued by the controller or if it is 

necessary for the performance of a task carried out in the public interest or in the official 

authority vested in the controller.23 If processing is based on any of the other legal grounds, 

data subjects do not have the right to object. Similarly, data subjects have a right to data 

portability but only when processing is based on the data subject’s consent or where it is 

necessary for the performance of a contract to which the data subject is party.24 

 

How joint controllers go about allocating the responsibilities between them may be a matter of 

practical considerations as to which of them is better placed to comply with certain obligations, 

such as answering data subjects’ requests.25 The EDPB confirms that joint controllers have a 

certain flexibility in making those decisions and recommends that they record the relevant 

factors taken into consideration and the analysis leading to those decisions and keep such 

documentation to fulfil their transparency and accountability obligations.26 However, the 

EDPB notes that for processing activities not related to the joint processing, each controller 

                                                 
19 In the context of targeting users in social media, the EDPB has stated that if it is not clear how joint controllers 

will fulfil their obligations regarding data subjects’ rights in practice, they may be in breach of their Art. 26 GDPR 

obligations. In addition, the EDPB has suggested that such uncertainty will mean that the joint controllers have 

not fulfilled their obligations regarding the implementation of appropriate technical and organizational measures 

for demonstrable compliance and thus are in breach of their accountability obligations. EDPB 2020A, p. 35. 
20 EDPB 2020B, pp. 41-42. Such obligations refer to complying with Arts. 5-6, 28, 32-26, 44-49, etc. The EDPB 

has suggested that joint controllers also indicate in their arrangement the limitations to further processing of the 

personal data shared between them, even though irrespective of their arrangement, each controller has to comply 

with the obligation to have a lawful basis for processing and respect the purpose limitation principle.  
21 EDPB 2020A, p. 34. 
22 Ibid., p. 35. 
23 Art. 6(1)(f) and (e) GDPR. 
24 Art. 6(1)(a) and (b) GDPR. 
25 However, irrespective of the terms of the arrangement, data subjects may exercise their GDPR rights in respect 

of and against each of the controllers, as per Art. 26(3) GDPR.  
26 EDPB 2020B, p. 42. 
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still needs to comply with the GDPR obligations imposed on controllers, such as the 

responsibility to designate a DPO.27 

 

The EDPB recommends that for legal certainty the arrangement between joint controllers 

should be made in the form of a contract or other binding document under EU or Member State 

law to which the controllers are subject. Such documentation could also be used as evidence 

of compliance by the joint controllers with their GDPR obligations.28 For transparency 

purposes, the way the joint controllers have allocated their responsibilities in the arrangement 

should be presented in clear and plain language and the arrangement itself should also provide 

‘general information on the joint processing by notably specifying the subject matter and 

purpose of the processing, the type of personal data, and the categories of data subjects’.29 

Indeed, the EDPB has emphasized the necessity of including in the arrangement all relevant 

information on the extent of processing operations, as this will assist the parties in assessing 

the potential risks arising from the processing when carrying out the balancing exercise 

between the controller’s legitimate interests and the data subjects rights and freedoms. 

 

According to the EDPB, including all relevant information is of particular importance in cases 

where only one of the joint controllers is aware and has access to the information necessary for 

both controllers’ compliance with the GDPR.30 Furthermore, under Article 26(2), joint 

controllers must make the essence of their arrangement available to data subjects. The EDPB 

has suggested that the ‘essence’ of the arrangement would cover the information that 

controllers must provide to data subjects under Article 13 and 14 of the GDPR, specifying 

which controller is responsible for what and also providing a designated point of contact for 

data subjects. As joint controllers have flexibility on how to make the essence of the 

arrangement available to data subjects, the EDPB suggests that they may include it in a privacy 

policy or make it available upon request to their data protection officer (‘DPO’) or to another 

designated point of contact.31 Even if not mandatory under the GDPR, the EDPB recommends 

that joint controllers designate a point of contact for data subjects which could be either the 

DPO or the representative (for controllers or processors established outside the Union) or 

another party.32 However, irrespective of the terms of the arrangement, data subjects may 

exercise their rights against each of the controllers.33  

 

Finally, the EDPB has also suggested that joint controllers indicate in their arrangement how 

they will communicate with supervisory authorities in various contexts including notifying a 

personal data breach or requesting a consultation prior to the processing of personal data. 

Similar to data subjects, however, supervisory authorities are not limited by the terms of the 

arrangement either in relation to whether a party is a joint controller or in choosing which of 

the joint controllers to contact.34 

 
  

                                                 
27 Ibid., p. 42; EDPB 2020A, p. 36. 
28 EDPB 2020B, p. 43. 
29 Ibid., p. 43; also see EDPB 2020A, p. 34. 
30 Ibid. 
31 EDPB 2020B, p. 44. 
32 Ibid. 
33 Art. 26(3) GDPR. With regard to liability, see Art. 82 GDPR. The EDPB also clarifies that for joint controllers 

established in different Member States or if only one joint controller is established in the Union, data subjects 

may choose to contact either the joint controller established in the State of their habitual residence or a joint 

controller established in another Member State. EDPB 2020B, p. 44.  
34 EDPB 2020A, p. 37; EDPB 2020B, p. 45. 
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Article 27. Representatives of controllers and processors not 

established in the Union 

 

Christopher Millard and Dimitra Kamarinou 

 

[To be considered with Section C – 4. Exemptions] 

 

p. 595 

 

Add after the second sentence of the last paragraph: 

 

As the exemption from the designation obligation is not limited to processing which is unlikely 

to result in a ‘high’ risk to the rights and freedoms of natural persons, the EDPB has clarified 

that controllers or processors not established in the Union must designate a representative in 

any case where processing is likely to result in a risk to the rights and freedoms of natural 

persons, even if such risk is considered to be ‘low’.1 

 

Add at the end of the last paragraph: 

 

However, the EDPB has clarified that whether an entity qualifies as a ‘public authority or body’ 

would depend on a case-by-case assessment by supervisory authorities. In the EDPB’s view, it 

is unlikely that there would be many cases where a public authority or body established outside 

the Union would offer goods or services to or monitor the behaviour of data subjects in the 

Union.2  

 

[To be considered for Section C – 6. Obligations of the representative] 

 

p. 596 

 

Add after the first sentence: 

 

The EDPB has clarified that notwithstanding the representative’s record keeping obligation, 

the person responsible for the ‘primary content and update of the record’ would be the 

controller or processor and they would have to provide their representative with all ‘accurate 

and updated information’ regarding such records.3 With regard to the representative’s 

obligation to cooperate with supervisory authorities, the EDPB has suggested that, in practice, 

this means that representatives must ‘facilitate any informational or procedural exchange 

between a requesting supervisory authority and a controller or processor established outside 

the Union’.4 

 

  

                                                 
1 EDPB 2019, p. 26. 
2 Ibid., p. 26. However, according to the EDPB, such cases could arise if, for example, tax authorities established 

outside the Union monitor the behavior of data subjects in the Union to calculate their worldwide tax liability or 

if public health bodies established outside the Union monitor the behavior of data subjects in the Union for track 

and trace purposes in the event of a pandemic (or other public health emergency). 
3 EDPB 2019, p. 27.  
4 Ibid. 
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[To be considered with Section C – 8. Enforcement] 

 

p. 597 

 

Add after the last paragraph: 

 

In addition, the EDPB has confirmed that under the GDPR representatives are not liable for 

infringements of the controller or processor they represent but only for the obligations 

addressed directly to representatives in Articles 30 and 58(1) of the GDPR.5 As the nature of 

the role of representatives is to be a point of contact in the Union for the controller or processor 

not established in the Union and to facilitate enforcement proceedings against such controllers 

or processors, it follows that the intention of the GDPR was to ‘enable supervisory authorities 

to initiate enforcement proceedings through the representative’.6 In practice, this means that 

supervisory authorities may ‘address corrective measures or administrative fines’ imposed on 

controllers or processors not established in the Union to representatives but without holding 

representatives directly liable for such measures or fines.7 Representatives act only as a liaison 

between supervisory authorities and the controllers or processors they represent. 
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Article 28. Processor 

 

Christopher Millard and Dimitra Kamarinou 

 

[To be considered with Section C – 1. Introduction] 

 

p. 605 

 

Add the following paragraphs just before the last sentence of the first paragraph: 

 

In September 2020, the EDPB issued its ‘Guidelines 07/2020 on the concepts of controller and 

processor in the GDPR’ (Version 1.0),1 which replace an Opinion first issued by the WP29 in 

2010.2 The EDPB has confirmed that the term ‘sufficient guarantees’ refers to those 

measures/guarantees that the processor can ‘demonstrate to the satisfaction of the controller’ 

by producing relevant documentation (e.g. data protection notices, reports of audits, etc.) so 

that the controller can take those guarantees into account when carrying out a risk assessment 

prior to specific processing activities.3 The EDPB suggests that, in assessing whether the 

guarantees are sufficient, the controller must conduct a risk assessment which evaluates factors 

such as a processor’s expert knowledge, reliability, resources, adherence to an approved code 

of conduct or certification mechanism, and possibly its reputation in the relevant market.4 

Furthermore, the controller’s obligation to use only processors providing sufficient guarantees 

is ongoing and extends beyond the conclusion of the initial contract between the controller and 

processor to cover the controller’s obligation to verify the processor’s guarantees regularly 

through audits or inspections.5 

 

The EDPS issued a ‘Public Paper on outcome of own-initiative investigation into EU 

institutions’ use of Microsoft products and services’ on 2 July 2020. It focuses on the Inter-

Institutional License Agreement (‘ILA’) that EU institutions signed with Microsoft in 2018 

and its consistency with the EUDPR. While that instrument is the data protection regime 

specifically for processing of personal data by EU institutions, the recommendations are of 

wider interest, as the EUDPR is based on, and very similar to, the GDPR.6 

 

The GDPR does not provide any details regarding the process and logistics for conducting an 

audit or an inspection. However, the EDPB has clarified that the parties must cooperate in good 

faith and assess whether audits are required.7 Where processors commit to arrange and pay for 

internal security audits, which may produce reports for controllers, the EDPS has suggested 

that it should be clear whether these audits also cover data protection compliance. As security 

is only one aspect of data protection, audits should cover compliance with other data protection 

                                                 
1 EDPB 2020. 
2 WP29 2010A. 
3 EDPB 2020, pp. 29-30. 
4 Ibid., p. 30.  
5 When a processor engages a sub-processor, a contract must be concluded between them which imposes the same 

data protection obligations on the sub-processor as the ones imposed on the original processor. As a result, these 

obligations include the obligation to allow for and contribute to audits or inspections carried out by the controller 

or by an independent auditor mandated by the controller. See EDPB 2020, p. 30 and p. 36. 
6 EDPS 2020, p. 6. 
7 EDPB 2020, p. 38.  
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issues, such as transparency obligations, further processing, and others.8 In addition, according 

to the EDPS, the processor’s claim that such security audits are sufficient to meet their auditing 

compliance obligations is incorrect, as audits conducted by a processor, and thus limited in 

scope to what a processor thinks an audit should cover, cannot replace a controller’s effective 

right to conduct an audit or mandate an auditor to do so.9 

 

Add the following after the second sentence of the second paragraph: 

 

In cases of general written authorisations, the EDPS has recommended that the processor must 

provide the controller with a list of sub-processors at the time when the general authorisation 

is given,10 and provide details as to the type of processing, its relation to specific products or 

services, and the relevant data protection safeguards that will be in place when processing is 

undertaken by specific sub-processors.11 

 

Regarding the controller’s right to object to any additions or changes of other processors, the 

EDPS has argued that the opportunity to object must be ‘meaningful’.12 As a result, a ‘take-it-

or-leave-it’ scenario, whereby the sole and exclusive remedy of the controller is to terminate 

its contract with the processor, would not be a meaningful remedy according to the EDPS. This 

is because, in the EDPS’ view, if terminating one service means having to terminate an entire 

suite of services and if a controller does not consider that a viable business option, that would 

result in the controller having no choice but to accept a sub-processor.13 

 

Add the following after the third sentence of the second paragraph: 

 

The EDPB has clarified that the requirement to impose on sub-processors the same obligations 

as the ones imposed on processors must be interpreted in a functional and not formal manner. 

The requirement to include the ‘same’ obligations refers to the substance of the obligations 

rather than a replication of the exact same words included in the controller-processor contract. 

In this context, the EDPB further clarified that if a sub-processor is entrusted with a particular 

part of the processing for which certain obligations do not apply, the contract should not include 

these obligations ‘by default’ so as not to cause confusion and legal uncertainty.14 

 

Add at the end of the second paragraph: 

 

For specific written authorisations, the EDPB has suggested that these could refer to a ‘specific 

sub-processor for a specific processing activity and at a specific time’ and ‘if a processor’s 

request for a specific authorisation is not answered to within the set timeframe, it should be 

held as denied’.15 Therefore, according to the EDPB the difference between general and 

specific authorisations has to do with the interpretation of the controller’s non-response to a 

request. With regard to a general authorisation, the controller’s silence is to be interpreted as 

                                                 
8 EDPS 2020, p. 18. 
9 Ibid., p. 18. 
10 Ibid., p. 15. 
11 Ibid., p. 16. The EDPB has recommended that the contract between the controller and processor sets the 

processes on how the processor must obtain a general or specific authorisation. Also, the EDPB has suggested 

that specific information on the sub-processors should include their individual locations. See EDPB 2020, p. 36 

and p. 39. 
12 EDPS 2020, p. 16. 
13 Ibid., p. 16. 
14 EDPB 2020, p. 40.  
15 Ibid., p. 39. 
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an authorisation. In contrast, with regard to a specific authorisation, the controller’s silence is 

to be interpreted as a refusal to provide authorisation for the specific sub-processor(s) for which 

the processor is requesting authorisation.16 In both cases, the EDPB has suggested that the 

relevant communication procedures and timeframes must be included in the controller-

processor contract and such timeframe must be reasonable according to the type and 

complexity of processing.17 

 

[To be considered with Section C. – 2. Contract between controller and processor] 

 

Add at the beginning of the paragraph: 

 

Article 28(3) imposes direct obligations on processors including their duty to assist the 

controller in complying with the GDPR.18 In addition, the contract between the controller and 

processor must be in writing, include all the necessary signatures, be legally binding on the 

processor in regards to the controller and must also specify the obligations of the controller.19 

According to the EDPB, the obligation to have a legally binding contract is an obligation of 

both the controller and processor (or only the processor if the controller is not subject to the 

territorial scope of the GDPR under Article 3)20 and the absence of such a contract may lead to 

administrative fines being imposed by the competent supervisory authority on both parties.21 

However, the nature of the controller – processor relationship is not dependent on the existence 

or absence of a contract between the two parties and if the contract is not reflective of the actual 

functional control over the processing of personal data, then the contract may be set aside.22 

 

With regard to the common industry practice of major service providers drafting data 

processing agreements unilaterally and asking smaller controllers to accept those standard 

terms, the EDPB has acknowledged that this practice is not necessarily problematic or 

sufficient in itself to make the service provider a controller. Smaller controllers which choose 

to accept such standard data protection terms drafted by big service providers should first assess 

those terms’ compliance with data protection law, as this imbalance of contractual power does 

not change the fact that the controller is the party ultimately responsible for ensuring and 

demonstrating compliance with the GDPR. However, the EDPB confirms that if a service 

provider makes any changes to such standard terms, it should notify the controller directly and 

get its approval before such terms can be considered to be compliant with Article 28.23 

 

With regard to the general content of the controller-processor contract, the EDPB refers to 

recital 81 GDPR which clarifies that the contract should take into account ‘the specific tasks 

and responsibilities of the processor in the context of the processing to be carried out and the 

risk to the rights and freedoms of the data subject’. According to the EDPB, this means that the 

content of the contract must reflect the actual risks of the specific processing operations and, 

as such, the level of severity of measures and protections must be in line with the level of risk 

arising from the specific processing by the processor. As a result, the content of the contract 

must be tailored to specific risks and as the processing takes place on the controller’s behalf, it 

                                                 
16 Ibid., p. 40.  
17 Ibid., p. 40.  
18 Ibid., p. 29.  
19 Ibid., p. 30.  
20 See EDPB 2019. 
21 EDPB 2020, p. 31. 
22 Ibid., p. 31, FN 35. 
23 Ibid., p. 32. 
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is the controller which must provide the processor with all the information necessary to make 

the processor aware of the nature, context, and scope of the specific processing operations.24 

In this context, the EDPB suggests that information included in the contract about the subject-

matter, duration, and nature of processing, the type of personal data, the categories of data 

subjects, and the obligations and rights of the controller be as specific as possible to assist the 

processor (or third parties) in understanding the content and risks of the processing.25 

 

[To be considered with Section C. – 3. Standard contractual clauses] 

 

p. 606 

 

Add after the first sentence of the first paragraph: 

 

The EDPB has confirmed that standard contractual clauses (‘SCCs’) are just one option 

available to controllers and processors for documenting their relationship and they are not 

preferred over contracts that the parties may negotiate on an individual basis.26 However, if 

they choose to make use of SCCs, the data protection clauses in any agreement must be the 

same as the ones included in the SCCs and if the parties agree to incorporate SCCs in their 

broader agreements, they should ensure that any additional clauses do not contradict the SCCs 

or other GDPR provisions.27 

 

p. 607 

 

Add at the end of the first full paragraph on the page: 

 

As the controller’s instructions to its processor must be documented, the EDPB suggests that 

any further instructions, not originally included in the contract or other legal act between the 

controller and processor, should also be kept in a written form, together with the contract or 

legal act, so that the controller can use such records as evidence to demonstrate that its 

instructions were documented. Where the processor is required by Union or Member State law 

to process personal data in a manner different than on the documented instructions of the 

controller, the EDPB suggests that the parties may need to seek legal advice when negotiating 

data processing agreements to ascertain whether such legal requirements exist.28 

 

Add after the first sentence of the second full paragraph on the page: 

 

The EDPB has suggested that such confidentiality commitment must be ‘appropriate’ meaning 

that ‘it must effectively forbid the authorised person from disclosing any confidential 

information without authorisation and it must be sufficiently broad so as to encompass all the 

personal data processed on behalf of the controller as well as the details concerning the 

relationship’.29 

 

  

                                                 
24 Ibid., p. 33. 
25 This is similar to what the EDPB has suggested for the content of the arrangement between joint controllers. 

See EDPB 2020, p. 33 and p. 43. 
26 Ibid., p. 31.  
27 Ibid., p. 31. 
28 Ibid., p. 34. 
29 Ibid., p. 35. 
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Add at the end of the second full paragraph on the page: 

 

The EDPB has clarified that the contract should include details on the security measures that 

the processor needs to implement, so that the controller can assess their compliance with 

Article 32 and be able to fulfil its accountability obligation. The contract must also impose on 

the processor an obligation to seek the controller’s approval before making any changes to such 

measures and to review the measures regularly to ensure they are still appropriate for the level 

of the risk arising from the processing.30 The EDPB has suggested that, depending on the 

circumstances, the controller’s detailed instructions on the specific measures to be 

implemented by the processor or more general instructions identifying the minimum security 

standards to be followed by the processor may be included in an annex to the main contract.31 

However, these security obligations imposed on the processor are different to and separate 

from, although they may overlap with, the obligation to assist the controller in meeting its 

obligation to implement appropriate technical and organisational measures (Article 28(3)(f) 

GDPR).32 

 

Add after the first sentence of the third full paragraph on the page: 

 

Such assistance may simply be that the processor must forward any data subject request it 

receives to the controller, as the controller is the one responsible for responding to data 

subjects’ requests. However, the EDPB has suggested that in cases where the processor must 

take a more active role in assisting the controller, such as when the processor is the one which 

must extract and manage the personal data in question, the contract between the controller and 

processor may provide details as to any relevant specific, technical duties imposed on the 

processor. As with all other obligations, the level of assistance required by the processor is 

commensurate to the nature and context of the specific processing.33 However, as the controller 

is the one ultimately responsible for responding to requests, the EDPB has clarified that the 

controller cannot extend the GDPR deadlines for responding to requests by claiming that the 

necessary information must be provided by the processor.34 

 

Add at the end of the third full paragraph on the page: 

 

With regard to the processor assisting the controller in complying with its obligations under 

Articles 32-36, the EDPB has suggested that the relevant procedures and template forms 

detailing how the assistance is to be provided should be included as an annex to the controller-

processor contract. The processor’s obligation to notify a personal data breach to the controller 

without undue delay (Article 33(2)) means that there must be a specific time frame within 

which the processor must make the notification, which should be specified in the contract along 

with details about the point of contact for the notifications.35  

 

Under Article 28(3)(g), on termination of the processing activities, the processor also has the 

obligation to delete in a secure manner or return to the controller all of the personal data and 

delete any existing copies, unless there is a requirement to keep them for longer under Union 

or Member State law. If any such legal requirement exists, the EDPB has suggested that the 

                                                 
30 Ibid., p. 35. 
31 Ibid., p. 35. 
32 Ibid., p. 37. 
33 Ibid., p. 36. 
34 Ibid., p. 36. 
35 Ibid., p. 37.  
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parties inform each other as soon as possible. Moreover, the EDPB has clarified that the 

contract should specify the controller’s choice as to whether the processor must return or delete 

the personal data on termination of processing, but the contract should also allow and provide 

for a process by which the controller may subsequently change such instructions.36 

 

p. 608 

 

Add after the sentence at the top of the page: 

 

The EDPB has recommended that the controller and processor discuss and include in their 

contract what would happen if the processor notified the controller that one of the controller’s 

instructions contravened data protection law and the controller did not take any action and 

refused to repeal the unlawful instruction. In such a case, the EDPB has suggested that the 

contract could include a termination clause.37  

 

Add at the end of the section: 

 

In November 2020, the European Commission (‘Commission’) published its draft 

implementing decision and accompanying annex for the standard contractual clauses between 

controllers and processors under Article 28(7) GDPR and Article 29(7) of Regulation (EU) 

2018/1725 on the protection of natural persons with regard to the processing of personal data 

by Union institutions. In its decision, the Commission asserted that it makes sense for the same 

set of standard contractual clauses to apply between controllers and processors subject to the 

GDPR and those subject to the EUDPR. This is to ensure a coherent approach to personal data 

protection in the Union, as ‘rules applicable to the public sector in the Member States and the 

data protection rules for Union institutions, bodies, offices and agencies were aligned as far as 

possible between Regulation (EU) 2016/679 and Regulation (EU) 2018/1725’.38  

 

Article 1 of the draft decision states that the standard contractual clauses set out in the Annex 

to the decision meet the requirements of the relevant provision in GDPR and EUDPR. 

Somewhat confusingly, the Annex itself has seven numbered Annexes which, according to 

clause 1(d) of the Annex, ‘form an integral part of the Clauses’.39 The Annex contains ten 

clauses which, for the most part, replicate the wording of the relevant provisions in the GDPR 

and EUDPR. This is understandable considering the extent to which detailed requirements for 

the content of agreements between controllers and processors are already specified in those 

Regulations. However, the Commission has proposed that the obligations be more specific in 

some areas. For example, in place of the requirement in Article 33(2) that the processor should 

notify the controller of a personal data breach ‘without undue delay’, clause 7 para 7.3(a) states 

that the processor should notify the controller of a personal data breach ‘at the latest within 48 

hours’ after becoming aware of the breach. In addition, clause 7 para 7.4(c) states that where a 

processor arranges for an independent audit, the processor should also bear the cost of the 

independent auditor. Moreover, clause 7 para 7.6(a) imposes an obligation on the parties to 

specify the time periods prior to which a processor must request a general or specific 

authorization from the controller in order to engage or make changes to its sub-processors. 

Furthermore, clause 8(a) can be read as permitting controllers to authorize processors, 

potentially in advance, to reply to data subjects’ requests submitted directly to them. It should 

                                                 
36 Ibid., p. 38.  
37 Ibid., p. 39.  
38 Commission Draft SCC Controller Processor Decision 2020, para. 2. 
39 Commission Draft SCC Controller Processor Decision 2020 Annex. 
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be noted that, according to clause 2(a), the parties must not modify these standard contractual 

clauses and in the event of a conflict between these clauses and any other agreement existing 

when these clauses were signed or entered into, the standard contractual clauses will prevail 

(clause 4).  

 

The Annexes to the main Annex provide a template for the parties to complete in order to set 

out their specific arrangements. Annex I should provide a list of the relevant parties (controllers 

and processors), with contact details, as well as their signature and the accession date. Annex 

II should provide a description of the processing activities, including the purposes for which 

personal data are processed on behalf of the controller, the duration of processing, the 

categories of personal data and, if applicable, special categories of data processed, the 

categories of data subjects concerned, the records of processing, and information on where the 

data are stored and processed. Annex III should list and describe both the general technical and 

organizational measures implemented as well as the specific measures implemented to ensure 

the security of data by the processor. Where necessary, Annex III should provide details of the 

various measures and requirements to satisfy the aims listed in Article 32 GDPR,40 and 

descriptions of measures to achieve the following: user identification and authorization, 

logging of events, system configuration, internal IT and IT security governance managements, 

protection of data during transmission and storage, certification and assurance of processes, 

data minimization, quality, and retention, accountability, and data portability and disposal. 

Annex IV should document the instructions of the controller to the processor and Annex V 

should document specific restrictions and/or safeguards concerning processing of special 

category data. Such restrictions refer to restrictions regarding access to data and the purposes 

for which information may be processed. Relevant safeguards include the obligation to keep 

records of access to data, to require staff who has access to such data to undertake specialized 

training, and to implement additional security measures, such as strong encryption during 

transmission. Annex VI should list all the sub-processors and Annex VII the appropriate 

technical and organizational measures that the processor has in place to assist the controller. 

Finally, Article 3 of the draft decision states that the Commission will carry out a periodic 

evaluation of the practical applicability of the standard contractual clauses as per Article 97 

GDPR.  

 

[To be considered with Section C. – 5. Change in status from processor to controller] 

 

p. 610 

 

Add after the first full sentence on the page: 

 

Unless complying with a Union or Member State law which prohibits the processor from 

informing the controller of a processing activity that contravenes its instructions, if a processor 

goes beyond the instructions of a controller and processes personal data for its own purposes, 

that processor will be considered a de facto controller and will assume the obligations and 

liabilities of the controller. For this reason, it is important that a controller’s instructions to its 

processor cover clearly defined purposes of processing and expressly prohibit all other 

purposes, to avoid a situation where a processor has significant discretion to define the 

                                                 
40 According to Article 32(1)(a) to (d) GDPR, controllers and processors should implement appropriate technical 

and organizational measures to ensure the pseudonymisation and encryption of data, the ongoing confidentiality, 

integrity and availability of processing systems and services, the ability to restore availability and access to 

personal data in a secure manner, and the ability to regularly test, assess, and evaluate the effectiveness of such 

measures. 
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purposes itself, and thus, act as a controller in a way that is not transparent to the controller 

providing the instructions.41 
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Article 32. Security of processing 

Cédric Burton* 

 

[To be considered with Section B – 1. EU legislation] 

 

On p. 633, replace footnote 12 with the following: EDPB 2020C, pp. 31-32.  

 

On 16 December 2020, the Commission published a Proposal for a revised NIS Directive 

(‘NIS2 Proposal’).1 The NIS2 Proposal has expanded coverage as compared with the previous 

NIS Directive, and now covers several new sectors and introduces a size cap, so that all large 

and medium-sized companies in these sectors are included in its coverage. It also eliminates 

the distinction between essential services and digital service providers; strengthens security 

requirements; and addresses the security of supply chains and supplier relationships. The NIS2 

Proposal introduces more stringent supervisory measures for national authorities; includes 

stricter enforcement requirements; and attempts to harmonise sanctions across Member States. 

 

Article 17 NIS2 Proposal provides that security measures should be approved by companies’ 

management bodies, who should receive periodic trainings to ‘apprehend and assess’ 

cybersecurity risk management practices. Article 18(2) NIS2 Proposal lists the areas to be 

covered by such security measures, including business continuity, supply chain security, 

policies, and cryptography. Fines cannot be imposed under NIS2 Proposal where one has been 

imposed under GDPR for the same infringement (see Article 32 NIS2 Proposal). 

 

Several guidelines issued by the EDPB also address the security of data processing: 

1. EDPB Guidelines 3/2019 on processing of personal data through video devices 

distinguish between data security and system security. They define system security as 

‘physical security of all system components, and system integrity i.e., protection against 

and resilience under intentional and unintentional interference with its normal 

operations and access control’, and data security as ‘confidentiality (data is accessible 

only to those who are granted access), integrity (prevention against data loss or 

manipulation) and availability (data can be accessed when it is required)’.2 

2. EDPB Guidelines 1/2020 on connected vehicles highlight the security risks associated 

with connected vehicles, which can include functionalities, services and interfaces such 

as the Web, USB, RFID, Wi-Fi, and others. It notes that ‘connected vehicles are critical 

systems where a security breach may endanger the life of its users and people around’.3 

Thus, the EDPB requires that ‘vehicle and equipment manufacturers, service providers 

and other data controllers shall put in place measures that guarantee the security and 

confidentiality of processed data and take all useful precautions to prevent control being 

taken by an unauthorised person’.4 In particular, the EDPB recommends that industry 

participants should consider adopting measures such as encryption, hashing, and strong 

user authentication.5 

                                                 
* The author is grateful for the outstanding research assistance of Roberto Yunquera Sehwani. 
1 NIS2 Proposal. 
2 EDPB 2020C, p. 31. 
3 EDPB 2020D, paras. 56-57. 
4 Ibid., para. 90. 
5 Ibid., paras. 90-91. 
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3. EDPB Guidelines 4/2020 on the use of location data and contact tracing tools in the 

context of the COVID-19 outbreak require that ‘state-of-the-art cryptographic 

techniques must be implemented to secure the data stored in servers and applications, 

exchanges between applications and the remote server. Mutual authentication between 

the application and the server must also be performed’.6 The Guidelines contain a 

detailed description of the security measures which contact tracing apps should adopt. 

 

[To be considered with Section C – 1. Scope of the security obligation] 

 

Change the title of Section C – 1. to ‘Guidance, law, and practice in the EU and the Member 

States’. 

 

The EDPB Guidelines 7/2020 on controller and processor discuss the impact of security on the 

roles of parties in data processing. The Guidelines define ‘non-essential means’ with regard to 

security as concerning practical aspects of implementation,7 and state that, while decisions on 

non-essential means could be left to the processor, the controller must stipulate certain elements 

in the processor agreement, and be fully informed about the means that are used.8 They also 

find it advisable to document at the minimum the necessary technical and organisational 

measures in the contract.9 The EDPB makes detailed pronouncements on what should be 

included in the contract between controller and processor with regard to security, including 

‘the security measures to be adopted, an obligation on the processor to obtain the controller’s 

approval before making changes, and a regular review of the security measures so as to ensure 

their appropriateness with regard to risks, which may evolve over time. The degree of detail of 

the information as to the security measures to be included in the contract must be such as to 

enable the controller to assess the appropriateness of the measures pursuant to Article 32(1) 

GDPR’.10 Finally, the Guidelines state as follows with regard to the structure of the contract: 

 

In some cases, the controller may provide a clear and detailed description of the security 

measures to be implemented. In other cases, the controller may describe the minimum 

security objectives to be achieved, while requesting the processor to propose 

implementation of specific security measures. In any event, the controller must provide 

the processor with a description of the processing activities and security objectives 

(based on the controller’s risk assessment), as well as approve the measures proposed 

by the processor. This could be included in an annex to the contract. The controller 

exercises its decision-making power over the main features of the security measures, 

be it by explicitly listing the measures or by approving those proposed by the 

processor.11 

 

[To be considered with Section C – 3. Accountability, liability and fines] 

 

Several significant penalties for security breaches have been imposed in the Member States. 

The following are a few examples: 

                                                 
6 EDPB 2020B, para. 45. 
7 EDPB 2020A, para. 38. 
8 Ibid., para. 39. 
9 Ibid. 
10 Ibid., para. 123. 
11 Ibid., para. 124. 
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1. 28 May 2019: The French Commission nationale de l’informatique et des libertés 

(‘CNIL’) fined the company Sergic EUR 400,000.12 Sergic’s website allowed users to 

access confidential documents of other users. The CNIL considered that authentication 

was an essential precaution which would have avoided the security breach. 

2. 16 October 2020: The UK Information Commissioner (‘ICO’) imposed a penalty of 

GBP 20 million on British Airways (‘BA’).13 The breach involved an attacker gaining 

access to BA’s IT systems and accessing card data. The ICO also found that that BA 

was in breach of its own security policies. 

3. 30 October 2020: The ICO fined Marriott International Inc. GBP 18.40 million for 

failing to keep the records of millions of hotel guests secure.14  

4. 13 November 2020: The ICO fined Ticketmaster GBP 1.25 million.15 Ticketmaster 

failed to complete a proper security risk assessment before implementing a chat bot 

function on its web site, which led to a security breach. 

5. 18 November 2020: The CNIL fined Carrefour France EUR 2.25 million for a security 

breach, which included not taking the necessary measures to secure personal data on its 

website even though it knew it had a vulnerability.16 
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Article 33. Notification of a personal data breach to the supervisory 

authority 

 

Cédric Burton* 

 

[To be considered with Section B – 1. EU legislation] 

 

On 16 December 2020, the Commission published a Proposal for a revised NIS Directive 

(NIS2 Proposal).1 Article 20(1) NIS2 Proposal provides as follows: ‘Member States shall 

ensure that essential and important entities notify, without undue delay, the competent 

authorities or the CSIRT in accordance with paragraphs 3 and 4 of any incidents having a 

significant impact on the provision of their services. Where appropriate, those entities shall 

notify, without undue delay, the recipients of their services of incidents that are likely to 

adversely affect the provision of that service’. Under Article 20(2) NIS2 Proposal, Member 

States are also to ensure that essential and important entities ‘notify, without undue delay, the 

competent authorities or the computer security incident response teams (‘CSIRT’) of any 

significant cyber threat that those entities identify that could have potentially resulted in a 

significant incident’. 

 

There should be an initial notification submitted within 24 hours after having become aware of 

the incident, followed by a final report no later than one month after the submission of the 

initial notification. Regulators may ask for intermediate reports as a status update. Regulators 

shall respond to the initial notification by including feedback on the incident and proposing 

mitigation measures,2 and shall forward any incident notification to the DPAs responsible 

under the GDPR if the notification entails a personal data breach. Fines cannot be imposed 

under NIS2 where one has been imposed under GDPR for the same infringement.3 

 

[To be considered with Section B – 3. National developments] 

 

On p. 643, replace the sentence in brackets ‘(which approved the Regulation implementing the 

Spanish Data Protection Act)’ with the following: ‘(which approved the Regulation 

implementing the Spanish Data Protection Act 1992, and has not been formally repealed by 

the Spanish Data Protection Act 2018)’. 

 

[To be considered with Section C – 1. Member State law and practice] 

 

Change the title of section C – 1. to ‘Guidance, law, and practice in the EU and the Member 

States’. 

 

On 14 January 2021, the EDPB released a consultation version of its Guidelines 1/2021 on 

examples regarding data breach notifications.4 The draft Guidelines include examples on 

dealing with data breaches of different types under the GDPR, including those caused by 

                                                 
* The author is grateful for the outstanding research assistance of Roberto Yunquera Sehwani. 
1 NIS2 Proposal. 
2 See Arts. 20(4) and 20(5) NIS2 Proposal. 
3 See Art. 32 NIS2 Proposal. 
4 EDPB 2021. 
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ransomware; data exfiltration attacks; internal human risk sources; lost or stolen devices and 

paper documents; misposting; and social engineering. Controllers need to make the notification 

assessment at the time they become aware of the breach, without waiting for forensic 

investigations to return results and before waiting for mitigation steps to be adopted. DPAs 

may have recourse to corrective powers if companies wrongly decide not to notify following 

their initial self-assessment. 

 

According to the Dutch Data Protection Authority, the number of breaches notified to it rose 

to 28,000 in 2019.5 

 

In footnote 36 on p. 645, replace the citation to the consultation version of the EDPB Guidelines 

with that of the final version of EDPB Guidelines 3/20186 and the page citation (which should 

be p. 13 in the final version of the Guidelines). 

 

[To be considered with Section C – 3. Data breaches subject to notification] 

 

The Irish Data Protection Commission has noted that 4% of notifications to it did not meet the 

criteria to be considered a personal data breach under the GDPR, and 13% of notifications to 

the DPC were found not to be submitted ‘without undue delay’.7 

 

In October 2019, the Irish Data Protection Commission issued ‘A Practical Guide to Personal 

Data Breach Notifications under the GDPR’.8 Among the areas considered in the Guide are 

assessing risk; late notifications or no notification; inadequate reporting; technical knowledge; 

repeat breach notifications; social engineering; and data accuracy. 

 

[To be considered with Section C – 5. Obligations of data processors] 

 

In its Guidelines on the concepts of controller and processor issued in 2020, the EDPB states 

that data processors must assist data controllers in notifying data breaches to DPAs and data 

subjects. The processor’s notification of the breach to the data controller should take place 

without undue delay. The contract between them should contain further details concerning 

notification.9 

 

[To be considered with Section C – 10. Penalties] 

 

In October 2020, the UK Information Commissioner (‘ICO’) fined Marriott International Inc. 

GBP 18.40 million for failing to keep the records of millions of hotel guests secure.10 In its 

decision, the ICO stated that ‘Marriott was incorrect to submit that the GDPR requires the 

controller to be reasonably certain that a personal data breach has occurred before notifying the 

commissioner. Rather, a data controller must be able reasonably to conclude that it is likely a 

personal data breach has occurred to trigger the notification requirement under Article 33’.11 

 

                                                 
5 Dutch DPA 2020. 
6 EDPB 2019. 
7 Irish DPA 2019B. 
8 Irish DPA 2019A. 
9 EDPB 2020B, para. 133. 
10 UK ICO Marriott Penalty. 
11 UK ICO Marriott Penalty, para. 6.73. 
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In November 2020, the French Commission nationale de l’informatique et des libertés 

(‘CNIL’) fined Carrefour France EUR 2.25 million for a security breach, which included not 

taking the necessary measures to secure personal data on its website even though it knew it had 

a vulnerability.12 Carrefour did not notify the CNIL, as it considered the risks to be low. The 

attack consisted of 800,000 connection requests from 10,000 IP addresses. In concluding that 

the breach should have been notified, the CNIL took the following factors into account: the 

breach was caused by a malicious attack; a large number of individuals were affected; and the 

personal data breached including contact information of the individuals concerned (e.g., 

including name and phone number).13 

 

In December 2020, the Irish Data Protection Commission (‘DPC’) announced a conclusion to 

an investigation it conducted into Twitter International Company concerning a breach 

notification by Twitter.14 The DPC found that Twitter infringed Article 33(1) and 33(5) of the 

GDPR by failing to notify the breach on time and failing to adequately document it. The DPC 

imposed a fine of EUR 450,000 on Twitter. The draft decision of the DPC was submitted to all 

other DPAs under Article 60 GDPR, and was the first such case to go through the Article 65 

dispute resolution procedure. It was the subject of a decision by the EDPB in November 2020.15 
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Irish DPA 2020: Irish Data Protection Commissioner, ‘Data Protection Commission announces decision in 

Twitter inquiry’ (15 December 2020). 

 

                                                 
12 CNIL Carrefour Fine. 
13 Ibid., para. 168. 
14 Irish DPA 2020. See also the commentary on Art. 65 in this update. 
15 EDPB 2020A. 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/jaarverslag-ap-2019-meer-focus-op-handhaving
https://autoriteitpersoonsgegevens.nl/nl/nieuws/jaarverslag-ap-2019-meer-focus-op-handhaving


Article 33 

Burton 

145 

Irish DPA 2019A: Irish Data Protection Commission, ‘A Practical Guide to Personal Data Breach Notifications 

under the GDPR' (October 2019). 

 

Irish DPA 2019B: Irish Data Protection Commissioner, ‘Data Breach Trends from the First Year of the GDPR’ 

(21 October 2019). 

 

UK ICO Marriott Penalty: UK Information Commissioner, Penalty Notice, Marriott International Inc, 

COM0804337, October 30, 2020. 
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Article 34. Communication of a personal data breach to the data 

subject 

 

Cédric Burton* 

 

[To be considered with Section B – 1. EU legislation] 

 

On 16 December 2020 the Commission published a Proposal for a revised NIS Directive (NIS2 

Proposal).1 Under the Proposal, essential and important entities need to notify competent 

authorities or computer security incident response teams (‘CSIRTs’) of incidents having a 

significant impact. In this case, companies shall communicate these incidents to the recipients 

of the services ‘where appropriate’. In addition, entities need to notify competent authorities or 

CSIRTs of any significant cyber threats that could have resulted in an incident.  

 

Entities should communicate to the recipients of the services any measures they could take to 

mitigate the risk of the incident taking place ‘where applicable’, and the cyber threat itself 

‘where appropriate’.2 Competent authorities or CSIRTs may communicate the incident to the 

public, or require companies to do so, where this is necessary to handle an ongoing incident or 

prevent future incidents.3 Fines cannot be imposed under NIS2 Proposal where one has been 

imposed under GDPR for the same infringement.4 

 

On p. 656, change the phrase ‘The DPD had no equivalent to Article 33 GDPR’ to ‘The DPD 

had no equivalent to Article 34 GDPR’. 

 

[To be considered with Section C – 1. Member State law and practice] 
 

Change the title of Section (C)(1) to ‘Guidance, law, and practice in the EU and the Member 

States’. 
 

On 14 January 2021, the EDPB released a consultation version of its Guidelines 1/2021 on 

examples regarding data breach notifications.5 The guidance contains examples of assessments 

of whether a data breach notification or a communication to the data subjects is necessary. In 

addition, the guidance also reminds of the risk of human error when carrying out the 

communication to the public. It recommends that access control mechanisms be implemented 

to avoid sending communications to the wrong individual.6 
 

In October 2019 the Irish Data Protection Commission issued ‘A Practical Guide to Personal 

Data Breach Notifications under the GDPR’.7 The guidance restates basic principles regarding 

communication to the data subjects. For instance, it recalls that communication to data subjects 

                                                 
* The author is grateful for the outstanding research assistance of Roberto Yunquera Sehwani. 
1 NIS2 Proposal. 
2 Art. 20(2) NIS2 Proposal. 
3 Art. 20(5) NIS2 Proposal. 
4 Art. 32 NIS2 Proposal. 
5 EDPB 2021. 
6 Ibid., p. 22. 
7 Irish DPA 2019. 
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should be done particularly promptly where there is a need to mitigate an immediate risk to 

them.8 

 

[To be considered with Section C – 10. Enforcement] 
 

In October 2020 the UK Information Commissioner (‘ICO’) fined Marriott International Inc. 

GBP 18.40 million for failing to keep the records of millions of hotel guests secure.9 Marriott 

had sent emails to the affected individuals but then claimed that it complied with Article 34 

GDPR by setting up a specific website and press release. The ICO disagreed and found that the 

emails were the tool through which Marriott complied with Article 34 GDPR with regards to 

its registered individuals, and the website/press release were the tools to comply with Article 

34 with regards to its unregistered users. At the same time, despite the email’s shortcomings 

(no telephone number of the call center nor contact details for the information point), the ICO 

found that there was no violation in this respect, since such shortcomings were not intentional, 

and the information was in any case available on the website. 
 

Select Bibliography 

 

EU legislation 

 

NIS2 Proposal: Proposal for a Directive of the European Parliament and of the Council on measures for a high 

common level of cybersecurity across the Union, repealing Directive (EU) 2016/1148, 16 December 2020, 

COM(2020) 823 final. 

 

Papers of data protection authorities 

 

EDPB 2021: European Data Protection Board, ‘Guidelines 01/2021 on Examples regarding Data Breach 

Notification’ (14 January 2021) (consultation version).  

 

EDPB 2020: European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor 

in the GDPR’ (2 September 2020).  

 

Irish DPA 2019: Irish Data Protection Commission, ‘A Practical Guide to Personal Data Breach Notifications 
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Article 37. Designation of the data protection officer 

 

Cecilia Alvarez Rigaudias and Alessandro Spina* 

 
Relevant Case Law 

 

Italy 

 

Tribunale Amministrativo Regionale - Puglia, Comune di Taranto v Instituto di Formazione Manageriale & 

Consulting S.r.l (Reg. Ric. 00182/2019).  

 

[To be considered with Section C – 4. Professional and personal qualities, relevant 

expertise and DPO by contract] 

 

In June 2020, the Spanish DPA imposed a fine of EUR 25,000 against a company for not 

formally having appointed its data protection officer (‘DPO’), despite the fact that the company 

had appointed a data protection committee performing the task of the DPO.1 

 

[To be considered with Section C – 5. Location and visibility of the DPO] 

 

In September 2019, an Italian Regional Administrative Tribunal annulled a procurement 

decision by a public administration as this had resulted in the designation as DPO of an 

individual expert who did not formally ‘belong’ to the company exercising the functions of 

DPO.2 In this occasion, the Tribunal gave particular emphasis to the wording of Section 2.5 of 

the Article 29 Working Party Guidelines on DPOs of 2017 providing that each member of the 

organisation exercising the functions of a DPO must fulfil all requirements of Section 4 GDPR. 

Thus, the Tribunal considered that it was not possible for the individual being designated as 

DPO to be an expert asked by the company to perform certain professional services.   

 

In December 2019, the Hamburg Commissioner for Data Protection and Freedom of 

Information imposed a fine on a German subsidiary of a group of companies because the 

appointment of the DPO had not been formally notified in Germany.3 Although the main EU 

establishment of this group was located in Ireland and the group DPO was appointed there, the 

Commissioner considered that it was necessary for the German subsidiary to notify the contact 

details of the DPO also in Germany in accordance with Article 37(7) GDPR. 
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Spanish DPA 2019: Agencia Española Protección Datos, ‘Procedimiento Nº: PS/00417/2019’, available at 

https://www.aepd.es/es/documento/ps-00417-2019.pdf. 

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Commission. 
1 Spanish DPA 2019. 
2 Tribunale Amministrativo Regionale. 
3 Hamburg DPA 2020. 

https://datenschutz-hamburg.de/assets/pdf/28._Taetigkeitsbericht_Datenschutz_2019_HmbBfDI.pdf
https://datenschutz-hamburg.de/assets/pdf/28._Taetigkeitsbericht_Datenschutz_2019_HmbBfDI.pdf
https://www.aepd.es/es/documento/ps-00417-2019.pdf
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Article 38. Position of the Data Protection Officer 

 

Cecilia Alvarez Rigaudias and Alessandro Spina* 

 
Relevant Case Law 

 

CJEU 

 

Case C-534/20, Leistriz AG v LH (pending). 

 

[To be considered with Section C – 1. Independence] 

 

On 21 October 2020, the CJEU received a preliminary reference from the Second Chamber of 

the Federal Labour Court of Germany (Bundesarbeitsgericht) in Leistritz AG.1 The referring 

court asks the court whether Article 38, paragraph 3 GDPR should be interpreted as prohibiting 

the dismissal of the data protection officer (‘DPO’) for contractual reasons that are independent 

from the exercise of its function of DPO. The referring court explains that the questions relate 

in particular to a case in which designation of the DPO was mandatory under German 

legislation but not under the GDPR. 

 

[To be considered with Section C – 2. Conflicts of interests] 

 

On 28 April 2020, the Litigation Chamber of the Belgian Data Protection Authority issued a 

decision considering that a company had failed to comply with its obligation to ensure that its 

DPO was free from any conflict of interest by appointing as DPO the Head of the Compliance, 

Risk Management and Audit department.2 In its view, due to the combination of these roles, 

(i) there was a lack of independent DPO oversight concerning the data processing activities 

taking place in the context of the Compliance, Risk Management and Audit departments; and 

(ii) the DPO might not be able to provide sufficient guarantees to the concerned employees in 

terms of confidentiality. 

 

In January 2020, the Greek DPA informed controllers through a press release that they were 

not allowed to be represented by the DPO before the DPA, on the basis of the following 

rationale:  

 

DPOs assist the controller in complying with the institutional framework for the 

protection of personal data. However, their opinion is not binding on the controller who 

has the obligation to take the necessary actions and measures so that that the processing 

of personal data is in line with the regulatory framework and demonstrate such 

compliance (accountability). When performing their tasks Data Protection Officers 

enjoy autonomy and independence, which is not compatible with supporting the 

lawfulness of the processing of personal data by the controller and may create a conflict 

of interests with their role as the controller’s representative.3 

 

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Commission. 
1 Case C-534/20, Leistriz AG. 
2 Belgian DPA 2020. 
3 Hellenic DPA 2020. 
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Article 41. Monitoring of approved codes of conduct 

 

Irene Kamara 

 

EDPB opinions on draft accreditation requirements  

 

[To be considered with Section C – 3. Accreditation]  

 

In the framework of the consistency mechanism, the EDPB has issued several opinions on the 

draft accreditation requirements of national supervisory authorities.1 As stated therein, the aim 

of the EDPB opinions in line with Art 64(1)(c) is to ‘avoid significant inconsistencies that may 

affect the performance of monitoring bodies and consequently the reputation of GDPR codes 

of conduct and their monitoring bodies’.2 The EDPB rightly stresses reputation of the codes of 

conduct, since as voluntary measures, the codes rely on acceptance by controllers and 

processors, to achieve their goal of enhancing accountability and transparency. The Opinions 

found that the draft accreditation requirements could lead to inconsistent application of the 

accreditation of monitoring bodies and recommended amendments.  
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EDPB 2020D: European Data Protection Board, ‘Opinion 12/2020 on the draft decision of the competent 

supervisory authority of Finland regarding the approval of the requirements for accreditation of a code of conduct 
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EDPB 2020E: European Data Protection Board, ‘Opinion 11/2020 on the draft decision of the competent 

supervisory authority of Finland regarding the approval of the requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41 GDPR’ (25 May 2020). 

 

EDPB 2020F: European Data Protection Board, ‘Opinion 10/2020 on the draft decision of the competent 

supervisory authority of Germany regarding the approval of the requirements for accreditation of a code of 
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EDPB 2020G: European Data Protection Board, ‘Opinion 3/2020 on the French data protection supervisory 
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(28 January 2020). 

 

                                                 
1 EDPB 2019A and EDPB 2019B; EDPB 2020A – I. 
2 EPDB 2020C, p. 4. 
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Chapter V - Transfers of personal data to third countries or 

international organisations 

Article 44. General principle for transfers 

 
Christopher Kuner 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

Germany 

 

Bundesverfassungsgericht, Urteil vom 20. April 2016, 1 BvR 966/09, BVerfGE 141, 220, English translation 

available at 

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2016/04/rs20160420_1bvr096609en

.html.  

 

[To be considered with Section A] 

 

p. 757 

 

Change the second sentence of the second paragraph on the page (beginning ‘In particular, the 

GDPR…’) to read as follows: 

 

In particular, the GDPR contains a number of provisions relevant to international data transfers 

in addition to those found in Chapter V, such as the principle of data minimisation (Article 

5(1)(c));1 the obligation to inform data subjects that data are to be transferred internationally 

(Article 13(1)(e)–(f), Article 14(1)(e)–(f), Article 15(1)(c) and Article 15(2)); duties of data 

processors (Article 28(3)(a)); and the obligation to keep records concerning data processing 

(Article 30(1)(d)–(e) and Article 30(2)(c)). 

 

Insert the following new sentence in the second paragraph on the page before the penultimate 

sentence (beginning ‘Thus, the rules of Chapter V…’): 

 

The EDPB has emphasized the importance of the accountability principle to the effective 

application of the level of protection under the GDPR, and explicitly confirmed that it also 

applies to data transfers to third countries.2 

 

  

                                                 
1 EDPB 2020A, p. 9. 
2 Ibid., p. 7. 

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2016/04/rs20160420_1bvr096609en.html
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/EN/2016/04/rs20160420_1bvr096609en.html
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Change the final sentence of the second paragraph on the page (beginning ‘In addition,…’) to 

read as follows: 

 

In addition, the provisions of Chapter V must be read in light of the EU Charter of Fundamental 

Rights (‘CFR’), since, as the CJEU has found, the applicability of EU law entails the 

applicability of the Charter.3 

 

Change the first sentence of the third paragraph on the page (beginning ‘Under Article 44…’) 

to read as follows: 

 

The prevention of circumvention of the law is the most frequently cited policy underlying 

regulation of international data transfers under data protection law,4 and has been affirmed by 

the CJEU as the basis for restrictions on international transfers of personal data under EU law.5 

 

Change the beginning of the second sentence of the final paragraph on the page (beginning 

‘Under the CJEU’s Schrems judgment…’) to read as follows: 

 

Under the CJEU’s first Schrems judgment… 

 

Change the beginning of the third sentence of the final paragraph on the page (beginning ‘In 

Schrems the Court found that, based on the Charter of Fundamental Rights of the European 

Union (‘CFR’)…’) to read as follows: 

 

In Schrems the Court found that, based on the CFR… 

 

p. 758 

 

Change footnote 5 to read as follows: 

 
5 Ibid. See also Opinion 1/15, para. 93; Case C-311/18, Schrems, para. 94. 

 

Add a new footnote at the end of the final paragraph before Section B. Legal Background, at 

the end of the sentence ending ‘is application’) reading as follows: 

 
FN See Kuner 2021. 

 

[To be considered with Section B – 2. International instruments] 

 

p. 760 

 

Insert new paragraph before the first full paragraph on the page (beginning ‘The major 

multilateral agreements…’) as follows: 

 

The CJEU in Opinion 1/15 indicated that international agreements of the EU are subject to the 

standards of the EU Treaties,6 and, by analysing a proposed international agreement under the 

standards of the CFR, left no doubt that it is applicable when evaluating the legality of 

                                                 
3 See Case C-617/10, Åkerberg Fransson, para. 21. See also Rauchegger 2015. 
4 See Kuner 2013, pp. 107–113. 
5 See Case C-362/14, Schrems, para. 73; Case C-311/18, Schrems II, para. 94. 
6 Opinion 1/15, para. 67. 
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international agreements.7 The European Commission has indicated that the standards of the 

GDPR, including its rules on international data transfers, will apply as it concludes 

international trade agreements.8 

 

Insert the following new paragraph as follows following the first full paragraph on the page 

(ending ‘with international data transfers’) as follows: 

 

In Schrems II, the CJEU held that, while the fundamental rights enshrined in the ECHR 

constitute general principles of EU law, the ECHR does not constitute, as long as the EU has 

not acceded to it, a formal instrument of EU law, so that interpretation of EU law and 

examination of the legality of EU legislation must be undertaken in light of the Charter.9 The 

EDPB has also indicated that, while under Article 52(3) of the Charter the rights contained in 

it which correspond to the rights guaranteed by the ECHR are to have the same meaning and 

scope as those in the ECHR and those latter rights must thus be taken into account, they are of 

the nature of a minimum standard of protection, and the Charter may provide for higher 

standards of protection.10 

 

[To be considered with Section B – 3. National developments] 

 

Although not decided under the GDPR, a judgment of the German Federal Constitutional Court 

(‘Bundesverfassungsgericht’) decided in 2016 indicated that there may be different standards 

for data transfers under German constitutional law than under EU law and the Charter.11 The 

Court discussed the transfer of personal data from Germany to security authorities in third 

countries in light of the requirements of German constitutional law, not EU law, and articulated 

a standard different from that required under Chapter V GDPR: 

 

(1) A transfer of data to third countries requires that the data will be handled in the third 

country in sufficient conformity with rule-of-law standards. 

 

(a) In terms of the requirements for the handling of the data in light of data protection 

standards it is, however, not necessary that the receiving country has enacted rules for 

the processing of personal data that are comparable to the rules applicable under the 

German legal order, or that the receiving country provide the same level of protection 

as the Basic Law. In fact, the Basic Law recognises the autonomy and diversity of legal 

orders and generally respects them, also in the context of the exchange of data. 

Parameters and assessments do not need to conform to those of the German legal order 

or the German Basic Law. 

 

However, the transfer of personal data to third countries is only permissible if the 

handling of the transferred data in these countries does not undermine the human rights 

protection of personal data ….12 

 

  

                                                 
7 See Kuner 2018, p. 871. 
8 EC 2018. See also Yakovleva and Irion 2020, pp. 219-220. 
9 Case C-311/18, Schrems II, paras. 98-99. 
10 EDPB 2020B, p. 6. 
11 Bundesverfassungsgericht, Urteil vom 20. April 2016. 
12 Ibid., paras. 333-335 (English translation). 
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[To be considered with Section B – 4. Case law] 

 

p. 761 

 

Replace the final sentence at the end of section 4. Case law (beginning ‘The two other CJEU 

judgments…’) with the following: 

 

Other CJEU judgments dealing with the issues relevant to Article 44 include Schrems and 

Opinion 1/15, which are analysed in the commentary on Article 45 in this update, and Schrems 

II, which is analysed in the commentaries on Article 45 and Article 46. 

 

[To be considered with Section C – 1. Introduction] 

 

p. 762 

 

Replace the last paragraph before 2. Definition of international data transfer (beginning ‘On 29 

March 2017…’) with the following: 

 

On 31 January 2020, the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020 the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.13 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.14 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. 

 

Add the following text as a new paragraph at the end of the section before the heading 2. 

Definition of international data transfer: 

 

In Schrems II, the CJEU found that under Article 44, the level of protection required by Chapter 

V must be ‘guaranteed irrespective of the provision of that chapter on the basis of which a 

transfer of personal data to a third country is carried out’.15 The impact of this statement on the 

derogations is discussed in the commentary on Article 49 in this update. 

 

[To be considered with Section C – 2. Definition of international data transfer] 

 

p. 763 

 

Replace the penultimate sentence in the paragraph before 3. Onward transfer (beginning ‘The 

Grand Chamber of the Court then affirmed…’) with the following sentence: 

 

The Grand Chamber of the Court then affirmed the Schrems rationale in Opinion 1/1516 and in 

Schrems II.17 

 

                                                 
13 Trade and Cooperation Agreement UK 2020. 
14 Council Decision UK 2020. 
15 Ibid., para. 92. 
16 Opinion 1/15, para. 214. See Kuner 2018. 
17 Case C-311/18, Schrems II, para. 93. 
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Insert the following new paragraph following the final paragraph of section 2. Definition of 

international data transfer (ending ‘on an internet site’): 

 

The definition of international data transfer as interpreted by the Court is thus a broad one. The 

EDPB similarly applies a broad definition of the concept, and has found that ‘remote access 

from a third country (for example in support situations) and/or storage in a cloud situated 

outside the EEA, is also considered to be a transfer.18 

 

[To be considered with Section C – 2. Onward transfer] 

 

p. 763 

 

In the third sentence of the first paragraph of section 3. Onward transfer (beginning ‘Based on 

common usage…’), change ‘is used by the WP29’ to ‘was used by the WP29’. 

 

After the second paragraph in 3. Onward transfer, add the following text as a new paragraph: 

 

In his Opinion in Schrems II, Advocate General Saugmandsgaard Øe stated that the subsequent 

processing by US national security authorities of data transferred to the US fell outside the 

territorial scope of the GDPR.19 However, in its judgment in the case the CJEU found that data 

transferred must receive essentially equivalent protection under EU law also when they are 

accessed by third country law enforcement authorities;20 since such access constitutes an 

onward transfer, it can be assumed that the CJEU continues to regard onward transfers as 

falling within the scope of the GDPR, and thus requiring a high level of protection. 
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Article 45. Transfers on the basis of an adequacy decision 

 
Christopher Kuner 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

[To be considered with Section A] 

 

p. 774 

 

Change the final paragraph on the page (beginning ‘Chapter V of the GDPR…’) to read as 

follows: 

 

Chapter V of the GDPR creates a three-tiered structure for legal bases for international data 

transfers, with adequacy decisions at the top, appropriate safeguards in the middle and 

derogations at the bottom. An adequacy decision requires that the legal system of a third 

country or international organisation be ‘essentially equivalent’ to that of EU data protection 

law, which represents the highest standard of protection. When there is no adequacy, 

appropriate safeguards may be used;1 the CJEU has ruled that appropriate safeguards must also 

provide an essentially equivalent level of data protection.2 Finally, derogations may also be 

used under certain conditions.3 

 

[To be considered with Section B – 1. EU legislation] 

 

p. 775 

 

Change the paragraph at the end of the page beginning ‘There are thirteen Commission 

adequacy decisions…’ and the attached footnotes to read as follows: 

 

There are twelve Commission adequacy decisions currently in force.4 Three former adequacy 

decisions are no longer in force after the data transfers mechanisms upon which they were 

                                                 
1 See the commentary on Art. 46 in this update. 
2 Case C-311/18, Schrems II, para. 105. 
3 See the commentary on Art. 49 in this update. 
4 The decisions cover Andorra (Commission Decision Andorra 2010); Argentina (Commission Decision 

Argentina 2003); the Canadian Personal Information Protection and Electronic Documents Act (‘PIPEDA’) 

(Commission Decision PIPEDA 2002); the Faroe Islands (Commission Decision Faroe Islands 2010); Guernsey 

(Commission Decision Guernsey 2003); Israel (Commission Decision Israel 2011); the Isle of Man (Commission 

Decision Isle of Man 2004); the Japanese Act on the Protection of Personal Information (Commission Decision 

Japan 2019); Jersey (Commission Decision Jersey 2008); New Zealand (Commission Decision New Zealand 

2013); Switzerland (Commission Decision Switzerland 2000); and Uruguay (Commission Decision 

Uruguay 2012). 
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based were invalidated (i.e. the 2004 decision on the transfer of passenger name record data 

to the United States’ Bureau of Customs and Border Protection5 which was invalidated by 

the Court of Justice of the EU;6 the 2000 decision on the EU–US Safe Harbour arrangement7 

which the CJEU invalidated in its Schrems8 judgment in 2015; and the EU-US Privacy 

Shield9 which the CJEU invalidated in 2020 in its Schrems II judgment).10 In addition, the 

adequacy decision issued in 2005 covering the transfer of Passenger Name Record data of 

air passengers to the Canada Border Services Agency expired in 2009.11 

 

p. 776 

 

At the end of the first sentence of the first full paragraph on the page (beginning ‘In December 

2016…’), change ‘of the Schrems judgment’ to ‘of the first Schrems judgment’. 

 

[To be considered with Section B – 2. International instruments] 

 

p. 777 

 

Change footnote 21 to read as follows: 

 
21 See EC Communication 2017A, p. 9. See also Yakovleva and Irion, p. 218; Hanke 2017. 

 

[To be considered with Section B – 3. National developments] 

 

p. 779 

 

Add the following after the final sentence in section 3. National Developments: 

 

In its Schrems II judgment, the CJEU held that ‘the validity of provisions of EU law and, in 

the absence of an express reference to the national law of the Member States, their 

interpretation, cannot be construed in the light of national law, even national law of 

constitutional status, in particular fundamental rights as formulated in the national 

constitutions’.12 The fact that Article 45 GDPR does not grant any role to Member State 

law thus means that its provisions cannot be construed in light of national law. In particular, 

until a Commission adequacy decision is declared invalid by the CJEU, ‘the Member States 

and their organs, which include their independent supervisory authorities, cannot adopt 

measures contrary to that decision, such as acts intended to determine with binding effect 

that the third country covered by it does not ensure an adequate level of protection…and, 

as a result, to suspend or prohibit transfers of personal data to that third country’.13 The 

                                                 
5 Commission Decision US 2004. 
6 Joined Cases C-317/04 and C-318/04, Parliament v Council and Commission. Regarding this judgment, see 

Docksey 2014, pp. 100–106. 
7 Safe Harbour 2000. 
8 Case C-362/14, Schrems. 
9 Commission Decision Privacy Shield 2016. 
10 Case C-311/18, Schrems II. 
11 Commission Decision Canada 2006, Art. 7. 
12 Case C-311/18, Schrems II, para. 100. 
13 Ibid., para. 118. 
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EDPB has also stated that the supplemental transfer tools required under Article 4614 do 

not apply to transfers made using an adequacy decision.15  
 

[To be considered with Section B – 4. Case law] 

 

p. 779 

 

Replace the paragraph under 4. Case Law with the following: 

 

The most significant CJEU judgments to date dealing with adequate protection for international 

data transfers are Schrems, Opinion 1/15, and Schrems II, which are discussed at length. The 

CJEU also dealt with the DPD’s provisions on international data transfers in Lindqvist,16 which 

is discussed in the commentary on Article 44 in this update. 

 

p. 782 

 

At the end of the last sentence in the section 4.1 Schrems (ending ‘…that applied when then 

case was brought.’), add a footnote reading as follows: 

 
FN See in this regard Case C-311/18, Schrems II, para. 71, where the CJEU refused to find the 

case inadmissible on the grounds that it was based on the DPD which has been repealed by the 

GDPR, stating that ‘it must be borne in mind that the Court has a duty to interpret all 

provisions of EU law which national courts require in order to decide the actions pending 

before them, even if those provisions are not expressly indicated in the questions referred 

to the Court of Justice by those courts… On those grounds, the fact that the referring court 

referred its questions by reference solely to the provisions of Directive 95/46 cannot render 

the present request for a preliminary ruling inadmissible’. 

 
p. 784 

 

Add a new section ‘4.3 Schrems II’ before section C. Analysis, as follows: 

 

In its Schrems II judgment, the CJEU invalidated the Commission decision underlying the EU-

US Privacy Shield. The judgment can be seen as a continuation and strengthening of the 

standards the Court articulated in Schrems and Opinion 1/15. 

 

The plaintiff Max Schrems had complained to the Irish Data Protection Commissioner (‘DPC’) 

about the data transfer practices of Facebook under the DPD, which complaint was rejected. 

He then brought an action against the decision before the Irish High Court, which referred a 

number of questions to the CJEU, which also concerned the validity of the EU-US Safe 

Harbour arrangement that Facebook had joined and which the Commission had found provide 

an adequate level of data protection. In its Schrems judgment of 6 October 2015, the CJEU 

invalidated the Safe Harbour adequacy decision. The High Court then annulled the decision 

rejecting Schrems’ complaint and referred the case back to the DPC. After investigating 

Schrems’ allegations, the DPC brought proceedings before the High Court, which concerned, 

                                                 
14 See the commentary on Art. 46 in this update. 
15 EDPB 2020A, p. 10. 
16 Case C-101/01, Lindqvist. 
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among other things, US law and practice regarding surveillance and the level of protection 

provided by the EU-US Privacy Shield, a self-regulatory system that Facebook had joined as 

the successor to the Safe Harbour and which had been found by the Commission to provide 

adequate protection. On 9 May 2018, the High Court stayed the proceedings and referred 

eleven questions to the CJEU, several of which concerned the validity of the Privacy Shield. 

 

In his Opinion, Advocate General Saugmandsgaard Øe found that there was no need to 

examine the validity of the Privacy Shield,17 but also criticized it strongly.18 The Court’s 

subsequent decision to invalidate the Privacy Shield was based on four factors: (1) the primacy 

of US law enforcement requirements over those of the Privacy Shield;19 (2) a lack of necessary 

limitations and safeguards on the power of the authorities under US law, particularly in light 

of proportionality requirements;20 (3) the lack of an effective remedy in the US by EU data 

subjects;21 and (4) deficiencies in the Privacy Shield Ombudsman mechanism.22 In its 

evaluation of these issues, the Court paid particular concern to Articles 7, 8, and 47 of the 

Charter. In light of these deficiencies, the Court found that the Privacy Shield Decision was 

invalid23 with immediate effect.24 

 

The judgment is important for adequacy decisions in two respects. First of all, it reinforces the 

conclusions reached by the Court in the first Schrems judgment with regard to the high standard 

of protection necessary for an adequacy decision, and the fact that such standard must be based 

on the Charter. In Schrems II the Irish High Court heard extensive testimony by experts 

concerning privacy and intelligence-gathering in the US,25 so that the decision of the CJEU is 

based on a record that provided the opportunity for a considered evaluation of US law and 

practice. This solidifies the high standard that the Court requires for data transfers to third 

countries in general, and to the US in particular. Second, the Court’s application of the Article 

45 standard of essential equivalence to other data transfer mechanisms as well26 indicates that 

the Court views this standard as underlying the rationale of Chapter V GDPR to avoid the 

circumvention of EU law,27 and that it is likely to apply it to other data transfer situations in 

the future as well. 

 

Schrems II also has important implications for the use of appropriate safeguards to transfer 

personal data, which are discussed in the commentary on Article 46 in this update. 

 

[To be considered with Section C – 1. Procedure for adequacy decisions] 

 

p. 786 

 

Change footnote 94 to read as follows: 

 
94 Art. 45(1) GDPR. See also Case C-311/18, Schrems, para. 116. 

                                                 
17 Case C-311/18, Schrems II (AG Opinion), paras. 161ff. 
18 Ibid., paras. 196ff. 
19 Case C-311/18, Schrems II, para. 164. 
20 Ibid., paras. 168-185. 
21 Ibid., paras. 191-192. 
22 Ibid., paras. 193-197. 
23 Ibid., para. 201. 
24 Ibid., para. 202. 
25 See Case C-311/18, Schrems II (AG Opinion), para. 53. 
26 Case C-311/18, Schrems II, paras. 92 and 105. 
27 See Case C-362/14, Schrems, para. 73. 
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[To be considered with Section C – 2. Scope of adequacy decisions] 

 

In the third sentence of the first paragraph under ‘section 2. Scope of adequacy decisions’, 

delete the phrase ‘(minus that of Japan, which had not been incorporated at the time this text 

was finalised)’. 

 

Insert the following text at the end of the first paragraph (ending ‘into the EEA Agreement’): 

 

Adequacy decisions that have been invalidated by the CJEU do not necessarily become invalid 

automatically with regard to the EEA EFTA states.28 

 

Insert the following text at the end of the second paragraph under section 2. Scope of adequacy 

decisions (ending ‘without an adequacy decision’): 

 

The possibility of adopting an adequacy decision for a ‘territory’ could in theory include one 

covering a state in a federal system (e.g., a US federal state such as California), though there 

may be political and legal issues with regard to the negotiation and implementation of such a 

decision. For example, the federal state would have to be able to commit in a legally binding 

fashion to abide by the conditions for adequacy set forth in Article 45 GDPR, which may 

present problems in light of its own constitutional status. 

 

p. 787 

 

Replace the first full paragraph on the page (beginning ‘On 29 March 2017…’) with the 

following: 

 

On 31 January 2020, the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020, the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.29 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.30 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. On 19 February 2021 the 

Commission proposed an adequacy decision covering data transfers to the UK under the 

GDPR,31 which had not yet been adopted when this update was finalised. 

 

The TCA states the following regarding data transfers from the EU to the UK:32 

1. From the date of entry into force of the Agreement until either the date on which adequacy 

decisions covering the GDPR and the LED are adopted by the European Commission, or 

four months afterwards (which may be extended by two months unless one of the parties 

objects), the ‘transmission of personal data from the EU to the UK shall not be considered 

as transfer to a third country under Union law, provided that the data protection legislation 

of the United Kingdom on 31 December 2020, as it is saved and incorporated into United 

                                                 
28 See Tosoni. 
29 Trade and Cooperation Agreement UK 2020. 
30 Council Decision UK 2020. 
31 Proposed UK Adequacy Decision. 
32 See Trade and Cooperation Agreement UK 2020, Article FINPROV.10A. 
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Kingdom law by the European Union (Withdrawal) Act 2018 and as modified by the Data 

Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) 

Regulations 2019’ applies and ‘provided that the United Kingdom does not exercise the 

designated powers without the agreement of the Union within the Partnership Council’ (see 

below regarding the designated powers). 

2. The above also applies ‘in respect of transfers of personal data from Iceland, the 

Principality of Liechtenstein and the Kingdom of Norway to the United Kingdom during 

the specified period made under Union law as applied in those states by the Agreement on 

the European Economic Area done at Porto on 2 May 1992, for so long as paragraph 1 

applies to transfers of personal data from the Union to the United Kingdom, provided that 

those states notify both Parties in writing of their express acceptance to apply this 

provision’. 

3. The ‘designated powers’ are defined as the powers of the UK: 

3.1. ‘(a) to make regulations pursuant to sections 17A, 17C and 74A of the UK Data 

Protection Act 2018;  

3.2. (b) to issue a new document specifying standard data protection clauses pursuant to 

section 119A of the UK Data Protection Act 2018;  

3.3. (c) to approve a new draft code of conduct pursuant to Article 40(5) of the UK GDPR, 

other than a code of conduct which cannot be relied on to provide appropriate 

safeguards for transfers of personal data to a third country under Article 46(2)(e) of 

the UK GDPR;  

3.4. (d) to approve new certification mechanisms pursuant to Article 42(5) of the UK 

GDPR, other than certification mechanisms which cannot be relied on to provide 

appropriate safeguards for transfers of personal data to a third country under Article 

46(2)(f) of the UK GDPR;  

3.5. (e) to approve new binding corporate rules pursuant to Article 47 of the UK GDPR;  

3.6. (f) to authorise new contractual clauses referred to in Article 46(3)(a) of the UK GDPR; 

or  

3.7. (g) to authorise new administrative arrangements referred to in Article 46(3)(b) of the 

UK GDPR.’ 

4. If, during the period referred to in the first enumeration above, ‘the United Kingdom 

amends the applicable data protection regime or exercises the designated powers without 

the agreement of the Union within the Partnership Council, the specified period shall end 

on the date on which the powers are exercised, or the amendment comes into force’. 

References to exercising the designated powers does not include the exercise of such 

powers which is limited to alignment with the relevant EU data protection law. Anything 

made with the agreement of the Union within the Partnership Council or limited to 

alignment with the relevant Union data protection law shall not be treated as an amendment 

to the applicable data protection regime. 

5. When the UK notifies the EU that it proposes to exercise the designated powers or proposes 

to amend the applicable data protection regime, either party may request a meeting of the 

Partnership Council (an entity established under the Agreement with EU and UK 

representatives). 

6. The UK must, ‘as far as is reasonably possible’, notify the EU when, during the specified 

period, ‘it enters into a new instrument which can be relied on to transfer personal data to 

a third country under Article 46(2)(a) of the UK GDPR or section 75(1)(a) of the UK Data 

Protection Act 2018 during the specified period. Following a notification by the United 

Kingdom under this paragraph, the Union may request a meeting of the Partnership Council 

to discuss the relevant instrument’. 
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7. Title I [Dispute Settlement] of Part Six of the Agreement does not apply in respect of 

disputes regarding the interpretation and application of the above provisions. 

 

The parties also agreed on a ‘Declaration on the adoption of adequacy decisions with respect 

to the United Kingdom’, which reads as follows: 

The Parties take note of the European Commission’s intention to promptly launch the 

procedure for the adoption of adequacy decisions with respect to the UK under the 

General Data Protection Regulation and the Law Enforcement Directive, and its 

intention to work closely to that end with the other bodies and institutions involved in 

the relevant decision-making procedure.33 

 

The UK Information Commissioner has stated that post-Brexit ‘11 of the 12 third countries 

deemed adequate by the EU have currently informed the UK that they will maintain 

unrestricted personal data flows with the UK, except for Andorra’.34 

 

[To be considered with Section C – 4. Repeal, amendment or suspension of adequacy 

decisions] 

 

p. 789 

 

At the end of the final full paragraph on the page (ending ‘on which it entered into force (ex 

tunc)’, add the following text: 

 

However, in cases involving ‘duly justified imperative grounds of urgency’35 (which are not 

further defined), the Commission must adopt ‘immediately applicable implementing acts’ in 

accordance with the procedure under Article 93(3) GDPR. In its Schrems II judgment, the 

CJEU found that it can be appropriate to maintain the effects of an invalidated adequacy 

decision if this necessary to avoid the creation of a ‘legal vacuum’, though it refused to do so 

in that case, and also did not define what a legal vacuum would be with regard to international 

data transfers.36 

 

pp. 789-790 

 

In the last two sentences on p. 789 (beginning ‘When the Commission repeals…’), add 

footnotes to the text as follows: 

 

When the Commission repeals, amends or suspends an adequacy decision, it must enter into 

consultations with the third country or international organisation in order to remedy the 

situation.37 Such a decision is without prejudice to transfers of personal data carried out under 

Articles 46–49.38 

 

  

                                                 
33 Adequacy Decisions Declaration EU-UK 2020. 
34 ICO 2021. The countries listed are Andorra, Argentina, Canada (commercial organisations only), Faroe Islands, 

Guernsey, Isle of Man, Israel, Japan (private-sector organisations only), Jersey, New Zealand, Switzerland, 

Uruguay, or USA (under Privacy Shield only). 
35 Art. 45(5) GDPR. 
36 Case C-311/18, Schrems II, para. 202. 
37 Art. 45(6) GDPR. 
38 Art. 45(7) GDPR. 
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[To be considered with Section C – 5. Periodic review] 

 

p. 790 

 

In the seventh line of the first full paragraph on the page (beginning ‘The CJEU in Schrems…’), 

change ‘foresees a joint annual review’ to ‘foresaw a joint annual review’. 

 

[To be considered with Section C – 7. Enforcement] 

 

p. 791 

 

At the end of the first sentence of section 7. Enforcement (ending ‘including DPAs’), add the 

following footnote and the following additional sentence: 

 

A Commission adequacy finding is a ‘decision’ under Article 288 TFEU, the legality of which 

may be reviewed by the CJEU, and it is binding on all organs of Member States, including 

DPAs.39 This means that, until an adequacy decision is declared invalid by the CJEU, Member 

States and their organs cannot thwart application of the decision, such as by adopting binding acts 

that the third country in question does not ensure an adequate level of protection.40 

 

At the end of the first paragraph of section 7. Enforcement (ending ‘the decision’s validity’), 

amend the following footnotes to read as follows: 

 
139 Case C-362/14, Schrems, para. 63; Case C-318/11, Schrems II, para. 109. 
140 Case C-362/14, Schrems, para. 64; Case C-318/11, Schrems II, para. 120. 
141 Case C-362/14, Schrems, para. 65; Case C-318/11, Schrems II, paras. 120 and 157. 

 

p. 791 

 

Delete the final paragraph on the page (beginning ‘On 12 April 2018…’). 

 

[To be considered with Section C – 8. Adequacy decisions under the LED] 

 

p. 792 

 

Add the following to footnote 149: See Drechsler 2021. 

 

[To be considered with Select Bibliography – EU legislation] 

 

p. 793 

 

Edit the end of the entry for ‘Commission Decision Privacy Shield 2016’, add ‘(annulled)’. 
 

  

                                                 
39 See also Case C-311/18, Schrems II, para. 117. 
40 Ibid., para. 118. 
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Select Bibliography 

 

International agreements 

 

Trade and Cooperation Agreement UK 2020: Trade and Cooperation Agreement between the European Union 

and the European Atomic Energy Community, of the One Part, and the United Kingdom of Great Britain and 

Northern Ireland, of the Other Part, OJ 2020 L 444/14. 

 

Adequacy Decisions Declaration EU-UK 2020: Declaration on the adoption of adequacy decisions with respect 

to the United Kingdom, OJ 2020 L 444/1485. 

 

Proposed UK Adequacy Decision: European Commission, ‘Commission Implementing Decision of XXX 

pursuant Regulation (EU) 2016/679 of the European Parliament and of the Council on the adequate protection of 

personal data by the United Kingdom’ (draft), 19 February 2021. 

 

EU legislation 

 

Council Decision UK 2020: Council Decision (EU) 2020/2252 on the signing, on behalf of the Union, and on 

provisional application of the Trade and Cooperation Agreement between the European Union and the European 

Atomic Energy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of 

the other part, and of the Agreement between the European Union and the United Kingdom of Great Britain and 

Northern Ireland concerning security procedures for exchanging and protecting classified information, OJ 2020 

L 444/2. 

 

Academic writings 

 

Drechsler 2021: Drechsler, ‘Wanted: LED Adequacy Decisions’, 11 International Data Privacy Law 

(forthcoming 2021). 

 

Tosoni 2020: Tosoni, ‘Hva om Privacy Shield fortsatt lever i Norge, Island og Liechtenstein?’ (7 October 2020), 

available at https://rett24.no/articles/hva-om-privacy-shield-fortsatt-lever-i-norge-island-og-liechtenstein. 

 

Yakovleva and Irion 2020: Yakovleva and Irion, ‘Pitching Trade against Privacy: Reconciling EU Governance of 

Personal Data Flows with International Trade’, 10 International Data Privacy Law (2020), 201. 

 

Papers of data protection authorities 

 

EDPB 2020A: European Data Protection Board, ‘Recommendations 01/2020 on measures that supplement 

transfer tools to ensure compliance with the EU level of protection of personal data’ (10 November 2020) (version 

for public consultation). 

 

EDPB 2020B: European Data Protection Board, ‘Recommendations 02/2020 on the European Essential 

Guarantees for surveillance measures’ (10 November 2020). 

 

ICO 2021: UK Information Commissioner, ‘International data transfers’, available at https://ico.org.uk/for-

organisations/dp-at-the-end-of-the-transition-period/data-protection-now-the-transition-period-has-ended/the-

gdpr/international-data-transfers/. 

https://rett24.no/articles/hva-om-privacy-shield-fortsatt-lever-i-norge-island-og-liechtenstein
https://ico.org.uk/for-organisations/dp-at-the-end-of-the-transition-period/data-protection-now-the-transition-period-has-ended/the-gdpr/international-data-transfers/
https://ico.org.uk/for-organisations/dp-at-the-end-of-the-transition-period/data-protection-now-the-transition-period-has-ended/the-gdpr/international-data-transfers/
https://ico.org.uk/for-organisations/dp-at-the-end-of-the-transition-period/data-protection-now-the-transition-period-has-ended/the-gdpr/international-data-transfers/
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Article 46. Transfers subject to appropriate safeguards 

 
Christopher Kuner 

 

Relevant Case Law 

 
CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

Ireland 

 

Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, Irish High Court, 2016 

No. 4809 P, 12 April 2018. 

 

[To be considered with Section A] 

 

p. 799 

 

Change the first paragraph on the page (beginning ‘Article 46 GDPR provides…’) to read as 

follows: 

 

Article 46 GDPR provides that when an adequacy decision has not been issued under Article 

45(3), a controller or processor may transfer personal data to a third country or an international 

organisation only if it has provided appropriate safeguards,1 and on the condition that 

enforceable data subject rights and effective legal remedies for data subjects are available. 

Traditionally, such appropriate safeguards were viewed as based on a set of protections that 

apply to the particular data transfer or set of transfers. However, as discussed below, in its 

Schrems II judgment the CJEU held that the criteria for using appropriate safeguards 

correspond to those for determining adequacy under Article 45.2 The multi-tiered structure of 

Chapter V means that if an adequacy decision3 has been issued then that should be relied on; if 

not, then appropriate safeguards may be used. 

 

  

                                                 
1 This is the language used in Art. 46(1) GDPR; of course, data transfers may also be made using the derogations, 

as discussed in the commentary on Art. 49 in this update. 
2 Case C-311/18, Schrems II, para. 104. 
3 See the commentary on Art. 45 in this update. 
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[To be considered with Section B – 3. National developments] 

 

p. 801 

 

Replace the final paragraph on the page (beginning ‘Under the DPD…’) with the following 

paragraphs: 

 

Under the DPD, approval of adequate safeguards by the competent data protection authority 

was required in a number of Member States, particularly for ad hoc contractual clauses and 

binding corporate rules (BCRs).4 This is no longer the case under the GDPR with regard to 

use of standard contractual clauses approved either by the Commission alone (Article 

46(2)(c)) or adopted by a DPA and then approved by the Commission (Article 46(2)(d)). 

However, the CJEU stated in Schrems II that adoption by the Commission of standard 

contracting clauses does not confer upon the Commission the competence to restrict the DPAs’ 

powers under Article 58(2) GDPR, so that, for example, a DPA may always suspend or ban 

data transfers if it finds that they violate EU or national law.5  

 

Approval of custom-drafted (ad hoc) contractual clauses by the competent DPA is still 

required under the GDPR (Article 46(3)), with its determination subject to the consistency 

mechanism referred to in Article 63 (Article 46(4) GDPR). The competent DPA is 

determined under Article 55. Adoption by the Commission of standard contractual clauses, 

and approval by the Commission of standard clauses adopted by DPAs, are both carried out 

under the examination procedure referred to in Article 93(2) (Article 46(2)(c)–(d) GDPR). 

Adoption by a DPA of its own standard contractual clauses or of ad hoc contractual clauses 

requires an opinion of the EDPB (Article 64(1)(d)–(e)).  

 

The EDPB has opined on some forms of appropriate safeguards mentioned in Article 46 that 

have been adopted or proposed at the Member State level, such as codes of conduct.6 As 

discussed further below, several national DPAs have issued authorisations for the use of 

administrative arrangements for the transfer of personal data to non-EEA financial supervisory 

authorities. The EDPB has also given an opinion on a set of standard clauses drafted by the 

Danish DPA,7 but found that they could not be used for international transfers under Article 

46 GDPR.8 

 

In its Schrems II judgment, the CJEU held that ‘the validity of provisions of EU law and, in 

the absence of an express reference to the national law of the Member States, their 

interpretation, cannot be construed in the light of national law, even national law of 

constitutional status, in particular fundamental rights as formulated in the national 

constitutions’.9 

 
  

                                                 
4 See Kuner 2007, Appendix 12, regarding national filing requirements for the standard contractual clauses under 

the DPD. 
5 Case C-311/18, Schrems II, para. 115. 
6 See EDPB 2020C (Greece) and EDPB 2020E (Belgium). 
7 EDPB 2019C. 
8 Ibid., p. 10. See also Danish DPA 2020, pp. 7-8. 
9 Case C-311/18, Schrems II, para. 100. 
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[To be considered with Section B – 4. Case law] 

 

p. 802 

 

Replace the entire paragraph under section 4. Case law with the following: 

 

Following the Schrems judgment of the CJEU, the focus of Schrems’ complaint before the Irish 

Data Protection Commission (DPC) shifted to Facebook’s use of the standard contractual 

clauses (‘SCCs’) for data transfers to the US. He complained that the SCCs could not provide 

a valid legal basis for transfers to the US, in part because Facebook was obliged to make the 

personal data of its users available to US government authorities in the context of their 

surveillance programs. After investigating the allegations and finding that it could not 

adjudicate on them until the CJEU examined the validity of the SCCs, the Irish Data Protection 

Commissioner (‘DPC’) then brought proceedings before the High Court. The complaint also 

raised questions about the level of protection provided by the EU-US Privacy Shield, a self-

regulatory system for data transfers to the US that Facebook had joined as the successor to the 

Safe Harbour and that was found by the Commission to provide adequate protection.10 

 

In 2018 the Irish High Court stayed the proceedings and referred a number of questions to the 

CJEU.11 In his Opinion in the case delivered on 19 December 2019, Advocate General 

Saugmandsgaard Øe examined the questions referred to the Court under both the Directive and 

the GDPR, which in the meantime had become fully applicable.12 He upheld the SCCs and 

found that there was no need for the Court to examine the validity of the Privacy Shield, though 

he did have doubts about whether it provided an adequate level of protection.13 

 

In its judgment (‘Schrems II’), the Court of Justice summarized the questions referred to it by 

the Irish High Court in five broad categories, as follows: (1) whether the GDPR applies to data 

transfers between economic operators in situations where the data are likely to be processed in 

a third country for public security and law enforcement purposes;14 (2) what level of protection 

applies under the SCCs;15 (3) whether the DPAs are required to suspend or prohibit data 

transfers under the SCCs if in their view the clauses are not complied with or the level of 

protection cannot be ensured;16 (4) whether the SCCs are valid under the Charter;17 and (5) 

whether the Privacy Shield ensures an adequate level of protection under the GDPR.18 

 

The Court rejected various objections that the GDPR did not apply to the case,19 and also found 

that the fact that national security is placed within the sole responsibility of the Member States 

under EU law could not affect the applicability of the GDPR.20 In applying EU data protection 

law to data transfers to a commercial party that are ultimately accessed by the national security 

authorities of a third country, the Advocate General had distinguished between ‘processing 

                                                 
10 Commission Decision Privacy Shield 2016. Regarding the Privacy Shield, see the commentary on Art. 45 in 

this update. 
11 Irish High Court, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems. 
12 Case C-311/18, Schrems II (AG Opinion). As per Art. 99, the GDPR became fully applicable on 25 May 2018. 
13 See Kuner 2020 regarding the Advocate General’s Opinion. 
14 Case C-311/18, Schrems II, para. 80. 
15 Ibid., para. 90. 
16 Ibid., para. 106. 
17 Ibid., para. 122. 
18 Ibid., para. 160. 
19 Ibid., paras. 82-85. 
20 Ibid., para. 81. 
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consisting in the transfer itself’ and subsequent processing by national security authorities,21 

but the Court did not mention this issue, finding that the possibility of such subsequent 

processing did not matter in light of its being mentioned in Article 45 GDPR.22  

 

The Court held that the standard of essential equivalence with EU law which it had found to 

apply to adequacy decisions in its first Schrems judgment also applies to data transfers under 

appropriate guarantees.23 It confirmed that the standards for determining the level of protection 

must be based on EU law, particularly the Charter.24 Within these parameters, the Court upheld 

the use per se of SCCs as a data transfer mechanism.25 However, it also found that since SCCs 

do not bind public authorities (such as law enforcement or security authorities) in third 

countries, they cannot restrain such authorities from accessing data transferred under them. 

Therefore, the Court held, the contracting parties should make use of ‘additional safeguards’ 

to protect the data in addition to those provided under the SCCs,26 though it did not provide 

details as to what such additional safeguards should be; they have since been specified in the 

guidance from the EDPB.27 

 

The Court also affirmed the principle of accountability with regard to international data 

transfers. Thus, the Court stated that data controllers transferring data under the SCCs must 

‘verify whether the law of the third country of destination ensures adequate protection under 

EU law’,28 and that they ‘are required to verify, prior to any transfer, whether the level of 

protection required by EU law is respected in the third country concerned’.29 In addition, the 

Court confirmed the duty of the DPAs to suspend or prohibit data transfers if the SCCs cannot 

be complied with or if protection of the data cannot be otherwise ensured.30 

 

In the final part of the judgment, the Court invalidated the Commission Decision that was the 

legal basis of the Privacy Shield. The Court’s invalidation of the Privacy Shield was based on 

several factors, namely: (1) the primacy of US law enforcement requirements over those of the 

Privacy Shield;31 (2) a lack of necessary limitations and safeguards on the power of the 

authorities under US law, particularly in light of proportionality requirements;32 (3) the lack of 

an effective remedy in the US by EU data subjects;33 and (4) deficiencies in the Privacy Shield 

Ombudsman mechanism.34  

 

It is worth noting that, having invalidated the Safe Harbour in Schrems, found that an 

international agreement to transfer data could not be concluded in its present form in Opinion 

1/15, and then invalidating the Privacy Shield, Schrems II is the first judgment in which the 

CJEU has ever endorsed a data transfer mechanism as providing sufficient protection. Thus, in 

para. 148, the Court found that the SCCs provide for ‘effective mechanisms which, in practice, 

                                                 
21 Case C-311/18, Schrems II (AG Opinion), para. 104. 
22 Case C-311/18, Schrems II, para. 87. 
23 Ibid. para. 96. 
24 Ibid. para. 99. 
25 Ibid. para. 136. 
26 Ibid. para. 134. 
27 See EDPB 2020A and EDPB2020B. 
28 Case C-311/18, Schrems II, para. 134. 
29 Ibid. para. 142. 
30 Ibid. para. 113. 
31 Ibid. para. 164. 
32 Ibid. paras. 168-185. 
33 Ibid. paras. 191-192. 
34 Ibid., paras. 193-197. 
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ensure that the transfer to a third country of personal data pursuant to the standard data 

protection clauses in the annex to that decision is suspended or prohibited where the recipient 

of the transfer does not comply with those clauses or is unable to comply with them’. 

 

Following the judgment, the DPC issued a Preliminary Draft Decision to Facebook on 28 

August 2020, which Facebook sought to quash in proceedings before the Irish High Court.35 

These proceedings were ongoing at the time this chapter was finalised. The EDPS has also 

released a document that aims to ensure and monitor compliance of the EU institutions, bodies, 

offices, and agencies with the Schrems II judgment.36 

 

[To be considered with Section C – 1. Introduction] 

 

p. 802 

 

In section C.1., following the quotation in the middle of the page (ending ‘by design and by 

default’), add the following new paragraph: 

 

In Schrems II, the CJEU found that the notions of appropriate safeguards, enforceable rights, 

and effective legal remedies must be interpreted in light of Article 44 GDPR, which states that 

‘all provisions [in that chapter] shall be applied in order to ensure that the level of protection 

of natural persons guaranteed by [that regulation] is not undermined’.37
 Thus, the Court 

continued, ‘that level of protection must therefore be guaranteed irrespective of the 

provision of that chapter on the basis of which a transfer of personal data to a third country 

is carried out’.38 It is also important to note that the Court’s judgment in Schrems II applies 

not just to the SCCs, but to all forms of appropriate safeguards listed in Article 46(2) 

GDPR.39 

 
Change the following paragraph (beginning ‘Appropriate safeguards are more limited…’) to 

read as follows: 

 

Appropriate safeguards are more limited in scope than an adequacy decision, which is issued 

based on the totality of conditions in the third country or international organisation, including 

such factors as the rule of law, respect for human rights and other factors that relate to the legal 

system as a whole. By contrast, appropriate safeguards are tailored to particular transfers or 

types of transfers. However, the CJEU held in Schrems II that the use of SCCs must be capable 

of ensuring a level of protection that is essentially equivalent to that under EU law, which is 

the same standard that applies to adequacy decisions under Article 45 GDPR.40 When such 

protection cannot be ensured solely by the appropriate safeguards themselves, then it may be 

necessary to require, as the Court has done, that ‘supplementary measures’ be implemented to 

provide extra protections (e.g., such measures are required to protect against access to the data 

by public authorities in third countries when the SCCs are used, as the CJEU has required).41 

                                                 
35 DPC 2020. 
36 EDPS 2020. 
37 Case C-311/18, Schrems II, para. 92. 
38 Ibid. 
39 EDPB 2020A, p. 18. 
40 Case C-311/18, Schrems II, para. 96. See the commentary on Art. 45 in this update regarding the impact of 

Schrems II on adequacy decisions. 
41 Case C-311/18, Schrems II, para. 133. 
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The provisions of Article 46 must be interpreted in light of Charter, since, as the CJEU has 

found, the applicability of EU law entails the applicability of the Charter.42 

 

p. 803 

 

Add the following sentence at the end of the first paragraph on the page (ending ‘beyond those 

listed in the GDPR’): 

 

Indeed, the CJEU has required that supplementary measures may be needed beyond those 

contained in the SCCs to provide protection against data access by third countries.43 

 

Replace the second paragraph on the page (beginning ‘Additional safeguards should 

provide…’) with the following: 

 

Adequate safeguards should provide ‘enforceable data subject rights and effective legal 

remedies for data subjects’.44 Recital 108 also states that any appropriate safeguards ‘should 

relate in particular to compliance with the general principles relating to personal data 

processing, the principles of data protection by design and by default’, which may refer to the 

principles of Article 5 GDPR. 

 

Replace the final paragraph before section 2. Harmonisation (beginning ‘On 29 March 

2017…’) with the following paragraph: 

 

On 31 January 2020 the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020 the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.45 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.46 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. 

 

[To be considered with Section C – 2. Harmonisation] 

 

p. 803 

 

In the final paragraph on the page (the first paragraph under section 2. Harmonisation, 

beginning ‘Under the principle of the primacy…’), delete the final sentence (beginning ‘Thus, 

for example, the prior system…’). 

 

  

                                                 
42 See Case C-617/10, Åkerberg Fransson, para. 21. See also Rauchegger 2015. 
43 Case C-311/18, Schrems II, para. 133. 
44 Art. 46(1) GDPR. 
45 Trade and Cooperation Agreement UK 2020. 
46 Council Decision UK 2020. 
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[To be considered with Section C] 

 

p. 805 

 

After the first paragraph on the page, add the following new section and text: 

  

4A. SCC developments post-Schrems II 

 

On 11 November 2020, the EDPB published two recommendations that specify the conditions 

under which the SCCs are to be used, namely its Recommendations 01/2020 on measures that 

supplement transfer tools (the STT Recommendations)47 and Recommendations 02/2020 on 

European Essential Guarantees for surveillance measures (the EEG Recommendations).48 Both 

sets of recommendations follow from the CJEU’s Schrems II judgment, and will be considered 

in turn. 

 

The STT Recommendations are in effect a roadmap of the steps data exporters should take 

when using appropriate safeguards under Article 46; thus, they apply not only to the use of the 

SCCs, but also to BCRs and other transfer mechanisms mentioned in that article.49 It is the 

primary responsibility of the data exporter to see that the STT Recommendations are complied 

with.50 They were subject to a public consultation, which had not been completed when this 

update was finalized. 

 

Under the STT Recommendation, if the safeguards contained in the SCCs are insufficient to 

ensure essentially adequate protection in a particular case, data exporters must add 

supplementary measures to ensure such a level of protection. If they cannot do so, then data 

may not be transferred.51 The following are the six steps described in the STT 

Recommendation: 

1. Identify and assess the relevant data for data transfers.52 Data exporters should limit 

the transfer to that which is necessary to fulfil its purposes, and prior to the transfer 

undertake a data mapping exercise to record all data transfers and destinations, 

including onward transfers. This exercise should also reflect any remote access from a 

third country or storage by a cloud service provider situated outside of the EEA, unless 

the provider has contractually provided that data would not be processed in third 

countries. 

2. Identify the relevant data export mechanism or tool.53 If a data exporter transfers data 

on the basis of an adequacy decision, it should monitor the validity of the adequacy 

decision and does not need to take other actions as long as the adequacy decision 

remains valid. For any other regular and repetitive data transfers, organizations should 

rely on one of the mechanisms set out in Article 46 GDPR. The derogations should be 

interpreted restrictively and used in exceptional circumstances,  i.e., only for occasional 

and non-repetitive transfers. 

                                                 
47 EDPB 2020A. 
48 EDPB 2020B. 
49 EDPB 2020A, p. 18. 
50 Ibid., p. 6. 
51 Ibid., p. 16. 
52 Ibid., pp. 8-9. 
53 Ibid., pp. 9-11. 
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3. Assess whether the transfer tool to be used is effective in light of the circumstances of 

the transfer.54 Data exporters should assess the laws and practices of the recipient third 

country to determine whether they may impinge on the effectiveness of the safeguards 

of the data transfer mechanism. The assessment must be based on ‘the legislation 

publicly available’ in the third country, and it may not rely on subject factors ‘such as 

the likelihood of public authorities’ access to your data in a manner not in line with EU 

standards’.55 Data exporters may work with the data importer to obtain such 

information, and should not rely on subjective factors, such as publicly expressed policy 

views or enforcement probability. This assessment should be conducted with proper 

due diligence and documented thoroughly. An exporter should only transfer personal 

data if its assessment of a third country’s laws and practices indicate that it can offer an 

adequate level of protection. The EEG Recommendations (discussed below) set out the 

key elements for organizations to determine whether interference by public authorities 

in third countries can constitute a justifiable interference to the EU fundamental right 

to data protection. If an adequate level of protection cannot be achieved, data should 

not be transferred unless effective supplementary measures are implemented (see below 

regarding the EEG Recommendations). The EDPB specifically notes that data transfers 

subject to section 702 of the U.S. Foreign Intelligence Surveillance Act (‘FISA’) must 

be supplemented by technical measures to prevent access to the transferred data. 

4. Identify and adopt appropriate supplementary safeguards.56 What will constitute 

appropriate safeguards depends on the specific use of the data. Factors to consider 

include: the format and nature of the data transferred, the complexity of the data 

processing workflow, and the likelihood of onward transfers. The EDPB identifies the 

following potential safeguards as examples: 

a. Technical measures, such as encryption, pseudonymisation, and split or multi-

party processing (whereby processing will be carried out on multiple separate 

locations or by multiple parties). The EDPB has not yet identified appropriate 

technical safeguards for certain scenarios involving unencrypted data 

processing, or when the data importer is in possession of the cryptographic keys 

to decrypt data for the provision of its services. 

b. Contractual requirements, such as commitments to use specific technical 

measures; the publication of transparency reports and other information on 

access by public authorities; obtaining certifications and conducting audits; 

taking specific actions (such as notifying the data exporter if the data importer 

cannot comply with its obligations); a prohibition against engaging in onward 

transfers; or assisting data subjects in exercising their rights. 

c. Organizational measures, such as the adoption of internal policies, developing 

best practices and disciplinary measures, and documenting data access requests. 

5. Take steps to implement the supplementary measures.57 The necessary steps may vary 

depending on the data transfer mechanism. If SCCs are used, organizations are not 

required to obtain authorization from the competent DPA to implement the 

supplementary measures listed above as long as such measures do not modify the SCCs 

themselves, do not contradict the SCCs, and sufficiently ensure the required level of 

protection.58 

                                                 
54 Ibid., pp. 12-15. 
55 Ibid., p. 14. 
56 Ibid., pp. 15-17. 
57 Ibid., pp. 17-18. 
58 Ibid., p. 17. 
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6. Periodically re-evaluate safeguards.59 Exporters should monitor developments in the 

third country to assess whether their decisions are still appropriate, and promptly 

suspend or end data transfers where the supplementary measures are no longer effective 

in the third country, or where the data importer is in breach or otherwise unable to fulfil 

its obligations. 

 

The EDPB also gives examples of different use cases, including data storage for backup; the 

transfer of pseudonymized data; encrypted data transiting third countries; protected recipients; 

split or multi-use processing; transfer to cloud service providers; and remote access for 

business purposes.60 The STT Recommendations also include information on further measures 

that can be taken for exporters and importers to meet their obligations.61 

 

The EDPB’s Recommendations 02/2020 on European Essential Guarantees for surveillance 

measures (the EEG Recommendations) provide guidance on how to assess a third country’s 

surveillance measures when exporting personal data outside of the EEA. This is relevant when 

assessing the data protection laws and practices of third countries under the third element of 

the STT Recommendations discussed above (‘Assess whether the transfer tool to be used is 

effective in light of the circumstances of the transfer’). In addition, they are relevant when 

DPAs assess the adequacy of protection in a third country. 

 

The EEG Recommendations set out four European Essential Guarantees which need to be 

addressed by the laws in countries to which data is transferred in order to ensure that 

government surveillance and access to personal data constitute a justifiable interference to the 

data protection rights of EU citizens. The EDPB has stated that the EEG Recommendations 

‘require a certain degree of interpretation, especially since the third country legislation does 

not have to be identical to the EU legal framework’.62  

 

The four EEG Recommendations are as follows: 

1. Processing should be based on clear, precise, and accessible rules.63 A third country’s 

law should be clear, precise, uniformly applied, and foreseeable. 

2. Interferences should be proportionate and necessary with regard to the legitimate 

objectives pursued.64 The limitation of data protection rights must be assessed and 

balanced against the importance of the public interest objective pursued by the third 

country. Under certain set conditions the requirement to safeguard national security can 

justify serious interference with fundamental rights. The laws of the third country 

should respect the principle of necessity; laws permitting generalized access to the 

content of electronic communications without objective criteria generally will not meet 

such requirement. 

3. Independent oversight.65 Any interference to data protection rights should be subject to 

an effective, independent, and impartial oversight mechanism. The EDPB recommends 

assessing the independence of a court or administrative body by reference to whether 

their members are political appointees, or whether its activities are open to public 

scrutiny. 

                                                 
59 Ibid., pp. 18-19. 
60 Ibid., pp. 22-27. 
61 Ibid., pp. 28-38. 
62 EDPB 2020B, p. 15. 
63 Ibid., pp. 8-10. 
64 Ibid., pp. 10-12. 
65 Ibid., pp. 12-13. 
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4. Effective remedies need to be available to the individual.66 Individuals must have 

recourse to obtain sufficient redress and effective remedies to challenge the legality of 

such surveillance. 

 

[To be considered with Section C – 5. Practical use of contractual clauses] 

 

p. 805 

 

Change the final paragraph on the page (beginning ‘While the WP29…’) to read as follows: 

 

In November 2020, the European Commission published a new set of SCCs67 as well as a draft 

implementing decision,68 neither of which had been adopted when this text was finalized. The 

draft takes a modular approach, and includes both a set of core provisions and modules which 

include bespoke clauses to cover controller to controller, controller to processor, processor to 

processor, and processor to controller situations. They also include a ‘docking clause’ that 

allows new parties to accede to SCCs already in force. The draft SCCs are discussed further 

below. 

 

p. 806 

 

Change the first full paragraph on the page (beginning ‘The Commission-approved…’) to read 

as follows: 

 

The Commission-approved standard contractual clauses may not be amended in any way (i.e., 

they must be adopted verbatim),69 aside from filling out the annexes. This is also the case with 

regard to the new SCCs issued by the Commission in draft form in November 2020.70 In 

practice, any amendment of the standard clauses means that they will be considered to be ad 

hoc clauses that require the authorisation of the competent DPA. However, the GDPR makes 

it clear that there is no prohibition against ‘adding other clauses or additional safeguards 

provided that they do not contradict, directly or indirectly, the standard contractual clauses 

adopted by the Commission or by a supervisory authority or prejudice the fundamental rights 

or freedoms of the data subjects’ (recital 109).71 Additional clauses are to be recommended in 

cases involving data transfers where there is a particularly high risk of the transfer or sensitivity 

of the data. In addition, parties often add further detail in documents annexed to the clauses in 

order to provide additional protections, such as through detailed data security requirements.72 

As described in this chapter, the Schrems II judgment also mandates that supplementary 

measures and European Essential Guarantees be used with the SCCs to provide extra 

protections against government data access.73 

 

                                                 
66 Ibid., pp. 13-15. 
67 Commission Draft SCCs 2020. 
68 Commission Draft SCC Decision 2020. 
69 See e.g. EC Standard Contractual Clauses Processors 2004, rec. 3, stating that ‘data exporters should not, 

however, be allowed to amend these sets or totally or partially merge them in any manner’. 
70 Commission Draft SCCs 2020, clause 1(c). 
71 See also ibid., stating ‘This does not prevent the Parties from including the standard contractual clauses laid 

down in this Clauses in a wider contract, and to add other clauses or additional safeguards provided that they do 

not contradict, directly or indirectly, the standard contractual clauses or prejudice the fundamental rights or 

freedoms of data subjects’. 
72 See the commentary on Art. 32 in this update. 
73 See EDPB 2020A and EDPB 2020B. 
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After the final paragraph in section 5. and before section 6. New Forms of appropriate 

safeguards, add the following paragraphs: 

 

As discussed in the commentary to Article 28 in this update, on 9 July 2019 the EDPB issued 

an opinion on a draft set of standard clauses submitted by the Danish supervisory authority.74 

These clauses were issued for the purpose of compliance with Art. 28 GDPR, but also contain 

a section entitled ‘Transfer of data to third countries and international organisations’.75 

However, the text of the clauses makes clear that ‘The Clauses shall not be confused with 

standard data protection clauses within the meaning of Article 46(2)(c) and (d) GDPR, and the 

Clauses cannot be relied upon by the parties as a transfer tool under Chapter V GDPR’.76 This 

is in line with the view of the EDPB as well.77  

 

The EDPB has also adopted an opinion on the draft SCCs for controller-processor contracts 

submitted to the Board by the Slovenian Supervisory Authority.78 The opinion aims to ensure 

the consistent application of Article 28 GDPR, but also contains references to the transfer of 

data to third countries and international organisations.79 

 

Before section 6. New forms of appropriate safeguards, add the following new section and 

paragraphs: 

 

5A. New draft standard contractual clauses 

 

In November 2020, the European Commission published a new set of SCCs80 as well as a draft 

implementing decision,81 neither of which had been adopted when this text was finalized. The 

new SCCs evidence a number of important changes from the existing sets. The differences 

between two of the sets of draft SCCs (the controller to controller and controller to processor 

sets) and the existing sets are explained in detail in the Annex at the end of the commentary on 

this article. 

 

[To be considered with Section C – 6. New forms of appropriate safeguards – 6.1 Legally 

binding and enforceable instruments] 

 

p. 806 

 

After the final paragraph on the page, add the following new paragraphs: 

 

In December 2020, the EDPB issued the final version of its Guidelines 2/2020 that cover 

Article 46(2)(a) GDPR. The Guidelines make the following main points: 

1. The public authorities or bodies referred to cannot include those in the areas of public 

security, defence or state security, since those areas are exempted from the scope of the 

GDPR under Article 2(2). They also only cover transfers between public bodies (i.e., 

transfers involving a private entity are not covered).82 The concept of ‘public authority 

                                                 
74 EDPB 2019A. 
75 Danish DPA 2020, p. 7. 
76 Ibid., p. 8. 
77 EDPB 2019A, p. 10. 
78 EDPB 2020D. 
79 Ibid., p. 7. 
80 Commission Draft SCCs 2020. 
81 Commission Draft SCC Decision 2020. 
82 EDPB 2020G, p. 5. 
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or body’ is to be broadly construed to include both those in third countries and 

international organisations.83 

2. The minimum safeguards to be included in such instruments should include provisions 

dealing with the following areas: purpose and scope; definitions; data protection 

principles (including purpose limitation, data accuracy and minimisation, storage 

limitation, and security and confidentiality; rights of data subjects; transparency; 

automated individual decision-making; restrictions on onward transfer and sharing of 

data; sensitive data; redress mechanisms; supervision mechanisms; and termination).84 

3. Any such instrument must be both legally-binding and enforceable, and could include, 

for example, ‘international treaties, public-law treaties or self-executing international 

agreements’.85 

4. It is preferable to include detailed data protection clauses in the instrument, but if this 

is not possible, then there should be at least a general clause setting out data protection 

principles and an annex with more detailed provisions and safeguards.86 

5. The EDPB strongly recommends consulting the competent DPA when preparing to 

conclude such an instrument.87 

 

[To be considered with Section C – 6. New forms of appropriate safeguards – 6.2 Code of 

conduct] 

 

p. 807 

 

Insert the following sentence at the end of section 6.2 Codes of conduct (ending ‘as per Article 

40(3)’): 

 

The EDPB has opined on appropriate safeguards mentioned in Article 46 that have been 

adopted or proposed at the Member State level, such as codes of conduct.88 

 

[To be considered with Section C – 6. New forms of appropriate safeguards – 6.3 

Approved certification mechanisms] 

 

p. 808 

 

Add the following sentence at the end of the first paragraph on the page (ending ‘with regard 

to international data transfers’): 

 

The EDPB stated in 2020 that guidance on ‘any further requirements for international transfer 

criteria’ with regard to use of the European Data Protection Seal’ will be provided ‘in due 

course’,89 and that it will publish ‘separate guidelines to address the identification of criteria to 

approve certification mechanisms as transfer tools to third countries or international 

organisations in accordance with Article 42(2)’.90 

 

                                                 
83 Ibid., p. 5. 
84 Ibid., pp. 6-13. 
85 Ibid., p. 13. 
86 Ibid., p. 14. 
87 Ibid., p. 15. 
88 See EDPB 2020C (Greece) and EDPB 2020E (Belgium). 
89 EDPB 2020F, p. 7. 
90 EDPB 2019B, p. 7. 
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[To be considered with Section C – 6. New forms of appropriate safeguards – 6.4 

Provisions inserted into administrative arrangements] 

 

p. 809 

 

Add the following sentence to the end of the first paragraph on the page: 

 

Several national DPAs have issued authorisations for the use of administrative arrangements 

for the transfer of personal data to non-EEA financial supervisory authorities based on the 

EDPB opinion.91 

 

Add the following new paragraphs at the end of section 6.4. Provisions inserted into new 

administrative arrangements (following the paragraph ending ‘data transfers to international 

organisations’): 

 

In December 2020, the EDPB issued the final version of its Guidelines 2/2020 that cover 

Article 46(3)(b) GDPR. The Guidelines make the following main points: 

1. The public authorities or bodies referred to cannot include those in the areas of public 

security, defence or state security, since those areas are exempted from the scope of the 

GDPR under Article 2(2). They also only cover transfers between public bodies (i.e., 

transfers involving a private entity are not covered).92 The concept of ‘public authority 

or body’ is to be broadly construed to include both those in third countries and 

international organisations.93 

2. The minimum safeguards to be included in such administrative arrangements should 

include provisions dealing with the following areas: purpose and scope; definitions; 

data protection principles (including purpose limitation, data accuracy and 

minimization, storage limitation, and security and confidentiality); rights of data 

subjects; transparency; automated individual decision-making; restrictions on onward 

transfer and sharing of data; sensitive data; redress mechanisms; supervision 

mechanisms; and termination.94 

3. If the third country does not provide for data protection rights in its domestic law, then 

preference over administrative arrangements should be given to legally binding 

arrangements.95 

4. Special steps should be taken to ensure effective individual rights, redress, and 

oversight. This can include, for example, assurances by the public body receiving the 

data concerning protections granted under its domestic law. If this is not possible, then 

commitments by the parties can be used (such as to inform each other concerning 

requests by EEA individuals).96 

5. Dispute resolution mechanisms should be binding, unless this is impossible because of 

the legal nature of one of the parties (e.g., international organisations).97 

                                                 
91 Bulgarian DPA 2019; German Federal DPA 2019; Iceland DPA 2019; Malta DPA 2019; Slovak DPA 2020. 
92 EDPB 2020G, p. 5. 
93 Ibid., p. 5. 
94 Ibid., pp. 6-13. 
95 Ibid., p. 14. 
96 Ibid. 
97 Ibid. 
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6. Under Article 46(4), each administrative arrangement is examined by the competent 

DPA on a case-by-case basis using the consistency mechanism under Article 63 

GDPR.98 

 

[To be considered with Section C – 7. LED] 

 

p. 809 

 

Add the following new paragraph following the existing paragraph in Section 7. LED: 

 

The Schrems II judgment is based on the GDPR, but also has significance for the LED. It 

clarifies that, based on the Charter, appropriate safeguards must provide essential equivalence 

to EU law. As the LED must also meet the standards of the Charter,99 appropriate safeguards 

under the LED must also provide for essential equivalence with EU law. This is particularly 

significant since, given that essential equivalence under the LED is partly determined through 

a process of self-assessment,100 this gives the data controller transferring the data a standard 

against which to measure its assessment. 

 

[To be considered with Section C – 8. Enforcement] 

 

p. 809 

 

Add the following new paragraph following the final paragraph on the page (ending ‘whichever 

is higher’): 

 

The Schrems II judgment affirmed the principles with regard to enforcement of appropriate 

safeguards that the CJEU had stated in its first Schrems judgment with regard to adequacy 

decisions. Thus, the Court held that, unless there is a valid Commission adequacy decision, a 

DPA is required to suspend or prohibit a transfer of data to a third country pursuant to the SCCs 

if, in its view and in light of all the circumstances of that transfer, ‘those clauses are not or 

cannot be complied with in that third country and the protection of the data transferred that is 

required by EU law, in particular by Articles 45 and 46 of the GDPR and by the Charter, cannot 

be ensured by other means, where the controller or a processor has not itself suspended or put 

an end to the transfer’.101 Further, even if an adequacy decision is in place, when an individual 

has lodged a complaint, the competent DPA must be able to examine whether the data transfer 

complies with the GDPR and to bring an action before the national courts in order for them, if 

they share the DPA’s doubts as to the validity of the adequacy decision, to make a reference 

for a preliminary ruling regarding its validity.102 
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Annex: Table comparing different sets of SCCs* 
 

Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

Preliminary Topics 

Applicability  Territory-based 
approach: SCCs apply to 

transfers to controllers 

located outside of the EU.  
 

(As 2004 SCCs amend 
the 2001 SCCS, the 

following references in 

the 2001 SCCs apply: 

Recitals 1-5). 

Potentially a jurisdiction-
based approach: the clauses 

apply if data is transferred 

to recipients not subject to 
the GDPR. The clauses may 

also apply to transfers to 
recipients located outside 

the EU, but it is not fully 

certain whether recipients 

located outside the EU but 

subject to the GDPR will 

trigger application of the 
SCCs.    

 

Territory-based approach: 
SCCs apply to transfers to 

processors located outside 

the EU. 
 

(Article 2) 

Potentially a jurisdiction 
based approach: the 

clauses apply if data is 

transferred to recipients 
not subject to the GDPR. 

The clauses may also 
apply to transfers to 

recipients located outside 

the EU, but it is not fully 

certain whether recipients 

located outside the EU 

but subject to the GDPR 
will trigger application of 

the SCCs.    

 

General Topics (Section I in 2020 DRAFT) 

Parties 

(how many 

parties can 

accede to the 
SCCs) 

● Only one Exporter 
and one Importer 

may accede. 

● No docking 
mechanism. 

● Multiple parties can 
sign up as Importer 

and Exporter through 

being listed in 
annexes.  

● Docking mechanism 
allows parties to be 

added, but not to be 

removed. 

 

(Clause 6) 

● Only one Exporter 
and one Importer may 

accede. 

● No docking 
mechanism. 

● Multiple parties can 
sign up as Importer 

and Exporter 

through being listed 
in annexes. 

● Docking 
mechanism allows 

parties to be added, 

but not to be 

removed. 

 

(Clause 6) 

Ability to make 

changes to the 

SCCs 

● May add 

commercial clauses 
where required. 

 

(Clause VII) 
 

● May include the SCCs 

into broader 
commercial 

agreements. 

● May add other clauses 
and safeguards so 

long as they do not 

contradict the SCCs. 
 

(Clause 1 (c)) 

● May add business 

related issues as long 
as they do not 

contradict the SCCs. 

 
(Clause 10)  

● May include the 

SCCs into broader 
commercial 

agreements. 

● May add other 
clauses and 

safeguards so long 

as they do not 
contradict the 

SCCs. 

 
(Clause 1 (c)) 

Third party 

beneficiary 

rights 

No express third party 
beneficiary clause. 

Data subjects may enforce 
all of the clauses except: 

● Purpose and scope 

clauses 
● Importer’s obligations 

to provide information 
on government data 

access requests 

● Sub-processor 
obligations 

● Limitation of liability 

to actual damage 
suffered, and 

Data subjects may enforce 
against the Exporter: 

● Third party 

beneficiary clause 
● Most obligations of 

the Exporter 
● Most obligations of 

the Importer 

● Compensation against 
the Exporter and 

Importer 

● Mediation and 
jurisdiction 

Data subjects may 
enforce all of the clauses 

except: 

● Purpose and scope 
clauses 

● Importer’s 
obligations to 

provide information 

on government data 
access requests 

● Sub-processor 

obligations 

                                                 
* The author is grateful to Wilson Sonsini Goodrich and Rosati LLP for permission to publish this table in 

modified form. 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

excluding punitive 

damages 

● Indemnification  
● Supervision 

● Importer’s non-

compliance with 
clauses and 

termination rights 
● Choice of forum  

● C2C specific:  

○ If a breach is likely 
to result in 

significant adverse 

effects, there are 
breach notification 

obligations  

○ Importer’s 
obligation to make 

information 

available to DPA 
upon request 

 

(Clause 2) 

● Cooperation with 

supervisory 

authorities re audits 
● Governing law, no 

variation of contract, 

subprocessing, 
return/destroy data 

and audits 
If the Exporter is 

unavailable, data subjects 

may enforce against the 
Importer:  

● Third party 

beneficiary clause 
● Most obligations of 

the Importer 

● Compensations 
against the Exporter, 

Importer and 

subprocessors 
● Mediation and 

jurisdiction 

● Cooperation with 
supervisory 

authorities re audits 

● Governing law, no 
variation of contract, 

subprocessing, 

return/destroy data 
and audits 

 

If the Exporter and Importer 
are unavailable, data 

subjects may enforce 

against the sub-processor:  
● Third party 

beneficiary clause 

● Most obligations of 
the Importer 

● Compensations 

against the Exporter, 
Importer and 

subprocessors 

● Mediation and 
jurisdiction 

● Cooperation with 

supervisory 
authorities re audits 

● Governing law, no 

variation of contract, 
subprocessing, 

return/destroy data 

and audits 

 

Data subjects may be 

represented by an 
association if they wish and 

if permitted by national law. 

 
(Clause 3)  

● Limitation of 

liability to actual 

damage suffered, 
and excluding 

punitive damages 

● Indemnification  
● Supervision 

● Importer’s non-
compliance with 

clauses and 

termination rights 
● Choice of forum  

● C2P specific: 

○ Importer’s 
obligation to 

deal promptly 

with Exporter 
inquiries 

○ Importer’s 

obligation to 
make all 

information 

necessary to 
demonstrate 

compliance, and 

audits  
 

(Clause 2) 

Docking clause N/A 

 

 

● Third parties may 

accede to the SCCs 

either as an Importer 
or Exporter with the 

parties’ agreement.  

● May accede at any 
time. 

 N/A ● Third parties may 

accede to the SCCs 

either as an Importer 
or Exporter with the 

parties’ agreement.  

● May accede at any 
time. 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

 

(Clause 6) 

 

(Clause 6) 

Obligations of the Parties (Section II, Clause I in 2020 DRAFT) 

Purpose 

limitation 

● Importer or 

Exporter may 
process data only 

for the specific 

purpose of the 
transfer, or if 

obtains subsequent 

consent from the 
data subject. 

 

(Annex A (1))  

● Importer may only 

process data for the 
specific purpose of the 

transfer; unless it 

obtains the data 
subject’s prior 

consent. 

 
(Clause 1.1) 

● Importer may process 

data only on behalf of 
the Exporter and in 

compliance with 

instructions and SCCs. 
 

(Clause 5 (a)) 

● Importer may 

process data only on 
behalf of Exporter 

and in compliance 

with instructions 
and SCCs. 

 

(Clause 1.1 and 1.2) 

Instructions ● Any person acting 

under the Importer’s 
authority (incl. 

processor) must 

process personal 
data only on 

instruction from the 

Importer. 
 

(Clause II (b))  

● Importer must also 

ensure its processors 
process data only 

under the Importer’s 

instructions. 
 

(Clause 1.8) 

● Importer may process 

only on behalf of 
Exporter and in 

compliance with 

instructions and SCCs. 
 

(Clause 5 (a)) 

● Importer may 

process data only on 
behalf of the 

Exporter and in 

compliance with 
instructions and 

SCCs. 

 
(Clause 1.1 and 1.2) 

Transparency ● Importer must 

provide data subject 
with ‘information 

necessary to ensure 

fair processing’ 

unless the Exporter 

already provided 

such information. 
 

(Annex A (3))      

Importer must inform data 

subject of: 
● Its identity + contact 

details 

● Any processing for 

other purposes than 

the Exporter’s 

● The purposes for any 
disclosure to a third 

party, and that third 

party’s identity 
 

Upon request: 

● Exporter or Importer 
must provide a copy of 

the SCCs. They may 

redact the annexes, but 
must then provide a 

‘meaningful 

summary’. 
 

(Clause 1.2) 

Obligation to provide data 

subjects upon request: 
● Copy of the SCCs 

● Contracts for 

subprocessing 

 

May redact commercial 

information and provide a 
summary of security 

measures instead. 

 
(Clause 5 (g)) 

● Upon request, 

Exporter or 
Importer must 

provide a copy of 

the SCCs. They may 

redact the annexes, 

but must then 

provide a 
‘meaningful 

summary’. 

 
(Clause 1.3) 

Accuracy and 

data limitation 

● Personal data must 

be accurate, and 

kept up to date if 
necessary. Data 

must be adequate, 

relevant and not 
excessive relative to 

the processing’s 

purposes. 
 

(Annex A (2)) 

● Importer and Exporter 

must ensure that 

personal data is 
accurate and, to the 

extent necessary for 

the purposes of the 
processing, up to date.  

● Importer must also 

ensure that the data is 
adequate, relevant and 

limited to what is 

necessary. 
● If erasure is needed, 

every reasonable step 

must be taken by the 
Importer to erase or 

N/A Importer and Exporter 

must ensure that personal 

data is accurate and, to 
the extent necessary for 

the purposes of the 

processing, up to date.  
● Importer must also 

ensure that the data 

is adequate, relevant 
and limited to what 

is necessary. 

● If erasure is needed, 
every reasonable 

step must be taken 

by the Importer to 
erase or rectify 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

rectify without undue 

delay. 

● If one party becomes 
aware of an 

inaccuracy, it must 

inform the other 
without undue delay. 

 
(Clause 1.3) 

without undue 

delay. 

● If one party 
becomes aware of 

an inaccuracy, it 

must inform the 
other without undue 

delay. 
 

(Clause 1.3) 

Storage 

limitation 

N/A ● Importer may only 

retain data for as long 

as necessary for the 

purposes of 

processing. 

● Importer must have 
appropriate technical 

or organizational 

safeguards, such as 
anonymization or 

deletion of back-ups at 

the end of the 
retention period. 

 

(Clause 1.4) 

Upon termination, 

Importer may choose to 

either: 

● Delete all data, and 

certify it did so, or 

● Return all data and 
copies 

 

(Clause 12) 

Upon termination, 

Importer may choose to 

either: 

● Delete all 

data, and 

certify it did 
so, or 

● Return all data 

and delete 
existing 

copies 

 
(Clause 1.5) 

Security of 

processing 

● Importer warrants it 

has appropriate 
technical and 

organisational 

measures providing 
a level of security 

appropriate to the 

risk of the 
processing and the 

nature of the data 
involved. 

● These warranties 

are passed onto any 
third party and any 

person under 

Importer’s authority 
(incl. processor) 

who may be 

authorized to access 
the data. 

● Importers will have 

in place procedures 
so that any third 

party it authorizes to 

have access to the 
personal data, 

including 

processors, will 
respect and 

maintain the 

confidentiality and 
security of the 

personal data. Any 

person acting under 
the authority of the 

Importer, including 

a data processor, 
shall be obligated to 

process the personal 

data only on 
instructions from 

● Both Importer and 

Exporter must have 
appropriate technical 

and organizational 

measures to ensure an 
appropriate level of 

security of the data, 

taking into account the 
nature, scope, context 

and purposes of the 
data and the 

processing. 

● Importer must conduct 
regular checks to 

ensure ongoing 

security. 
● Importer must ensure 

personnel have 

committed to 
confidentiality. 

● If a breach is likely to 

result in significant 
adverse effects the 

Importer must notify 

the Exporter and the 
relevant Supervisory 

Authority, and, if 

relevant, the data 
subjects. 

● Importer bears 

documentation and 
record-keeping 

obligations. 

 
(Clause 1.5) 

● Data to be processed 

in accordance with 
technical and 

organizational 

security measures 
specified in the 

appendix. 

Importer (and Exporter, 

during transmission) 
must have appropriate 

technical and 

organizational measures 
to ensure an appropriate 

level of security of the 

data. 
● They must take into 

account the nature, 
scope, context and 

purposes of the data 

and the processing 
● Importer must limit 

access to data to 

personnel only to 
the extent strictly 

necessary; 

personnel must be 
subject to 

confidentiality 

obligation, 
contractually or 

legally 

● If Importer detects a 
breach, it must 

notify the Exporter 

and take steps to 
address the breach 

and mitigate its 

effects 
● If the breach is 

notifiable, Importer 

must cooperate in 
good faith with 

Exporter to permit it 

to satisfy its 
notification 

obligations, to a 

Supervisory 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

the Importer. This 

provision does not 

apply to persons 
authorised or 

required by law or 

regulation to have 
access to the 

personal data. 
 

(Clauses II (a) and (b), 

and Annex A (4)) 

Authority, and/or 

data subjects 

 
(Clause 1.6) 

Special 

categories of 

personal data 

 N/A ● Importer shall apply 

specific restrictions 

and/or additional 

safeguards adapted to 

the specific nature of 
the data and the risks 

involved. 

 
(Clause 1.6) 

If sensitive personal data is 

transferred: 

● Exporter to inform 

data subjects before or 

ASAP after transfer  
● List categories in 

appendix 

 
(Clause 4 (f)) 

 If sensitive personal 

data is transferred: 

● Importer must 

implement the 

addition safeguards 
and restrictions set 

out in the annex   

● List out categories 
in annex 

 

(Clause 1.7) 

Onward 

transfers 

● Data subjects must 

give unambiguous 
consent for onward 

transfers. 

 
(Clause II (i) (iv) and 

Annex A (6)) 

Onward transfers are only 

possible  
● If the third party 

commits itself to the 

SCCs; or  
● Third party provides 

appropriate safeguards 

as per Art. 46 and 47 
GDPR; or 

● The onward transfer 

country is deemed 
‘adequate’ as per Art. 

45 GDPR; or 
● Third party enters into 

an agreement ensuring 

the same level of 
protection as the 

SCCs; or 

● Importer obtains 
explicit consent from 

the data subject, 

subject to special 
conditions 

 

(Clause 1.7) 

 N/A Onwards transfers are 

only possible if the 
Importer complies with 

all the other safeguards 

in the SCCs and 
● Third party provides 

appropriate 

safeguards as per 
Art. 46 and 47 

GDPR; or 

● The onward transfer 
country is deemed 

‘adequate’ as per 
Art. 45 GDPR 

 

(Clause 1.8) 

Documentation 

and compliance 

● Upon reasonable 

request from the 
Exporter, Importer 

must make facilities 

and data files 
available for audit 

with reasonable 

notice and during 
business hours. 

● The request may be 

subject to approval 
by a Supervisory 

Authority. 

 
(Clause II (g)) 

● Parties must be able to 

demonstrate 
compliance with 

SCCs. 

● Importer is 
responsible for 

keeping appropriate 

documentation of the 
processing, and make 

it available to 

supervisory authority 
upon request. 

 

(Clause 1.9) 

● Exporter must make 

SCCs available to 
supervisory authority 

upon request 

● Importer and 
subprocessor must 

make facilities 

available for audit. 
 

(Clause 8) 

● Importer shall 

promptly and 
properly deal with 

inquiries from the 

Exporter that relate 
to the processing 

under the SCCs. 

● Parties should be 
able to demonstrate 

compliance. 

● Importer should 
make all 

information 

available to 
Exporter to 

demonstrate 

compliance and 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

allow for and 

contribute to audits. 

● Exporter may audit 
itself or use an 

independent 

auditor. 
● Importer must make 

any information 
resulting from an 

audit available to a 

Supervisory 
Authority upon 

request. 

 
(Clause 1.9) 

  

Local Laws affecting Compliance (Section II, Clause 2 in 2020 DRAFT) 

Scope of 

warranty 

N/A ● Both parties warrant 
that they have no 

reasons to believe the 

country of 
destination’s laws 

would prevent the 
Importer from 

fulfilling its 

obligations under the 
SCCs, including laws 

on the disclosure of 

data to public 
authorities. 

 

(Clause 2 (a)) 

N/A ● Both parties warrant 
that they have no 

reasons to believe 

the country of 
destination’s laws 

would prevent the 
Importer from 

fulfilling its 

obligations under 
the SCCs, including 

laws on the 

disclosure of data to 
public authorities. 

 

(Clause 2 (a))  

Elements to be 

taken into 

account when 

carrying out 

assessment 

Non-exhaustive list: 

● Circumstances of 
transfer 

● Scale and regularity of 

transfers 
● Length of processing 

chain 

● Type of recipients 
● Purposes of the 

processing 

● Nature of the data  
● Laws of third country, 

including concerning 

disclosures to public 
authorities, and 

relevant safeguards 

○ If relevant, any 

practical 

experience with 

such requests 
● Any relevant 

supplementary 

measures 
 

The assessment must be 

documented and made 
available to a Supervisory 

Authority upon request. 
 

Importer must make its best 

efforts to provide the 
Exporter with the relevant 

information and will 

 Non-exhaustive list: 

● Circumstances of 
transfer 

● Scale and regularity 

of transfers 
● Length of 

processing chain 

● Type of recipients 
● Purposes of the 

processing 

● Nature of the data  
● Laws of third 

country, including 

concerning 
disclosures to public 

authorities, and 

relevant safeguards 

○ If relevant, any 

practical 

experience with 
such requests 

● Any relevant 

supplementary 
measures 

 

The assessment must be 
documented and made 

available to a Supervisory 
Authority upon request. 

 

Importer must make its 
best efforts to provide 

Exporter with the 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

continue to cooperate to 

ensure compliance. 

 
(Clause 2 (b) and (c)) 

relevant information and 

will continue to cooperate 

to ensure compliance. 
 

(Clause 2 (b) and (d)) 

Process upon 

inability to 

comply 

● Importer must 

promptly notify the 
Exporter if it has 

reasons to believe that 

it has become subject 
to laws leading it to 

breach its warranties. 

● Exporter must 

promptly identify 

appropriate measures 
for both parties to 

remedy the situation. 

It may choose to 
consult with a 

Supervisory 

Authority, if 
appropriate 

○ If Exporter decides 

to continue the 
transfer, it must 

notify the 

competent 
Supervisory 

Authority, state its 

reasons and 
describe the 

measures taken 

○ If Exporter 
considers that no 

appropriate 

safeguard can be 
ensured, it must 

suspend the 

transfer (and is 
entitled to 

terminate its 

contract) and 
notify the 

Supervisory 

Authority 
 

(Clause 2 (d) through (f)) 

● Importer must 

promptly notify the 
Exporter if it has 

reasons to believe 

that it has become 
subject to laws 

leading it to breach 

its warranties.  

● Exporter must 

promptly identify 
appropriate 

measures for both 

parties to remedy 
the situation. It may 

choose to consult 

with a Supervisory 
Authority, if 

appropriate 

○ If Exporter 
decides to 

continue the 

transfer, it must 
notify the 

competent 

Supervisory 
Authority, state 

its reasons and 

describe the 
measures taken 

○ If Exporter 

considers that no 
appropriate 

safeguard can be 

ensured, it must 
suspend the 

transfer (and is 

entitled to 
terminate its 

contract) and 

notify the 
Supervisory 

Authority 

 
(Clause 2 (e) and (f)) 

Government Access Requests (Section II, Clause 3 in 2020 DRAFT) 

Notification 

scope 

N/A ● Importer is required to 
notify the Exporter 

and the data subject if 

it receives a request or 
becomes aware of any 

direct access from the 

government.  
 

● If prohibited to notify, 

the Importer will use 
its best efforts to 

obtain a waiver of the 

prohibition.  

N/A ● Importer is required 
to notify the 

Exporter and the 

data subject if it 
receives a request or 

becomes aware of 

any direct access 
from the 

government.  

 
● If prohibited to 

notify, the Importer 

will use its best 
efforts to obtain a 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

● Importer should 

provide the greatest 

possible amount of 
relevant information 

on the requests 

received. 
For Module Three: 

The Exporter shall 
forward the 

notification to the 

controller. 
 

(Clause 3.1) 

waiver of the 

prohibition.  

● Importer should 
provide the greatest 

possible amount of 

relevant information 
on the requests 

received. 
For Module Three: 

The Exporter shall 

forward the 
notification to the 

controller. 

 
(Clause 3.1) 

Review of 

legality 

● Importer should agree 
to review, under the 

laws of the country of 

destination, the 
legality of the request 

for disclosure, notably 

whether it remains 
within the powers 

granted to the 

requesting public 
authority, and to 

exhaust all available 

remedies to challenge 
the request if, after a 

careful assessment, it 

concludes that there 
are grounds under the 

laws of the country of 

destination to do so.  
 

● It should document its 

legal assessment as 
well as any challenge 

to the request for 

disclosure. 
 

(Clause 3.2 (a) and (b)) 

● Importer should 
agree to review, 

under the laws of the 

country of 
destination, the 

legality of the 

request for 
disclosure, notably 

whether it remains 

within the powers 
granted to the 

requesting public 

authority, and to 
exhaust all available 

remedies to 

challenge the 
request if, after a 

careful assessment, 

it concludes that 
there are grounds 

under the laws of the 

country of 
destination to do so.  

 

● It should document 
its legal assessment 

as well as any 

challenge to the 
request for 

disclosure. 

 
(Clause 3.2 (a) and (b)) 

Data 

minimisation 

● Importer agrees to 

provide the minimum 

amount of information 
permissible when 

responding to a 

request for disclosure, 
based on a reasonable 

interpretation of the 

request. 
 

(Clause 3.2 (c)) 

● Importer agrees to 

provide the 

minimum amount of 
information 

permissible when 

responding to a 
request for 

disclosure, based on 

a reasonable 
interpretation of the 

request. 

 
(Clause 3.2 (c)) 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

Use of Subprocessors (Section II, Clause 4 in 2020 DRAFT) 

Authorisation N/A  N/A ● Prior written consent. 

 

(Clause 11 (1)) 

● Option 1: specific 

prior authorisation 

(in writing). 
● Option 2: general 

written 

authorisation. 
 

(Clause 4 (a)) 

Other 

requirements 

N/A  N/A ● Sub-processor must 

abide by same 

commitments as 

Importer, including 

concerning third party 

beneficiary rights. 
● Exporter must 

maintain a list of all 

sub-processors and 
keep it available to a 

Supervisory Authority 

upon request. 
 

(Clause 11 (2) through 4(4)) 

● Importer must keep 

list of all sub-

processors it hires, 

and document any 

changes in 

processing 
instructions. 

● Upon request from 

the Exporter, 
Importer must 

provide a copy of 

sub-processors’ 
agreements (as 

amended). 
● Importer remains 

fully liable to 

Exporter for sub-
processors’ 

obligations. 

● Sub-processors 
must commit to 

honour third party 

beneficiary rights. 
 

 (Clause 4 (a) through 

(e)) 

Data Subject Rights (Section II, Clause 5 in 2020 DRAFT) 

Data Subject 

Requests 

(DSR) 

● Exporter will 

respond to enquiries 
from data subjects 

and the authority 

concerning 
processing of the 

personal data by the 

Importer. 
 

(Clause I (d)) 

 
● Rights of access, 

rectification, 

deletion and 
objection. 

 

(Annex A (5))  

● Importer shall 

facilitate, and satisfy 
any DSR it receives 

within a month. 

 
(Clause 5 (a) and (b)) 

 

● If requests are 
excessive, possibility 

to charge. 

 
(Clause 5 (e)) 

 

● Importer may refuse a 
request if such refusal 

is allowed under the 

laws of the country of 
destination and is 

necessary and 

proportionate. It shall 
inform the data subject 

of the reasons for 

refusing and indicate 
complaint 

possibilities.  

 
Clauses 5 (f) and (g)) 

Importer must promptly 

notify Exporter of any data 
subject request it directly 

receive. Importer should not 

respond to data subjects 
unless instructed by the 

Exporter. 

 
(Clause 5d(3)) 

● Importer must 

promptly notify 
Exporter of any data 

subject request it 

directly receives, 
but not respond to it 

unless instructed by 

the Exporter. 
● Importer must assist 

Exporter in 

answering the data 
subject’s requests. 

 

(Clause 5) 
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Topic 2004 Controller to 

Controller 

(Commission 

Decision 2004/915) 

DRAFT Controller to 

Controller (Module 1), 

proposed November 

2020 

2010 Controller to 

Processor 

(Commission Decision 

(EC) 2010 /87/EU) 

DRAFT Controller 

to Processor (Module 

2), proposed 

November 2020 

 

● Importer shall inform 

data subjects in a 
transparent and easily 

accessible format, 

through individual 
notice or on its 

website, of a contact 
point authorised to 

handle complaints or 

requests, and shall 
promptly deal with 

them. 

● Optional clause: 
Importer agrees that 

data subjects may 

lodge a complaint with 
an independent 

dispute resolution 

body at no cost. 
 

Clause 6 

 
● Data subjects should 

be allowed to be 

represented by 
associations or bodies 

in disputes against the 

Importer if they so 
wish and if authorised 

by national law. 

 
(Recital 13, SCC Decision) 

 

In relation to 

automated 

decisions 

making process 

● Prohibition of 

automated decision 

making except 
when performing a 

contract, and the 

data subject should 
be provided with the 

opportunity to 

discuss the results. 
 

(Annex A (8))  

● Importer shall inform 

the data subject in case 

of automated decision 
making, and 

implement suitable 

safeguards (at least 
right to object/obtain a 

human review). 

 
(Clause 5 (d)) 

 N/A N/A 

In relation to 

direct 

marketing 

● Data subjects can 

opt-out. 
 

(Annex A (7)) 

● Data subjects can 

object to the 
processing. 

 

(Clause 5 (c)) 

N/A N/A 
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Article 47. Binding corporate rules 

 
Christopher Kuner 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

[To be considered with Section B – 3. National developments] 
 

p. 816 

 

Add the following new paragraph to section 3. National developments: 

 

Following the Schrems II judgment of the Court of Justice, two sets of binding corporate rules 

(‘BCRs’) were approved by national DPAs, namely those of Jotun by the Norwegian DPA,1 

and those of Tetra Pak by the Swedish DPA.2 Neither decision refers to the Schrems II 

judgment, so it is not clear what extra requirements, if any, were agreed to at the national level 

to take the judgment into account. 

 

Before the section C. Analysis, add the following new heading and text as follows: 

 

4. Case law 

 

While it did not specifically deal with BCRs, the Schrems II judgment of the Court of Justice 

held that the use of appropriate safeguards requires that they provide a level of protection that 

is essentially equivalent to that under EU data protection law based on the Charter.3 The EDPB 

has found that this standard applies to all the types of appropriate safeguards in Article 46(2) 

that are of a contractual nature, which includes BCRs.4 This means that the Schrems II 

judgment is also relevant to BCRs, and that BCRs may require the use of supplementary 

transfer tools just as the standard contractual clauses do.5 The implications of the Schrems II 

judgment and the use of supplementary transfer tools are discussed in detail in the commentary 

to Article 46 in this update. 

 

  

                                                 
1 Norwegian DPA 2020. 
2 Swedish DPA 2020. 
3 Case C-311/18, Schrems II, para. 105. 
4 EDPB 2020A, p. 18. 
5 Ibid. 
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[To be considered with Section C – 1. Substantive requirements and scope] 

 

p. 820 

 

Insert the following at the end of the page: 

 

The EDPB has found that ‘the reasoning put forward by the Schrems II judgment also applies 

to other transfer instruments pursuant to Article 46(2) GDPR since all of these instruments are 

basically of contractual nature…’,6 and added that ‘the Schrems II judgement is relevant for 

transfers of personal data on the basis of BCRs’.7 BCRs pursuant to Article 47 are mentioned 

in Article 46(2)(b), and there is no doubt that the standard of essential equivalence with EU 

law set out for appropriate safeguards by the Court in Schrems II applies to BCRs as well. The 

EDPB indicated that it will provide more details ‘as soon as possible’ as to any additional 

commitments that need to be included in the BCRs to meet these requirements.8 These could 

presumably be based on the two recommendations the EDPB issued in response to the Schrems 

II judgment.9  

 

In the meantime, the EDPB highlighted the following elements of Schrems II that are 

particularly important to keep in mind with regard to data transfers under BCRs:10 

1. The data exporter and the data importer must assess whether the level of protection 

required by EU law is respected in the third country concerned in order to determine if 

the guarantees provided by the standard contractual clauses (‘SCCs’) or the BCRs can 

be complied with in practice. 

2. If this is not the case, then they must assess whether they can provide supplementary 

measures to ensure an essentially equivalent level of protection as provided in the EEA, 

and if the law or practice of the third country will not impinge on these supplementary 

measures so as to prevent their effectiveness. 

 

[To be considered with Section C – 3. Brexit and BCRs] 

 

p. 822 

 

Insert the following text as a new paragraph after the first paragraph on the page and following 

‘3. Brexit and BCRs’: 

 

Following the Schrems II judgment of the Court of Justice, two sets of BCRs were approved 

by national DPAs, namely those of Jotun by the Norwegian DPA,11 and those of Tetra Pak by 

the Swedish DPA.12 In both cases the EDPB approved the BCRs of the two companies in 

decisions that included the following paragraph regarding Schrems II:13 

 

In accordance with the judgment of the Court of Justice of the European Union C-

311/18, it is the responsibility of the data exporter in a Member State, if needed with 

                                                 
6 EDPB 2020A, p. 18. See the commentary on Art. 46 in this update regarding the Schrems II judgment. 
7 EDPB 2020A, p. 18. 
8 Ibid. 
9 EDPB 2020A; EDPB 2020B. 
10 Ibid. 
11 Norwegian DPA 2020. 
12 Swedish DPA 2020. 
13 EDPB 2020C, p. 5 and EDPB 2020D, p. 5. The name of the company and one of the footnotes has been deleted 

here, but the text is otherwise identical in both Opinions. 
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the help of the data importer, to assess whether the level of protection required by EU 

law is respected in the third country concerned, in order to determine if the guarantees 

provided by BCRs can be complied with in practice, taking into consideration the 

possible interference created by the third country legislation with the fundamental 

rights. If this is not the case, … and its Group Companies should assess whether they 

can provide supplementary measures to ensure an essentially equivalent level of 

protection as provided in the EU. 

 

Replace the second full paragraph on the page (beginning ‘On 29 March 2017…’) with the 

following: 

 

On 31 January 2020, the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020 the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.14 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.15 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. 

 

Replace the third full paragraph on the page (beginning ‘Brexit has implications for BCRs…’) 

with the following: 

 

Brexit has implications for BCRs. The UK Information Commissioner (‘ICO’) is no longer a 

member of the EDPB, and thus no longer has a role in dealing with BCRs under the GDPR.16 

Thus, it is not able to serve as lead supervisory authority for companies applying for BCRs.17 

The EDPB published an Information Note on BCRs for groups of undertakings that had the 

ICO as their lead supervisory authority, which set out a number of requirements, as follows: 

1. BCR holders with the ICO as the competent supervisory authority had to put in place 

by the end of the Brexit transition period (i.e., by 31 December 2020) organisational 

arrangements on the basis of which a new BCR lead supervisory authority in the EEA 

could be identified18 according to the criteria laid down by the former Article 29 

Working Party (‘WP29’) in its working paper WP263 rev.01.19 Such BCR holders also 

had to amend their BCRs accordingly by the end of the transition period; the EDPB 

published a checklist of elements to be amended.20 

2. For BCRs that were already approved under the GDPR, the new BCR lead supervisory 

authority in the EEA became the new competent supervisory authority and was 

supposed to issue a new approval decision following an opinion from the EDPB before 

the end of the transition period. 

3. No approval had to be issued by the new lead supervisory authority for BCRs for which 

ICO acted as BCR lead supervisory authority under the DPD. If such new approval was 

                                                 
14 Trade and Cooperation Agreement UK 2020. 
15 Council Decision UK 2020. 
16 EDPB 2019. 
17 Ibid. 
18 EDPB 2020E, p. 1. 
19 WP29 2018B. 
20 EDPB 2020E, pp. 3-9. 
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not obtained or the amendments to BCRs listed above were not made, then the BCRs 

could not be relied on as a legal basis for data transfers from the EEA.21 

4. The Information Note also contained several provisions with regard to BCRs 

applications that were before the ICO when the transition period expired.22 

 

[To be considered with Section C – 4. Remedies] 

 

p. 823 

 

Add the following text in a new paragraph at the top of the page after the end of the first 

paragraph and just before the bibliography: 

 

The CJEU’s judgment in Schrems II is also relevant to enforcement of BCRs. Thus, as the 

Court held in that case, where the controller or a processor established in the European Union 

is not able to take adequate additional measures to guarantee an essentially equivalent level of 

protection under BCRs to that applying under the GDPR, they, or failing that the competent 

DPA, are required to suspend or end the transfer of data.23 

 
Select Bibliography 

 

International agreements 

 

Trade and Cooperation Agreement UK 2020:  Trade and Cooperation Agreement between the European Union 

and the European Atomic Energy Community, of the One Part, and the United Kingdom of Great Britain and 

Northern Ireland, of the Other Part, OJ 2020 L 444/14. 

 

EU legislation 

 

Council Decision UK 2020:  Council Decision (EU) 2020/2252 on the signing, on behalf of the Union, and on 

provisional application of the Trade and Cooperation Agreement between the European Union and the European 

Atomic Energy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of 

the other part, and of the Agreement between the European Union and the United Kingdom of Great Britain and 

Northern Ireland concerning security procedures for exchanging and protecting classified information, OJ 2020 

L 444/2. 

 

Papers of data protection authorities 

 

EDPB 2020A: European Data Protection Board, ‘Recommendations 01/2020 on measures that supplement 

transfer tools to ensure compliance with the EU level of protection of personal data’ (10 November 2020) (version 

for public consultation). 

 

EDPB 2020B: European Data Protection Board, ‘Recommendations 02/2020 on the European Essential 

Guarantees for surveillance measures’ (10 November 2020). 

 

EDPB 2020C: European Data Protection Board, ‘Opinion 25/2020 on the draft decision of the Swedish 

Supervisory Authority regarding the Controller Binding Corporate Rules of Tetra Pak’ (31 July 2020). 

 

EDPB 2020D: European Data Protection Board, ‘Opinion 24/2020 on the draft decision of the Norwegian 

Supervisory Authority regarding the Controller Binding Corporate Rules of Jotun’ (31 July 2020). 

 

EDPB 2020E: European Data Protection Board, ‘Information note on BCRs for Groups of undertakings / 

enterprises which have ICO as BCR Lead SA’ (22 July 2020). 

                                                 
21 Ibid., p. 1. 
22 Ibid., p. 2. 
23 Case C-311/18, Schrems II, para. 135. 
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Norwegian DPA 2020: Norwegian Data Protection Authority, ‘Decision of the Norwegian Data Protection 

Authority Approving Binding Corporate Rules of Jotun Group’ (18 August 2020). 

 

Swedish DPA 2020: Swedish Data Protection Authority, ‘Decision Approving the Binding Corporate Rules of 

Tetra Pak Group’ (17 August 2020). 
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Article 48. Transfers or disclosures not authorized by Union law 

 
Christopher Kuner 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

[To be considered with Section A] 

 

p. 827 

 

Add the following to footnote 10: 

 
10 Regarding EU law issues concerning the potential negotiation of an agreement with the US 

under the CLOUD Act, see Christakis and Terpan 2021. 

 

Add the following to footnote 13: 

 
13 See Christakis 2019 regarding the history of Article 48. 

 

[To be considered with Section B – 4. Case law] 

 

p. 830 

 

Add a new paragraph before section C. Analysis: 

 

The CJEU has not yet opined on Article 48. However, in its Schrems II judgment the Court 

made some important statements about Article 4(2) Treaty on European Union (‘TEU’), under 

which national security remains the sole responsibility of the Member States. In particular, it 

held that the rule in Article 4(2) TEU is irrelevant for determining the material scope of the 

GDPR under Article 2.1 Therefore, it held that ‘the GDPR must be interpreted as meaning that 

that regulation applies to the transfer of personal data for commercial purposes by an economic 

operator established in a Member State to another economic operator established in a third 

country, irrespective of whether, at the time of that transfer or thereafter, that data is liable to 

be processed by the authorities of the third country in question for the purposes of public 

security, defence and State security’.2 

 

  

                                                 
1 Case C-311/18, Schrems II, para. 81. 
2 Ibid., para. 89. 
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[To be considered with Section C – 7. Enforcement] 

 

p. 836 

 

Add the following to footnote 83: 

 
83 See Dickinson and Lein 2021, p. 50. 

 

[To be considered with Section C – 8. Application to the UK] 

 

Replace the paragraph under section 8. Application to the UK with the following: 

 

While a member of the EU, the UK took the position that Article 48 did not apply to it,3 since 

under Protocol 21 to the Treaty on the Functioning of the European Union (‘TFEU’) the UK 

was not bound by measures dealing with justice and home affairs unless it decided to participate 

in them. However, on 31 January 2020 the UK left the European Union pursuant to the 

withdrawal procedure under Article 50 of the Treaty on European Union (‘Brexit’). In 

December 2020 the EU and the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to 

regulate their future relationship.4 The TCA had not yet been formally concluded when this 

update was finalised, but the Council, acting by the unanimity of all 27 Member States, adopted 

a decision on 28 December 2020 authorising the signature of the TCA and its provisional 

application as of 1 January 2021.5 The conclusion and entry into force of the TCA is expected 

in 2021 following its approval by the European Parliament and the Council. The UK Data 

Protection Act enacted in 2018 to implement the GDPR contains no mention of Article 48.6 

The EU draft adequacy decision for the UK states that the UK authorities have said that they 

see no need for such a provision in UK law.7 

 
Select Bibliography 

 

International agreements 

 

Trade and Cooperation Agreement UK 2020: Trade and Cooperation Agreement between the European Union 

and the European Atomic Energy Community, of the One Part, and the United Kingdom of Great Britain and 

Northern Ireland, of the Other Part, OJ 2020 L 444/14. 

 

EU legislation 

 

Council Decision UK 2020: Council Decision (EU) 2020/2252 on the signing, on behalf of the Union, and on 

provisional application of the Trade and Cooperation Agreement between the European Union and the European 

Atomic Energy Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of 

the other part, and of the Agreement between the European Union and the United Kingdom of Great Britain and 

Northern Ireland concerning security procedures for exchanging and protecting classified information’, OJ 2020 

L 444/2. 

 

Proposed UK Adequacy Decision: European Commission, ‘Commission Implementing Decision of XXX 

pursuant Regulation (EU) 2016/679 of the European Parliament and of the Council on the adequate protection of 

personal data by the United Kingdom’ (draft), 19 February 2021. 

 

  

                                                 
3 Council Report 2012, Annex 2, Statement by the UK, p. 4. 
4 Trade and Cooperation Agreement UK 2020. 
5 Council Decision UK 2020. 
6 UK Data Protection Act 2018. 
7 Proposed UK Adequacy Decision, para. 19, FN 78. 
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Academic writings 

 

Christakis and Terpan 2021: Christakis and Terpan, ‘EU-US Negotiations on Law Enforcement Access to Data: 

Divergences, Challenges & EU Law Options’, 11 International Data Privacy Law (2021) (forthcoming). 

 

Dickinson and Lein 2015: Dickinson and Lein, The Brussels I Regulation Recast (OUP 2015). 
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Article 49. Derogations for specific situations 

 
Christopher Kuner 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Saugmandsgaard Øe in Case C-311/18, Data Protection Commissioner v. Facebook 

Ireland Limited and Maximilian Schrems, delivered on 19 December 2019 (ECLI:EU:C:2019:1145). 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

[To be considered with Section B – 4. Case law] 

 

p. 846 

 

Under section 4. Case law, add the following text: 

 

However, in Schrems II, the CJEU stated as follows: 

 

Although Article 46 of the GDPR does not specify the nature of the requirements which 

flow from that reference to ‘appropriate safeguards’, ‘enforceable rights’ and ‘effective 

legal remedies’, it should be noted that that article appears in Chapter V of that 

regulation and, accordingly, must be read in the light of Article 44 of that regulation, 

entitled ‘General principle for transfers’, which lays down that ‘all provisions [in that 

chapter] shall be applied in order to ensure that the level of protection of natural persons 

guaranteed by [that regulation] is not undermined’. That level of protection must 

therefore be guaranteed irrespective of the provision of that chapter on the basis of 

which a transfer of personal data to a third country is carried out.1 

 

As explained earlier in the commentary on this article, the rationale of Article 49 is to cover 

cases without sufficient protection but where overriding policy reasons mandate that the 

transfer be allowed nonetheless.2 The fact that the derogations were designed to be used when 

no adequate protection is present also follows from the tiered structure of Chapter V, which 

first favours transfers under an adequacy decision (Article 45), then allows the use of 

appropriate safeguards in the absence of an adequacy decision (Article 46(1)), and only then 

foresees the possibility to rely on the derogations if an adequacy decision or appropriate 

safeguards cannot be used (Article 49(1)). The Court’s statement above should not result in an 

interpretation which would undermine the logic of Article 49 (i.e., by implying that use of the 

derogations can only occur when they lead to an adequate level of protection, since by their 

nature they are to be used when no such protection is available). This also seems clear by the 

fact that the situations in which the derogations apply do not by themselves create adequate 

                                                 
1 Case C-311/18, Schrems II, para. 92. 
2 See Simitis and Dammann, p. 285, who explain the derogations under Art. 25 DPD as representing a 

‘Güterabwägung’ (weighing of interests or values). 
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protection (e.g., no protection is created per se by the fact that the data subject has consented 

to the transfer, or that the transfer is necessary for important reasons of public interest). 

 

In Schrems II the Court also makes a cryptic reference to the derogations, stating that ‘in view 

of Article 49’, invalidation of the Commission’s decision approving the Privacy Shield as 

adequate does not create a legal vacuum,3 which may seem to imply that use of the derogations 

can help compensate for invalidation of the Privacy Shield. However, both the wording of 

Article 49 and the position of the EDPB4 make it clear that the derogations are to be strictly 

interpreted, as follows from the Court’s own holdings that derogations from fundamental rights 

are to be used only when strictly necessary,5 whereas an adequacy decision such as the Privacy 

Shield allows the widespread transfer of all personal data that fall within its scope. Thus, the 

derogations cannot be relied on as a basis for transfer in all situations when this was permissible 

under an adequacy decision such as the Privacy Shield. The EDPB has also implied that the 

requirements set out by the Court in Schrems II do not apply when the derogations are used.6 

 

[To be considered with Section C – 1. Introduction] 

 

p. 846 

 

At the end of the penultimate paragraph on the page (ending ‘fundamental rights must be 

interpreted restrictively’), add the following new paragraph: 

 

It might be asked whether the restriction that the derogations may not be used for repetitive 

transfers should be applied only to the derogation based on the compelling legitimate interests 

of the controller under the second sub-paragraph of Article 49(1), which is the only provision 

of Article 49 that explicitly states that it does not apply to repetitive transfers, but not to the 

other derogations. However, the better interpretation is that the condition of transfers being 

non-repetitive must apply to all the derogations under Article 49, based on the fact that EU law 

requires that a derogation from a fundamental right not be interpreted in a way that contradicts 

its exceptional nature.7 If a derogation is used as the legal basis for transfers which are 

repetitive, then its use is by definition not exceptional, meaning that the fact that transfers are 

non-repetitive must be central to the nature of the derogations. The EDPB has affirmed this 

interpretation,8 and has defined ‘non-repetitive’ transfers as those that ‘may happen more than 

once, but not regularly, and would occur outside the regular course of actions, for example, 

under random, unknown circumstances and within arbitrary time intervals’.9 They also gave 

the following example: ‘For example, a data transfer that occurs regularly within a stable 

relationship between the data exporter and a certain data importer can basically be deemed as 

systematic and repeated and can therefore not be considered occasional or not-repetitive. 

Besides, a transfer will for example generally be considered to be non-occasional or repetitive 

when the data importer is granted direct access to a database (e.g., via an interface to an IT-

application) on a general basis’.10 

 

                                                 
3 Ibid, para. 202. 
4 EDPB 2018, p. 4; EDPB 2020A, p. 11. 
5 Case C-362/14, Schrems II, para. 92. 
6 See EDPB 2020A, p. 11, para. 27. 
7 EDPB 2018, p. 5. 
8 EDPB 2020A, p. 5, stating that the derogations in Article 49 ‘must be interpreted restrictively and mainly relate 

to processing activities that are occasional and non-repetitive’. 
9 EDPB 2018, p. 4. 
10 Ibid. 
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p. 847 

 

Add the following sentence at the end of the second line at the top of the page (after the sentence 

ending ‘entails the applicability of the Charter’): 

 

As is the case with other data transfer mechanisms under Chapter V, the use of the derogations 

requires that all conditions for lawful data processing be complied with prior to the transfer. 

This includes providing information to data subjects about the derogation used, and applies 

whether or not the personal data were obtained directly from the data subject.11 

 

Replace the second full paragraph on the page (beginning ‘On 29 March 2017…’) with the 

following paragraph: 

 

On 31 January 2020, the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020 the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.12 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.13 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. The Agreement contains provisions 

dealing with data transfers, which are discussed in the commentary on Article 45 in this update. 

 

[To be considered with Section C – 2. Consent] 

 

p. 847 

 

Add the following text at the end of the second paragraph in section 2. Consent (after the 

sentence ending ‘using a two-step verification procedure’): 

 

The EDPB has justified the higher consent requirement in Article 49 vis-à-vis Article 9(2)(a) 

in terms of the higher risks posed by international transfers.14 In a paper that was later endorsed 

by the EDPB, the WP29 gave examples of explicit consent as including clicking a box on a 

web screen with a text that clearly indicates that the person is consenting to the processing of 

their personal data, or affixing a digital signature to a consent form for medical treatment.15 

 

p. 848 

 

Add the following paragraph before section 3. at the top of the page: 

 

The EDPB has confirmed that explicit consent under Article 49(1)(a) GDPR may provide a 

legal basis for transfers in the context of the COVID pandemic.16 While the EDPB discussed 

the use of consent in a section entitled ‘International data transfers for scientific research 

purposes’, it would seem that it may be used in any context where the data transfer is necessary 

                                                 
11 EDPB 2020B, p. 12. 
12 Trade and Cooperation Agreement UK 2020. 
13 Council Decision UK 2020. 
14 EDPB 2018, p. 6. 
15 WP29 2017, p. 19. 
16 EDPB 2020B, pp. 12-13. 
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to fight the pandemic (e.g., also for the purpose of medical treatment). However, since it is an 

exemption from the general restrictions on transfers, the use of consent must be restrictive and 

is to be evaluated on a case-by-case basis17 based on factors such as the roles of the parties and 

the obligations of the actors involved.18 

 

[To be considered with Section C – 5. Necessary for important reasons of public interest] 

 

p. 849 

 

Add the following at the end of the last full paragraph on the page (after the sentence ending 

‘international cooperation’): 

 

The EDPB has recognised that the COVID pandemic represents an important public interest 

that may provide a basis for international data transfers, based on its being an ‘exceptional 

sanitary crisis of an unprecedented nature and scale’.19 However, the EDPB has stated that the 

use of the derogations in the context of fighting COVID should only be used ‘as a temporary 

measure due to the urgency of the medical situation globally’,20 which means that they cannot 

be used for repetitive transfers.21 When possible, data exporters should favour adequacy 

decisions or appropriate safeguards over the use of derogations for COVID-related transfers.22 

 

p. 851 

 

Add the following paragraph before section 6. at the top of the page: 

 

The EDPB has confirmed that important reasons of public interest under Article 49(1)(d) 

GDPR may provide a legal basis for transfers in the context of the COVID pandemic.23 The 

public interest may be relied on not only by public authorities, but also by private entities (such 

as those engaged in medical research).24 However, since it is an exemption from the general 

restrictions on transfers, the use of the public interest as a legal basis must be restrictive and is 

to be evaluated on a case-by-case basis.25 

 

[To be considered with Section C – 10. Limitation of transfers based on important reasons 

of public interest] 

 

p. 855 

 

Change the final sentence of the paragraph before section 11. Enforcement to read as follows: 

 

When this text was finalized, six Member States (Cyprus, Denmark, Estonia, France, Germany, 

and Italy) had made such notifications to the Commission under Article 49(5).26 

 

                                                 
17 Ibid., p. 12. 
18 Ibid., p. 13. 
19 Ibid. 
20 Ibid. 
21 Ibid. 
22 Ibid. 
23 Ibid., pp. 12-13. 
24 Ibid., p. 13. 
25 Ibid., p. 12-13. 
26 Member State notifications to the Commission under the GDPR. 
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Article 50. International cooperation for the protection of personal 

data 

 
Christopher Kuner 

 

[To be considered with Section A] 

 

p. 858 

 

In the final paragraph on the page, change ‘Council of Europe Convention 108’ to ‘Council of 

Europe Convention 108 (including the Modernised Convention)’. 

 

[To be considered with Section B – 2. International instruments] 

 

p. 859 

 

In the second paragraph under section 2. International instruments, change ‘who are members 

of the International Conference of Data Protection and Privacy Commissioners (‘ICDPPC’)’ 

to ‘who are members of the Global Privacy Assembly (formerly known as the International 

Conference of Data Protection and Privacy Commissioners)’. 

 

After the final paragraph in section 2. International instruments, insert the following new 

paragraph as follows: 

 

There are a number of bodies, ranging from international organisations with legal status to 

informal groupings, that meet regularly to foster international cooperation in data protection 

law and policymaking. Some of the most important ones include the following: 

1. Council of Europe; 

2. Organisation for Economic Cooperation and Development (‘OECD’); 

3. Global Privacy Assembly (‘GPA’); 

4. Spring Conference of European Data Protection Authorities; 

5. Global Privacy Enforcement Network (‘GPEN’) (network of privacy enforcement 

authorities); 

6. Berlin Group - International Working Group on Data Protection in 

Telecommunications (‘ICDPPC’); 

7. French-speaking Association of Personal Data Protection Authorities (‘AFAPDP’); 

8. Central and Eastern Europe Data Protection Authorities (‘CEEDPA’); 

9. Asia Pacific Privacy Forum (‘APPA’) (network of Asian privacy authorities); 

10. Asia-Pacific Economic Cooperation (‘APEC’); 

11. Common Thread Network (‘CTN’) (data protection regulators across Commonwealth 

countries); 

12. Ibero-American data protection network (RIPD). 
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[To be considered with Section C – 2. Forms of international cooperation] 

 

p. 861 

 

Add the following new paragraph after the end of the first paragraph on the page (ending ‘by 

the Member States’): 

 

The EDPB has stated the following with regards to its involvement in international cooperation 

initiatives: 

 

We cooperate with international organisations and the supervisory authorities of 

countries outside the EU, to support the effective enforcement of the law and to share 

best practices.  

 

We do this by working within a number of international frameworks, either as the 

EDPB or via our individual members. We also promote common training programmes 

and personnel exchanges.1 

 

 

Change the final paragraph of the section before the bibliography to read as follows: 

 

On 31 January 2020, the UK left the European Union pursuant to the withdrawal procedure 

under Article 50 of the Treaty on European Union (‘Brexit’). In December 2020, the EU and 

the UK agreed on a Trade and Cooperation Agreement (‘TCA’) to regulate their future 

relationship.2 The TCA had not yet been formally concluded when this update was finalised, 

but the Council, acting by the unanimity of all 27 Member States, adopted a decision on 28 

December 2020 authorising the signature of the TCA and its provisional application as of 1 

January 2021.3 The conclusion and entry into force of the TCA is expected in 2021 following 

its approval by the European Parliament and the Council. 
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Council Decision UK 2020:  Council Decision (EU) 2020/2252 on the signing, on behalf of the Union, and on 

provisional application of the Trade and Cooperation Agreement between the European Union and the European 
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the other part, and of the Agreement between the European Union and the United Kingdom of Great Britain and 

Northern Ireland concerning security procedures for exchanging and protecting classified information, OJ 2020 
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1 EDPB Website International Cooperation. 
2 Trade and Cooperation Agreement UK 2020. 
3 Council Decision UK 2020. 



Article 50 

Kuner 

209 

Others 

 

EDPB Website International Cooperation: European Data Protection Board, ‘International cooperation’, available 

at https://edpb.europa.eu/international-cooperation_en. 

 

https://edpb.europa.eu/international-cooperation_en


Article 56 

Docksey 

210 
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Advocate General issues opinion in Case C-645/19, Facebook Ireland on the cooperation, 

consistency and one-stop-shop mechanisms of the GDPR 

 

[To be considered with Section C] 

 

The scope and application of the cooperation, consistency and one-stop-shop mechanisms1 are 

before the CJEU for the first time in Case C-645/19, Facebook Ireland.2 In essence, this case 

poses two questions: generally whether a local DPA concerned in a case of cross-border 

processing may handle a case within its jurisdiction which should fall under the competence of 

a lead supervisory authority (‘LSA’), and specifically whether a local DPA may at least lodge 

legal proceedings against the local establishment of the controller in its Member State. It 

considers how to make the cooperation, consistency and one-stop-shop mechanisms work 

effectively in practice, to avoid legal and regulatory fragmentation, and raises the 

countervailing issues of regulatory proximity, local enforcement and regulatory inertia.3 

 

1. Facts and procedure 

 

The facts of the case are the following. In September 2015, the Belgian Privacy Commission, 

subsequently the Belgian DPA under the GDPR, commenced proceedings against three 

emanations of the Facebook group – Facebook Inc., Facebook Ireland Ltd and Facebook 

Belgium. The Belgian DPA alleged that Facebook was unlawfully collecting information on 

the private browsing behaviour of internet users in Belgium. It also alleged that Facebook was 

using tracking technologies such as cookies, social plugins and pixels, so as to profile users 

and deliver targeted advertising to them, all without informing users or obtaining their consent, 

and regardless of whether they were Facebook users. Tracking technologies and the absence 

of transparency and consent have already been considered in two cases before the CJEU.4 

Advocate General Bobek himself has considered the responsibilities of joint controllers using 

such technologies in his Opinion of  19 December 2018 in Case C-40/17, Fashion ID,5 and the 

issues of tracking technologies and consent were then fully considered by the CJEU in 

Planet49.6 Thus, there can be little doubt as to the attitude of the CJEU to the substantive issues 

raised by the Belgian DPA. 

 

In its 2015 action, the Belgian DPA requested the Brussels Court of First Instance to order 

Facebook to cease placing persistent cookies on devices used by Belgian internet users when 

browsing Facebook web pages or websites of third parties, as well as to cease collecting data 

in an excessive manner by means of social plugins and pixels on third-party websites. In 

addition, it requested the destruction of all personal data obtained by means of cookies and 

social plugins relating to each internet user established on the Belgian territory. The Court of 

First Instance handed down an interim order in November 2015 in which it provisionally 

ordered all three defendants to cease certain of these activities with regard to Belgian internet 

users. In June 2016, the interim order was overturned by the Brussels Court of Appeal, which 

confined the proceedings to Facebook Belgium and found that there was no urgency requiring 

interim relief. The Court of First Instance subsequently handed down a ruling against Facebook 

                                                 
1 See the commentaries on Art. 56 and Art. 60 in the main volume. 
2 Case C-645/19, Facebook Ireland (pending). 
3 See Moerel and Tigner 2021. 
4 Case C-40/ 17, Fashion ID; Case C-673/17, Planet49. 
5 Case C-40/17, Fashion ID (AG Opinion). 
6 Case C-673/17, Planet49. 
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Belgium on the merits. Facebook appealed again, this time on the basis that the GDPR had 

entered into application, that the one-stop-shop mechanism now applied to the cross-border 

processing at issue, and thus that the Belgian DPA had lost its competence to continue the 

proceedings in Belgium because it was not the LSA with respect to Facebook’s processing 

activities. As the main establishment of Facebook in the EU is Facebook Ireland Ltd, the 

competent LSA was the Irish Data Protection Commission. On 8 May 2019, the Brussels Court 

of Appeal decided to stay the proceedings and refer a number of questions to the CJEU for a 

preliminary ruling. In essence, these questions asked whether the GDPR permits or prevents a 

national DPA from engaging in court proceedings in its Member State against infringements 

of its rules with respect to cross-border data processing, where that authority is not the LSA 

with regard to that processing. 

 

The hearing took place on 5 October 2020. There was intensive questioning from the Bench 

on the perceived paradox that citizens may go to their national court under Article 78 GDPR 

whereas their national DPA may be precluded by the one-stop-shop from going to the same 

court unless it happens to be the LSA in that case. President Lenaerts asked the Commission: 

   

You’re saying people could go to court, but that the [data protection authority] cannot 

take up their cause? So you have Joe Commoner who can go to court but an authority 

can’t take up his case for him?7 

 

2. The Opinion of Advocate General Bobek of 13 January 2021 

 

In a long and exhaustive Opinion the Advocate General addressed the key issue in the main 

proceedings: could the Belgian DPA continue legal proceedings against Facebook Belgium in 

respect of the cross-border processing of personal data that took place after the GDPR became 

applicable, given that the data-processing entity is Facebook Ireland Ltd. He described the one-

stop-shop mechanism as ‘a set of rules giving rise, in the case of cross-border data processing, 

to a central point of enforcement through a lead supervisory authority (‘the LSA’), which sits 

within the system of cooperation and consistency procedures along with the supervisory 

authorities concerned (‘the CSAs’), designed to ensure the involvement of all interested 

supervisory authorities’.8 These two types of DPAs are defined as follows under the GDPR. 

Under Article 56(1), a supervisory authority acts as the LSA with regard to the cross-border 

processing carried out by controllers and processors that have their main establishment or the 

single establishment in its territory. Under Article 4(22) of the GDPR, a supervisory authority 

acts as the concerned supervisory authority (‘CSA’) if one of the following alternative 

conditions is satisfied: ‘(a) the controller or processor is established on the territory of the 

Member State of that supervisory authority; (b) data subjects residing in the Member State of 

that supervisory authority are substantially affected or likely to be substantially affected by the 

processing; or (c) a complaint has been lodged with that supervisory authority’.9 

 

The Advocate General subjected the GDPR to the whole gamut of interpretative techniques – 

literal, systemic, teleological, historical, and contextual, including the influence of the Charter 

and the risk of possible under-enforcement of the GDPR. He emphasised the need to ensure 

consistency and prevent the fragmentation in the implementation of data protection across the 

Union and the legal uncertainty that had existed under the DPD.10 He illustrated the 

                                                 
7 Manancourt 2020. 
8 Case C-645/19, Facebook Ireland (AG Opinion), para. 28. 
9 Ibid., para. 29. 
10 Ibid., para. 75. 
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unsatisfactory situation under the DPD by referring to the Weltimmo11 and 

Wirtschaftsakademie12 cases and contrasted the dicta in Google v CNIL,13 where the Court 

stressed the importance of the mechanisms of cooperation and consistency for the correct and 

coherent application of the GDPR, and their obligatory character, and in Schrems II, where 

Advocate General Saugmandsgaard Øe emphasised that the cooperation and consistency 

mechanisms provided for in Chapter VII of the GDPR are designed to avoid the risk that 

various supervisory authorities take different approaches with regard to cross-border 

processing.14 It may be noted that these dicta were approved by the CJEU, which found that 

the standard contractual clauses in question were based on effective mechanisms, including 

those in Articles 64 and 65 GDPR to ensure consistent enforcement by DPAs, to ensure where 

necessary the suspension or prohibition of transfers of personal data to third countries.15 

 

3. The exclusive competence to bring legal proceedings under the one-stop-shop mechanism 

 

The main provisions taken into account by the Advocate General in his analysis were Articles 

55, 58, 77, 78 and 79 GDPR. On the basis of these provisions, together with the opening phrase 

of Article 56(1) (that it is ‘without prejudice to Article 55’), the Belgian DPA, supported by 

the Belgian, Italian, Polish and Portuguese Governments, had argued that every supervisory 

authority retains the right to initiate judicial proceedings against possible infringements which 

affect their territories, regardless of whether the processing is cross-border in nature. Even if 

the one-stop-shop mechanism limits the powers of other supervisory authorities with regard to 

cross-border processing, those limits concern solely administrative action and not judicial 

proceedings. However, the Advocate General concluded that the wording of Article 56(1), 

56(6) and 60 read in context, supported the conclusion that the LSA has a general competence 

over cross-border processing and that the CSAs enjoy a limited power to act in that regard.16 

He noted that Recital 124 GDPR echoes those provisions, essentially stating that, in the case 

of cross-border processing, ‘the supervisory authority for the main establishment of the 

controller or processor or for the single establishment of the controller or processor should act 

as lead authority’. The Advocate General felt that the interpretation put forward by the Belgian 

DPA and the supporting governments would leave virtually nothing for the competence of the 

LSA, thereby depriving Article 56 of any meaning. The LSA would neither be the ‘sole’ 

interlocutor, nor would it ‘lead’ the other supervisory authorities in any way. Its role would, 

arguably, be reduced to that of an ‘information point’, without a clearly defined mission.17  

 

To the contrary, it was clear to him that the procedure under Article 60 is meant to be the 

procedure to be followed when enforcement action against cross-border processing is 

necessary. That procedure, just like the other procedures provided for in Chapter VII of the 

GDPR, is not optional.18 The expression ‘without prejudice’ in Article 56(1) simply means that 

the local DPA retains all its general tasks and powers, without prejudice to the competence of 

the LSA in a particular cross-border case. The Advocate General cited with approval the same 

conclusion reached by the EDPB, 19 that Article 56(1) is an ‘overriding rule’ and a ‘lex 

specialis’ which ‘takes priority’ over the general rule in Article 55 ‘whenever any processing 

                                                 
11 Case C-230/14, Weltimmo, paras. 42 to 60. 
12 Case C-210/16, Wirtschaftsakademie, paras. 65 to 74. 
13 Case C-507/17, Google v CNIL, paras. 68-69. 
14 Case C-311/18, Schrems II (AG Opinion), para. 155. 
15 Case C-311/18, Schrems II, paras. 147-148. See further the commentary on Art. 46 in this update. 
16 Case C-645/19, Facebook Ireland (AG Opinion), paras. 53-58. 
17 Ibid., para. 52. 
18 Ibid., para. 56. 
19 EDPB 2019, paras. 19 and 20. 
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situation arises that fulfils the conditions specified therein’.20 The Belgian DPA had argued 

that the Charter requires DPAs to be able to bring legal proceedings even where the one-stop-

shop mechanism applies in order to ensure a high level of protection of the rights under Articles 

7 and 8 thereof. The AG dismisses this as a simple ‘the more authorities involved, the greater 

level of protection’ approach, and argued that the cooperation and consistency mechanisms in 

the GDPR permit a ‘more coherent, effective and transparent approach’ which can more 

strongly protect the Charter rights.21 

 

In the same way, the Advocate General dismissed the argument that the one-stop-shop simply 

applies to administrative powers of DPAs and not to the power to bring judicial proceedings 

(which would not be subject to those constraints). He recalled in this respect the different 

treatment of the DPD and the GDPR in the case law. In the first Schrems ruling, the Court 

stated that, under DPD, (any) national supervisory authority had to be able to engage in legal 

proceedings.22 In contrast, in Schrems II the CJEU ruled that it is for the ‘competent national 

supervisory authority … where relevant, to bring an action before the national courts’.23 He 

concluded that the text of the GDPR and the Court’s case-law precluded a local DPA from 

bringing proceedings where the consistency and cooperation mechanisms applied. 

 

In one of his trademark allusions to Hollywood movies, the Advocate General also opined that 

the distinction between precluding a DPA from administratively working on a case but 

allowing it instead immediately to bring judicial proceedings before a court, ‘comes 

dangerously close to turning administrative authorities into rather questionable Western 

characters, who shoot first, and (perhaps) talk later, if at all (“when you have to shoot, shoot; 

don’t talk”)’.24 More seriously, he argued that this distinction would permit ‘an easy 

circumvention’ of the cooperation and consistency mechanisms by local DPAs, bypassing both 

the LSA and the EDPB in its role as a dispute settlement forum and decision-making body. It 

could be argued to the contrary that the power of a local DPA to threaten legal proceedings and 

say ‘Go ahead, make my day’25 could be a powerful reinforcement of the right to effective 

judicial redress of the local internet users. The right of individuals to go to court in their own 

Member State was compared at the hearing with the inability of the local DPA to do the same. 

There is a further dimension to this inconsistency which was not discussed. Every DPA has the 

role of compensating for the power asymmetry between the data subject and the controller, 

especially the powerful multinational corporations that figure in cross-border cases such as the 

present. DPAs have played a powerful role in going to court in place and on behalf of an 

individual complainant in cases such as Google Spain26 and Wirtschaftsakademie,27 and have 

taken action to protect data subjects collectively in cases such as Satamedia28 and Jehovah’s 

Witnesses.29 In the same way, NGOs, in particular consumer associations, have taken action on 

                                                 
20 Case C-645/19, Facebook Ireland (AG Opinion), para. 59. 
21 Ibid., paras. 92 and 96. 
22 Case C-362/14, Schrems, para. 65. 
23 Case C-311/18, Schrems II, para. 120. 
24 Case C-645/19, Facebook Ireland (AG Opinion), FN 21: ‘As the famous line in ‘The Good, the Bad and the 

Ugly’ had it (A 1966 film directed by Sergio Leone, starring Clint Eastwood, Lee Van Cleef and Eli Wallach, 

produced by Produzioni Europee Associate and United Artists)’. 
25 Spoken by the Clint Eastwood character in ‘Sudden Impact’ (1983). 
26 Case C-131/12, Google Spain. 
27 Case C-210/16, Wirtschaftsakademie. 
28 Case C-73/07, Satamedia Oy. 
29 Case C-25/17, Jehovan todistajat.   
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behalf of individuals in cases such as Fashion ID,30 Planet49,31 and Schrems I32 and II.33 Their 

right to bring representative complaints has been enshrined in Article 80 GDPR.34 It would be 

odd if NGOs could represent data subjects individually or collectively in the national courts of 

a local DPA but not the local DPA itself. 

 

The Advocate General concluded that the LSA has a general competence over cross-border 

data processing, including the commencement of judicial proceedings for the breach of the 

GDPR. In consequence, the other DPAs concerned enjoy a more limited power to act in such 

cases. The Advocate General found that there was an ‘abundantly clear legislative design,’ that 

the ‘EU legislature made a clear institutional and structural choice,’ and that there is ‘no doubt 

about what it intended to achieve’.35 In this respect, he noted that it is ‘somewhat 

blurry’ whether or not the Belgian DPA had complied with those procedures and mechanisms 

in the present case, and that this would be an issue for the referring court to check.36  

 

4. The obligation to cooperate of the LSA and the exceptions to its competence 

 

All this being said, the Advocate General introduced two caveats to his general conclusion. 

First, the LSA should not be deemed as the sole enforcer of the GDPR in cross-border situations 

and must, in compliance with the relevant rules and time limits provided for by the GDPR, 

closely cooperate with the other data protection authorities concerned. He described the LSA 

as more of a primus inter pares which must seek consensus under Article 60 GDPR. In the 

absence of consensus, the Advocate General noted that any persistent divergence of views will 

trigger the dispute resolution procedure before the Board, where the position of the LSA is no 

stronger than any other authority concerned.37 This is a fair reading of the legislative intention, 

that enforcement must be a collaborative, cooperative effort, with the LSA in the lead, rather 

than an action by a sole competent authority, as originally proposed by the Commission.  

 

Second, described as his ‘middle-ground’, the Advocate General noted that there are specific 

situations and procedures in the GDPR where a local DPA is entitled to bring proceedings 

before its national courts with respect to cross-border data processing, notwithstanding the 

privileged position of the LSA under Article 56(1).38 These situations are as follows:  

1. The local DPA acts where there is a purely local impact. Article 56(2), by derogation 

from the principle in Article 56(1), that the general competence belongs to the LSA, 

permits the local DPA to act on a complaint or a possible infringement ‘if the subject 

matter relates only to an establishment in its Member State or substantially affects data 

subjects only in its Member State’.39  

2. The local DPA acts outside the material scope of the GDPR.40 This may be action under 

Article 95 GDPR in areas where the EPD applies, or action under Article 2(2) GDPR, 

which excludes specific activities such as processing by competent authorities for 

purposes of criminal enforcement and safeguarding national security. Once the 

                                                 
30 Case C-40/17, Fashion ID.   
31 Case C-673/17, Planet49 GmbH. 
32 Case C-362/14, Schrems. 
33 Case C-311/18, Schrems II. 
34 See further the commentary on Art. 80 in this update. 
35 Case C-645/19, Facebook Ireland (AG Opinion), paras. 127-128. 
36 Ibid., para. 139. 
37 Ibid., para. 111 and FN 54, referring to the commentary on Art. 56 in the main volume. 
38 Case C-645/19, Facebook Ireland (AG Opinion), paras. 42 and 140. 
39 Ibid., para. 45. 
40 Ibid., para. 132. 
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ePrivacy Regulation is adopted and becomes applicable, the cooperation and 

consistency mechanism under Chapter VII GDPR will be specifically applied.41 Until 

then, however, the lex specialis under Article 56 does not apply by virtue of Article 95. 

The EDPB has urged caution on DPAs in applying these provisions, and advised that 

where provisions of the GDPR apply in addition to matters covered by ePrivacy 

provisions, e.g. any processing of personal data that takes place following the access to 

information stored in the end-user’s device then those provisions are covered by the 

GDPR, including the cooperation and consistency mechanisms.42   

3. The local DPA investigates cross-border data processing ‘carried out by public 

authorities’. This may be under Article 55(2) GDPR, in the public interest or in the 

exercise of official authority, under Article 6(1) subparagraphs (c) or (e).43 The 

Advocate General describes this as an exception to the general rule, and couples it with 

also the following exception: 

4. The local DPA acts where there is no LSA, i.e. where the controller does not have an 

establishment in the EU.44 This was the reason given by the Swedish DPA, when fining 

Google a total of SEK 75 million (approx. EUR 7,344,000) in a right to be forgotten 

case. The Swedish DPA found that Google had too narrowly implemented a delisting 

order in 2017 and failed to remove another search result listing ‘without undue delay’.  

It also had no legal basis for its practice of informing website administrators of its 

delisting decisions, which undermined the right to delisting. The EDPB stated on its 

website that: ‘[t]he personal data processing in question is part of the processing 

operations carried out by Google as a search engine operator. For this part of Google’s 

activity it is Google LLC (parent company of the Google group) established in the 

United States that decides the purpose and means of the processing. Since there is no 

main establishment within the EU for this part of Google’s operations, each 

Supervisory Authority in the EU is competent for investigating possible infringements 

of the GDPR within their territory’.45 The decision was upheld on appeal to the 

Administrative Court of Stockholm, although the fine was reduced to SEK 52 million 

(approx. EUR 5,091,000).46 

5. The local DPA adopts urgent measures under Articles 60(11) and 66(1) GDPR. The 

urgency procedure, which permits a local DPA to derogate from the consistency 

mechanism where there is an urgent need to act. In this specific situation it may 

‘immediately adopt provisional measures intended to produce legal effects on its own 

territory with a specified period of validity which shall not exceed three months’. In 

effect, the Advocate General noted, this provision ‘provides for a wholesale setting 

aside of the consistency mechanism’.47  

6. The local DPA acts under Article 56(5) GDPR following a decision by the LSA ‘not to 

handle the case’.48 According to the Advocate General, the latter provision ‘might very 

well accommodate an actual agreement between both supervisory authorities on which 

of them is better placed to handle the case’.49 

                                                 
41 See EPR Proposal, Art. 20. 
42 EDPS 2019, para. 84. 
43 Case C-645/19, Facebook Ireland (AG Opinion), para. 133. 
44 Ibid., para. 134. 
45 EDPB Press Release 2020. 
46 Administrative Court of Stockholm, 23 November 2020. See Administrative Court of Stockholm Press Release 

2020. 
47  Case C-645/19, Facebook Ireland (AG Opinion), para. 135. 
48 Ibid., para. 136. 
49 Ibid. 
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7. The local DPA continues proceedings in a case commenced under the DPD with regard 

solely to pre-GDPR infringements.50 The Advocate General argues that post-GDPR 

infringements should be excluded from this exception, otherwise there would be a ‘de 

facto prorogation of the system established by Directive 95/46’.51 However, this 

approach takes no account of the fact that exactly the same conduct was occurring in 

the present case before and after the GDPR became applicable. In such a purely 

transitional situation, there may be circumstances where it would make sense for the 

authority which has been dealing with a case to continue the extant proceedings to their 

end. This was in fact the situation in the Datainspektionen case against Google, 

although competence was not claimed on this ground. A comparable issue was 

discussed by the EDPB in its Opinion on the competence of an LSA in the event of a 

change in the establishment of a controller.52  The Board concluded that an authority’s 

competence is only definitely fixed at the final moment of a one-stop-shop procedure. 

Thus, if the main establishment is moved, then the DPA of the country of the new main 

establishment becomes the LSA and the previous LSA must pass the file to the new 

one. Svantesson notes that the EDPB’s approach can be ineffective because ‘when a 

matter is transferred from one LSA to another, there is a loss of momentum (and 

perhaps knowledge) because the staff of the new LSA has to investigate a situation that 

is new to them’. He argues instead that it would be more reasonable if ‘once the 

competence of an LSA had been established based on Article 56(1), subsequent 

structural alterations by the data controller would not affect that competence, at least if 

an investigation has started’.53 In the same way, and with even more limited impact on 

the OSS, the CJEU could conclude that the Belgian DPA could continue with its pre-

GDPR investigation after the GDPR came into application. Such transitional cases must 

be very few in number, if not indeed limited to the present case. 

8. A local DPA acts to enforce purely national law under an opening clause.54 The EDPB 

has noted that ‘(s)everal provisions of the GDPR indeed allow Member States to 

introduce additional conditions and to define a specific data protection framework at 

national level in certain areas or in relation to specific processing situations’.55 Such 

variations in the data protection provisions applicable in each Member State are 

‘particularly notable’ in relation to the provisions of Article 8 (age of child consent), 

Article 9 (sensitive data), Article 23 (restrictions) and the provisions contained in 

Chapter IX (freedom of expression and information; public access to official 

documents; national identification number; employment context; processing for 

archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes; secrecy; churches and religious associations). The Advocate 

General did not discuss this possible exception to the exception, but this commentary 

in the main volume has.56  

 

  

                                                 
50 Ibid., para. 159. 
51 Ibid., para 162. 
52 EDPB 2019C. 
53 Svantesson 2020, pp. 99-100. 
54 For opening clauses, see EDPS 2012, section II.2.a; Hijmans 2016, pp. 281-284. 
55 EDPB 2019, pp. 13-14. It should be noted that these comments by the EDPB were made in the context of the 

absence of an establishment in the Union.  
56 See the commentary on Art. 56 in the main volume, p. 908. 
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5. Regulatory inertia or lack of resources 

 

The Advocate General also considered whether the GDPR deals sufficiently with the problem 

of regulatory inertia, that is, the slow handling of complaints by some regulators. According to 

the Advocate General, the Belgian DPA  

 

[A]rgues essentially that the enforcement of the GDPR in cross-border situations cannot 

be left almost solely to the LSA and to the data subjects that may be affected by the 

processing. … In particular, a supervisory authority cannot properly fulfil its mission if 

in every instance the decision of whether to take action against a suspected 

infringement, and the manner in which to do so, is left to the discretion of another 

authority.57    

 

In this respect, Morel and Tigner report that ‘(s)ome commonly reported issues include under-

enforcement as some supervisory authorities, due to a lack of funding and staffing, cannot 

properly enforce the GDPR in their territory, let alone act as a lead supervisory authority for 

one-stop-shop purposes’.58 However, the Advocate General sees this argument as a direct 

challenge to the new cooperation mechanism introduced by the GDPR,59 and responds that the 

mandatory cooperation procedures in Chapter VII include mechanisms which are sufficient to 

respond to the problem of regulatory inertia,60 in particular, the situations in which an LSA – 

for lack of expertise and/or staff, or for whatever other reason – fails to take any meaningful 

action in order to investigate possible breaches of the GDPR and, where appropriate, enforce 

its rules.61 He refers to the cooperation required under Articles 60 to 62, the power to obtain an 

opinion from the EDPB under Article 64(2), in particular where a competent supervisory 

authority does not comply with the obligations for mutual assistance in accordance with 

Article 61, the power under Article 65(1)(c) GDPR to communicate to the Board a failure to 

follow its opinion under Article 64, and thus initiate the dispute resolution procedure under 

Article 65, and finally the ability of a local DPA to take urgent measures under Article 66. In 

this respect he cites with approval Tosoni’s commentary on Article 60 in the main volume, that 

the ‘need to adopt an interim measure might present itself, for example, in case of failure to act 

of the lead supervisory authority’.62  

 

6. Conclusion 

 

In essence, the Advocate General argues that there is as yet no evidence that the problems 

raised by the Belgian DPA will come about. Until then, the cooperation and consistency 

framework, and in particular the one-stop-shop mechanism, must be given a chance. He 

acknowledged that the GDPR mechanisms are ‘somewhat cumbersome’ and that it remains to 

be seen whether in practice they will be apt to deal with the problem of inertia or whether, in 

practice, those provisions may turn out to be ‘paper tigers’63 and the entire system would need 

a major revision. However, the GDPR ‘is still in its infancy’ and ‘one should give the infant 

the benefit of doubt, at least for the time being’. Until then he advises caution in handling the 

                                                 
57 Case C-645/19, Facebook Ireland (AG Opinion), para. 108. 
58 Moerel and Tigner 2021.  
59 Case C-645/19, Facebook Ireland (AG Opinion), paras. 108-109. 
60 Ibid., paras. 114-121. 
61 Ibid., para. 114. 
62 See the commentary on Art. 60 in the main volume, p. 969. 
63 Case C-645/19, Facebook Ireland (AG Opinion), para. 122. 
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framework negotiated in the GDPR.64 In any event, this case may end up falling within the 

‘middle ground’ suggested by the Advocate General, depending on the application of the 

GDPR and the EPD. The Advocate General noted as a preliminary issue that the Belgian and 

Irish DPAs had disagreed on whether the technology at issue fell within the scope ratione 

materiae of the GDPR. In this respect, he noted that ‘where the alleged unlawfulness of some 

types of data processing stems from other provisions of (EU or national) law, the procedures 

and mechanisms set out in the GDPR do not come into play. The GDPR cannot be used as a 

gateway to bring into the “one-stop-shop” mechanism forms of conduct that, although 

involving some data flows or even processing, do not fall foul of any of the obligations laid 

down therein. … If the source of that obligation is not the GDPR, then the procedures set out 

by that instrument, related to the substantive scope of that instrument, are logically not 

applicable either’.65    
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Chapter VII – Cooperation and consistency 

Article 60. Cooperation between the lead supervisory authority 

and the other supervisory authorities concerned  

 

Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Bobek in Case C-645/19 Facebook Ireland Limited, Facebook INC, Facebook 

Belgium BVBA v Gegevensbeschermingsautoriteit, delivered on 13 January 2021 (ECLI:EU:C:2021:5). 

 

New Advocate General opinion on the ‘one-stop-shop’ mechanism in Facebook Ireland  

 

[To be considered with Section B – 4. Case law] 

 

On 13 January 2021, Advocate General Bobek issued his opinion in Facebook Ireland, a case 

dealing with the functioning of the GDPR’s one-stop-shop mechanism.1 Among other things, 

the Advocate General took the view that the cooperation procedure established by Article 60 

GDPR 

 

[I]s meant to be the procedure to be followed when enforcement action against cross-

border processing is necessary. That procedure, just like the other procedures provided 

for in Chapter VII of the GDPR, is not optional.2 

 

Thus, according to the Advocate General, as a general rule, that procedure must be followed to 

start enforcement proceedings against cross-border processing carried out by a controller or 

processor with a ‘main establishment’ or single establishment in the EU. This means that the 

lead supervisory authority (‘LSA’) – i.e., the supervisory authority of the country where the 

main or single establishment of the controller or processor is situated – has a general 

competence over cross-border processing and, by implication, the other supervisory authorities 

concerned (‘SACs’) enjoy a limited power to act in that regard.3 It is only in exceptional 

circumstances that a SAC may take action against a cross-border processing instead or before 

the LSA. Most notably, a SAC may decide to adopt urgent measures in accordance with 

Articles 60(11) and 66 GDPR in case of a persistent failure to act in a specific case of cross-

border processing by the LSA.4 

 

The Advocate General also clarified certain aspects of the Article 60 procedure, and the role of 

the LSA within that procedure. In particular, he emphasised that: 

 

The LSA [acts as] a primus inter pares. … Within the procedure laid down in Article 60 

of the GDPR, the LSA is required to seek consensus. It cannot ignore the views of the 

                                                 
1 Case C-645/19, Facebook Ireland (AG Opinion). 
2 Ibid., para. 56. 
3 Ibid., para. 43. 
4 Ibid., para. 119. 
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SACs. Not only is the LSA obliged to ‘take due account’ of those views, but any formal 

objection expressed by an SAC has the effect of temporarily blocking the adoption of 

the LSA’s draft decision. Ultimately, any persistent divergence of views between the 

authorities is settled by a specific body (the Board) which is composed of the 

representatives of all EU supervisory authorities. Therefore, the LSA’s position in that 

regard is no stronger than that of any other authority.5 

 

Additionally, the Advocate General stressed that Article 60(3) GDPR imposes on the LSA an 

obligation to act promptly in those cross-border cases that fall within its competence: 

 

As a matter of principle, the GDPR requires, in cases concerning cross-border 

processing, the LSA to act promptly. In particular, under Article 60(3) of the GDPR, 

an LSA must ‘without delay, communicate the relevant information on the matter to the 

other supervisory authorities concerned [and] without delay submit a draft decision to 

the other supervisory authorities concerned for their opinion and take due account of 

their views’.6 

 

As mentioned above, a failure to comply with that obligation, may enable SACs to derogate 

from the one-stop-shop mechanism, and adopt the urgent measures that they consider necessary 

to protect the interests of data subjects.7 

 

First case where the LSA and SACs are unable to reach agreement under the ‘one-stop-

shop’ mechanism 

 

[To be considered with Section C – 2. The decision-making process for adopting decisions 

in accordance with the one-stop-shop mechanism] 

 

On 19 August 2020, the Irish Data Protection Commission acting as LSA initiated the dispute 

resolution process under Articles 60(4) and 65(1)(a) GDPR concerning its draft decision on a 

failure to notify a data breach on time by Twitter. The SACs of Austria, Denmark, France, 

Germany, Hungary, Italy and Spain had raised several formal objections to the draft decision 

proposed by the LSA. None of these objections were accepted by the LSA, for the most part 

because the LSA did not consider that they constituted ‘relevant and reasoned objections’ 

within the meaning of Article 4(24), and in small part because the LSA disagreed in substance 

with the objections concerning the calculation of the fine. The EDPB handed down its Article 

65(1)(a) decision on 9 November 2020.8  

 

The EDPB also adopted Guidelines on what constitutes a ‘relevant and reasoned objection’ in 

the sense of Article 4(24) and Article 60(4).9  

 

  

                                                 
5 Ibid., para. 111. 
6 Ibid., para. 115. 
7 Ibid., para. 119. For further details on the case see the commentary on Art. 56 in this update. 
8 EDPB 2020. For further details on this case see the commentary on Art. 65 in this update. 
9 EDPB 2021. For further details on these guidelines see the commentary on Art. 4(24) in this update. 
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EDPB publishes online register containing one-stop-shop decisions 

 

[To be considered with Section C – 2. The decision-making process for adopting decisions 

in accordance with the one-stop-shop mechanism] 

 

On 25 June 2020, the EDPB made available on its website a searchable register containing the 

decisions adopted by LSAs’ in accordance with Article 60 GDPR.10 The register also includes 

summaries of the decisions in English prepared by the EDPB’s Secretariat. 11 The register is a 

useful tool to monitor and compare the enforcement practice followed by different authorities 

in one-stop-shop cases. However, it should be noted that the register is only updated at regular 

intervals. Thus, the list of decisions included in the register is not necessarily exhaustive at any 

given point in time. 
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Article 61. Mutual Assistance 

 

Christopher Docksey 

 

By Peter Blume in the main volume 

 

[To be considered with Section C – 2. Cooperation, and C – 7. Informal cooperation] 

 

In early 2020, while the Commission was preparing its first evaluation of the implementation 

of the GDPR, the EDPB reported to the Commission on the use of mutual assistance over the 

first 18 months of the application of the GDPR.1 First, it reported that DPAs had triggered 115 

formal mutual assistance requests under the statutory procedure laid down in Article 61. Most 

of the DPAs used mutual assistance in the course of carrying out an investigation. The Spanish 

DPA sent the most formal requests for assistance (26), followed by the German (20) and Danish 

(13) DPAs. The Irish DPA received the most formal requests (19), followed by the British (18) 

and French (11) DPAs. In view of the tight deadline under Article 61, and the load on its own 

resources in particular in responding to requests, it is unsurprising that the Irish DPA itself 

made very little use of the formal procedure for mutual assistance (2). Second, the EDPB 

reported that over the same period DPAs had launched 2427 procedures to assist each other on 

a voluntary basis. While designing the GDPR modules in the Internal Market Information 

(‘IMI’) system, DPAs decided to introduce this procedure to enable a more flexible mutual 

assistance not subject to the tight legal deadline of one month, based on their prior practice and 

the general principle of cooperation between them. The Irish DPA sent the most informal 

requests for assistance (527), followed by the German (260) and Hungarian (204) DPAs. Once 

again, the Irish DPA received the most requests for assistance (359), followed by the German 

(356) and UK (222) DPAs.    

 

The EDPB concluded that the vast majority of DPAs find mutual assistance a very useful tool 

for cooperation and have not encountered any particular obstacles in applying the mutual 

assistance procedure. This may be in part because, as the Board noted, the formal mutual 

assistance procedure had been used only to a limited extent (115) procedures over the 18 

months) as compared to informal and more frequently used voluntary mutual assistance (2427 

procedures).  
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Article 64. Opinion of the Board 

 

Patrick Van Eecke and Anrijs Šimkus 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Bobek in Case C-645/19 Facebook Ireland Limited, Facebook INC, Facebook 

Belgium BVBA v Gegevensbeschermingsautoriteit, delivered on 13 January 2021 (ECLI:EU:C:2021:5). 

 

Case C-645/19, Facebook Ireland Limited, Facebook Inc., Facebook Belgium BVBA v 

Gegevensbeschermingsautoriteit (pending). 

 

Possible new CJEU case law on Article 64 

 

[To be considered with Section B – 4. Case law] 

 

In Case C-645/19, Facebook Ireland, the CJEU will have an opportunity1 to decide for the first 

time on the interpretation of Article 64, albeit in a limited and indirect manner. The primary 

issue posed by the referring court deals with the question of whether, in light of the GDPR’s 

‘one-stop-shop’ principle, a national DPA can bring legal action for a violation of the GDPR 

against an entity established in the country of that same DPA, while nevertheless that same 

DPA is not the lead supervisory authority (‘LSA’) vis-à-vis that entity, as that entity’s main 

establishment is in another EU country. Furthermore, the referring court believes that this 

question should be answered in the light of Articles 55(1), 56 to 58 and 60 to 66 of the GDPR. 

Thus, Article 64 could play a role in the Court’s ruling. 

 

In his Opinion, Advocate General (‘AG’) Bobek has in fact referred to Article 64 to support 

his position on one of the arguments raised by some of the parties to the case, namely that 

preventing a DPA which is not an LSA from bringing legal action against an entity would lead 

to a possible under-enforcement of the GDPR.2 Unconvinced by this argument, the AG reasons 

as follows:  

 

[The GDPR] includes mechanisms to overcome situations of administrative inertia. 

Those are, in particular, the situations in which an LSA – for lack of expertise and/or 

staff, or for whatever other reason – fails to take any meaningful action in order to 

investigate possible breaches of the GDPR and, where appropriate, enforce its rules.3 

 

Among such mechanisms the AG also cites Article 64(2), which would arguably allow a 

concerned DPA to bring the matter of a LSA’s inactivity before the EDPB, which would then 

issue its opinion, and if needed further, a binding decision under Article 65(1)(c).4 An 

additional observation made by AG Bobek concerning Article 64 is the following: ‘[Articles 

64 and 65 of the GDPR] are somewhat cumbersome. Their actual functioning is not always 

crystal clear. Therefore, if on paper the abovementioned provisions seem apt to avoid those 

                                                 
1 Case C-645/19, Facebook Ireland (pending). 
2 See Case C-645/19, Facebook Ireland (AG Opinion), paras. 108-128. 
3 Ibid., para. 114. 
4 Ibid., paras. 120-121. 
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problems, only the future application of those provisions will tell whether, in practice, those 

provisions may turn out to be “paper tigers”’.5 He continues by explaining that the argument 

of under-enforcement of the GDPR appears rather hypothetical, as the GDPR mechanisms of 

cooperation and consistency (including Article 64) have not yet been truly tested in practice, 

and thus, the benefit of doubt should be given to them to see whether they will prove to be 

effective in the future.6 

 

Amended EDPB Rules of Procedure concerning Opinions of the Board under Article 64 

GDPR 

 

[To be considered with Section C – 2. Procedure for issuing an opinion and 3. Cooperation 

and information sharing] 

 

Since the GDPR entered into force, the EDPB has amended Article 10 of its Rules of Procedure 

by adding several provisions in order to improve the procedure applicable when issuing an 

opinion pursuant to Article 64 GDPR.7  

1. Firstly, the EDPB has established two approaches for issuing an opinion for cases 

regulated under Article 64(1) GDPR – the ‘non-objection procedure’ and the ‘objection 

procedure’. The former procedure will apply if no member of the EDPB has objected 

to a draft decision of the DPA submitted to the EDPB under that Article. In that case 

the EDPB adopts a favourable opinion on the draft decision submitted, seemingly 

without needing to provide any arguments on the matter. However, if at least one EDPB 

member objects to the draft decision, then the latter procedure will apply, in which case 

the EDPB will need to examine any objections received and provide a reasoned opinion. 

The Rules of Procedure further provide that any objections in this regard should be 

reasoned.8  

2. Secondly, the Rules of Procedure now require that when a DPA communicates its 

intention to the EDPB to either follow or not follow the latter’s opinion, the Secretariat 

of the EDPB will circulate this information, and, if any, the amended draft decision 

submitted by the DPA to all EDPB members.9 

3. Thirdly, in cases where a DPA intends to follow the EDPB’s opinion, the rapporteur, 

the expert subgroup members and the Secretariat who prepared that opinion should, 

where relevant, provide their reasons to the EDPB on how in their view the amended 

DPA’s decision takes into account that opinion. Furthermore, the concerned DPA 

should be given the opportunity to provide information in this respect. This information 

will also be circulated to all EDPB members.10 

4. Fourthly, in cases where a DPA does not intend to follow the EDPB’s opinion, the 

Rules of Procedure provide that the chair of the EDPB may initiate the dispute 

resolution procedure under Article 65(1) as soon as possible.11 This arguably aims to 

avoid unnecessary formalities and delays due to the EDPB waiting for an EDPB 

member or the Commission to initiate what would be considered the obvious and 

                                                 
5 Ibid., para. 122. 
6 Ibid., paras. 123-128. See further the commentary on Art. 56 in this update. 
7 The amendments were introduced into the EDPB Rules of Procedure 2019 and in EDPB Rules of Procedure 

2020B. See further the commentary on Art. 72 in this update. 
8 See EDPB Rules of Procedure 2020A, Art. 10(1) and (5). 
9 Ibid., Art. 10(7). 
10 Ibid., Art. 10(8). 
11 Ibid., Art. 10(9). 
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necessary continuation of the matter, while in fact it is best placed to start the dispute 

resolution procedure itself. 

5. Fifthly, the Rules of Procedure clarify that the EDPB will not adopt any other opinion 

or position within the context of the same Article 64 procedure.12 This provision would 

be necessary for situations, where a DPA would want to ensure that any new version of 

its draft decision, after it has been amended pursuant to the EDPB opinion, would also 

be consistent with the GDPR, and thus the DPA would ask for another opinion from 

the EDPB. If this would be allowed, a DPA would potentially be able to ask for an 

endless amount of opinions on the same matter. 
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Article 65. Dispute Resolution by the Board 

 

Christopher Docksey 

 

By Hielke Hijmans in the main volume 

 
Relevant Case Law 

 

CJEU 

 

Opinion of Advocate General Bobek in Case C-645/19, Facebook Ireland Limited, Facebook Inc., Facebook 

Belgium BVBA v Gegevensbeschermingsautoriteit, delivered on 13 January 2021 (ECLI:EU:C:2021:5). 

 

EDPB adopts the first binding decision pursuant to Article 65 

 

[To be considered with Section C – 3. Consistency mechanism: opinions and binding 

decisions] 

 

On 9 November 2020, the EDPB adopted its first binding decision under the dispute resolution 

procedure laid down by Article 65 GDPR,1 following a procedure under the one-stop-shop 

mechanism laid down in Article 60 GDPR. The Board considered a dispute under Article 

65(1)(a) GDPR initiated by the Irish Data Protection Commission (‘DPC’) acting as Lead 

Supervisory Authority (‘LSA’) concerning its draft decision concerning Twitter’s failure to 

notify a personal data breach to the DPC on time.2  The supervisory authorities concerned 

(‘CSAs’) of Austria,3 Denmark,4 France,5 Germany,6 Hungary,7 Italy,8 the Netherlands9 and 

Spain10 raised formal objections under Article 60(4) GDPR. These were not accepted by the 

LSA, which referred the matter to the EDPB in accordance with Art 60(4) GDPR, thereby 

initiating the dispute resolution procedure. The EDPB’s binding decision was adopted on 9 

November 2020 and was followed by the DPC’s Final Decision on 9 December 2020.11 

 

1. The facts 

 

The case began on 8 January 2019, when the Irish subsidiary of Twitter—Twitter International 

Company—notified the DPC of a ‘significant’ personal data breach of Twitter users. The DPC 

commenced an ‘own-volition inquiry’ on 22 January 2019 following that notification and 

defined the scope and legal basis of the inquiry in a notice to Twitter at that initial stage of the 

procedure. The significant data breach arose from a bug in Twitter’s design, due to which, if a 

                                                 
1 EDPB 2020A. 
2 Since the binding decision does not consider the substance of whether the parent company, Twitter Inc, or the 

European subsidiary, Twitter International Company (‘TIC’) headquartered in Dublin, was the controller, 

processor or joint controller, the controller is simply referred to herein as ‘Twitter’. 
3 Österreichische Datenschutzbehörde, hereinafter ‘AT’. 
4 Datatilsynet, hereinafter ‘DK’. 
5 Commission Nationale de l'Informatique et des Libertés, hereinafter ‘FR’. 
6 Der Hamburgische Beauftragte für Datenschutz und Informationsfreiheit, hereinafter ‘DE’. 
7 Nemzeti Adatvédelmi és Információszabadság Hatóság, hereinafter ‘HU’. 
8 Garante per la protezione dei dati personali, hereinafter ‘IT’. 
9 Autoriteit Persoonsgegevens, hereinafter ‘NL’. 
10 Agencia Española de Protección de Datos, hereinafter ‘ES’. 
11 DPC 2020. 
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user on an Android device changed the email address associated with their Twitter account, the 

protected tweets became unprotected and therefore accessible to a wider public (and not just 

the user’s followers), without the user’s knowledge. Twitter also discovered additional user 

actions that would also lead to the same unintentional result. Moreover, although the bug was 

discovered on 26 December 2018, Twitter traced back the bug to a code change made on 4 

November 2014. Some 88,726 EU and EEA users were affected by this bug between 5 

September 2017 and 11 January 2019, together with other users between 2014 and 2019 whom 

it was impossible to identify due to the controller’s data retention policy. 

 

Over the course of 2019, the DPC corresponded extensively with Twitter during its inquiry and 

on 14 March 2020 the DPC issued a Preliminary Draft Decision to Twitter, concluding that it 

had infringed Articles 33(1) and 33(5) GDPR and that it intended to issue a reprimand under 

Article 52(2) and an administrative fine under Article 83(2) GDPR. On 27 April 2020, Twitter 

provided its submissions on the Preliminary Draft Decision to the DPC. On 22 May 2020, the 

DPC submitted a Draft Decision to the CSAs in accordance with Article 60(3) GDPR. It found 

that Twitter did not meet its obligations of responsibility and accountability as a controller to 

notify the relevant supervisory authority of a personal data breach in accordance with Article 

33(1) GDPR, and that it must be considered as having constructive awareness of the personal 

data breach through its processor, Twitter Inc. This meant that, for notification purposes, the 

moment at which Twitter was to be considered formally ‘aware’ of the data breach had to be 

backdated to 3 rather than 7 January 2019. This led to the infringement of Article 33(1) GDPR, 

even if less than 72 hours elapsed between the moment at which Twitter became actually aware 

of the data breach through its processor (7 January 2019) and the notification to the DPC (8 

January 2019). The LSA also found that Twitter did not comply with its obligation to document 

a personal data breach, as set out in Article 33(5) GDPR, since the documentation furnished by 

Twitter did not contain sufficient information as to a personal data breach and amounted rather 

to documentation of a more generalised nature. However, the LSA acknowledged that Twitter 

had fully cooperated during the inquiry.  

 

Under Article 60(4) GDPR, the CSAs had four weeks to submit any relevant and reasoned 

objections. Objections were lodged by CSAs on both substantive and procedural issues. 

Namely, the CSAs questioned the competence of the LSA, the designation of the controller, 

the infringements of the GDPR identified by the LSA, and the appropriateness and 

proportionality of corrective measures, including the amount of the administrative fine, that the 

LSA proposed to impose. On 15 July 2020, the LSA issued a Composite Memorandum to 

CSAs setting out its detailed replies to their objections. It concluded that only the objections 

related to the calculation of the fine met the threshold imposed by Article 4(24) GDPR in so 

far as they related to the compliance by the controller with the GDPR of the envisaged action 

and set out the risks to the fundamental rights and freedoms of data subjects. However, it would 

not follow those objections. It dismissed all the other objections by CSAs as not ‘relevant and 

reasoned’ within the meaning of Article 4(24) GDPR. The LSA requested the relevant CSAs 

to confirm whether they intended to maintain their objections in light of the Composite 

Memorandum. DK withdrew its objection, and ES withdrew its objection in part. The 

remaining objections by AT, DE, ES, FR, HU, IT and NL were maintained. In consequence 

the LSA initiated the dispute resolution process by way of the Internal Market Information 

System (‘IMI’) on 19 August 2020.  
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The procedure is set forth in Article 65, paragraphs 2 to 5, and Article 11 of the Rules of 

Procedure of the Board,12 and is discussed in the main volume of the present Commentary in 

the commentaries on Article 60 (at section 2.3 Referral to the Board) and on Article 65. The 

procedure balances the need for wide support within the Board for a decision with the objective 

of achieving that decision within clearly specified deadlines, in principle by a two-thirds 

majority of its members under Article 65(2), and if this qualified majority is not reached, then 

by a simple majority, under Article 65(3). Essentially, the examination by the Board consists 

of three steps. First, the Board’s Secretariat on behalf of the Chair assesses whether the file is 

complete. Once that is the case, Members of the Board and the Commission are notified, and 

the examination commences. Second, the Board considers whether the objections which have 

been raised qualify as ‘relevant and reasoned’ within the meaning of Article 4(24) GDPR. 

Finally, the Board considers the substance of those objections which it has found to be both 

relevant and reasoned. 

 

On 20 August 2020, the Secretariat asked the LSA for additional documents and information 

to be submitted in the IMI and requested it to confirm the completeness of the file. On 8 

September 2020, the decision on the completeness of the file was taken and circulated to all 

the Members of the Board. The Chair extended the one-month-deadline for a decision by a 

further month on account of the complexity of the subject-matter.  

 

2. Consideration of ‘relevant and reasoned objection’ 

 

The Board first assessed whether each of the objections raised were ‘relevant and reasoned’ 

within the meaning of Article 4(24) GDPR. The concept of  ‘relevant and reasoned objection’ 

is intended to serve as a high threshold in exceptional situations where dispute resolution is 

really needed.13 It is designed to ensure that Article 65(1)(a) provides for a ‘last resort’ or 

‘ultimum remedium’14  where cooperation between supervisory authorities does not lead to a 

satisfactory result or the normal processes do not deliver an outcome, and ‘should only be 

applied in exceptional cases, neither overburdening the EDPB nor adding a further stage to the 

procedure’.15 Indeed, during the legislative process it was unsuccessfully proposed to subject 

references to the Board under Article 65(1)(a) to a numerical threshold, where a minimum 

number of supervisory authorities objected to a draft decision of the lead authority. However, 

this rule was left out in the final text of the GDPR,16 and instead the qualitative threshold for 

triggering the application of this provision is a relevant or reasoned objection of a CSA, as 

defined in Article 4(24) GDPR.  

 

To this end, the Board adopted in parallel draft Guidelines on what constitutes a ‘relevant and 

reasoned objection’ (‘RRO Guidelines’).17 The RRO Guidelines specify, first, that for an 

objection to be considered ‘relevant’ ‘there must be a direct connection between the objection 

and the draft decision at issue’, with the result that, if the objection were followed, it would 

lead to a ‘different conclusion as to whether there is an infringement of the GDPR or as to 

whether the envisaged action in relation to the controller or processor, as proposed by the LSA, 

                                                 
12 EDPB Rules of Procedure 2020. 
13 EDPB 2020B, pp. 4-5. 
14 See the commentary to Art. 65 in the main volume, p. 1019. 
15 Ibid., p. 1017. 
16 See the commentary to Art. 60 in the main volume, p. 965, FN 50. 
17 EDPB 2020B. The final version of the Guidelines was adopted on 9 March 2021 following the public 

consultation on the draft adopted on 8 October 2020. See EDPB 2021. 
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complies with the GDPR’.18 Second, the RRO Guidelines explain that a ‘reasoned’ objection 

must be ‘coherent, clear, precise and detailed in explaining the reasons for objection’.19  It must 

also include ‘clarifications and arguments as to why an amendment of the decision is 

proposed’,20 and explain how the proposed amendment would change the substance of the 

decision to be adopted, as well as the practical consequences of issuing the decision without 

the changes proposed in the objection.21  

 

The EDPB exhaustively examined each objection on the basis of whether it was relevant and 

reasoned. The objections with regard to substance concerned: 

1. the qualification of the roles of TIC and Twitter, Inc., whether as controller,22 controller 

and processor,23 or joint controllers24, and the competence of the LSA;25 

2. the infringements of Articles 33(1) 26 and 33(5)27 GDPR identified by the LSA; 

3. additional or alternative infringements of the GDPR identified by CSAs, namely 

infringements of confidentiality and integrity contrary to Article 5(1)(f),28 

accountability contrary to Articles 5(2) and 24,29 relationship with a processor contrary 

to Article 28,30 security of processing contrary to Article 32,31 notification of a data 

breach contrary to Article 33(3),32 and communication of a data breach contrary to 

Article 34.33 

 

The objections with regard to corrective measures concerned: 

1. the failure to impose a reprimand in the Draft Decision;34 and 

                                                 
18 EDPB 2020B, p. 6. 
19 Ibid., p. 7. 
20 Ibid., p. 6. 
21 Ibid., p. 7. See further the commentary on Art. 4(24) in this update. 
22 EDPB 2020A, para. 29. The EDPB found it to be relevant but not reasoned as to why the decision, if left 

unchanged, would pose significant risks for the rights and freedoms of data subjects and/or the free flow of data 

(paras. 46-47). 
23 Ibid., para. 30. The EDPB found it to be relevant but not reasoned as to why the decision, if left unchanged, 

would pose significant risks for the rights and freedoms of data subjects and/or the free flow of data (paras. 42-

45). 
24 Ibid., para. 31. The EDPB found it to be relevant but not reasoned as to why the decision, if left unchanged, 

would pose significant risks for the fundamental rights and freedoms of data subjects (paras. 48-50). 
25 Ibid., para. 32. The EDPB found it to be neither relevant, since the competence of the LSA falls outside the 

scope of Arts. 60(4) and 4(24), nor reasoned as to the significance of risk for the rights and freedoms of data 

subjects (paras. 51-53).   
26 FR challenged the legal basis of the infringement, which it objected should have been Arts. 28 or 32 GDPR. 

EDPB 2020A, para. 61, whilst DE challenged the date of constructive awareness of the data breach by TIC as 

joint controller, which should have been 26 December 2018 (para. 63). The EDPB found that both objections were 

relevant but not reasoned as to why the decision, if left unchanged, would pose significant risks for the rights and 

freedoms of data subjects (paras. 67-68). 
27 None of the objections raised challenged the finding of an infringement of Art. 33(5), but IT objected that there 

had been poor cooperation by the controller with the LSA, contrary to the finding by the LSA. EDPB 2020A, 

para. 74. The Board found that the objection had not been adequately reasoned (para. 76). 
28 Ibid., para. 81 and para. 82. 
29 Ibid., para. 83 and para. 84. 
30 Ibid., paras. 85 and 112-114, and paras. 86 and 115-120. 
31 Ibid., para. 87, paras. 88 and 124, and paras. 89 and 125. 
32 Ibid., paras. 90 and 126-127. 
33 Ibid., paras. 91 and 128-129.   
34 Ibid., para. 140. The EDPB found it to be relevant but not reasoned as to why the decision, if left unchanged, 

would pose significant risks for the fundamental rights and freedoms of data subjects (para. 144). 
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2. the calculation of the proposed fine between EUR 135.000 and EUR 275.000, 

representing between 0.005% and 0.01% of the controller’s annual turnover.35 

 

Where objections were deemed not to meet the ‘relevant and reasoned’ threshold stipulated by 

Art 4(24) GDPR, the merits of those particular objections were not examined. The EDPB 

stressed throughout its Decision that it was without prejudice to any substantive assessments it 

may make in future cases and that it simply did not take any position on the merits of any 

substantial issues raised by such objections.36 In the event, most of the objections raised fell 

within this category.  

 

3. Consideration of the substance 

 

If an objection passes the bar and is considered to be reasoned as well as relevant, the Board 

will then examine the objection on the merits of the case, in particular whether there is an 

infringement of the GDPR.37 This was the case for substantive objections by DE with regard 

to Article 5(1)(f),38 Article 24,39 and Article 32,40 and for the objection by IT with regard to 

Article 5(2).41 However, the Board considered that the factual elements available in the Draft 

Decision by the LSA and in the objections by CSAs were not sufficient to allow it to establish 

the existence of these further or alternative infringements of Article 5(1)(f), 5(2), 24 and 32 

GDPR.42 

 

The Board also found that most of the objections raised against the calculation of the fine, 

considering it too low, were both relevant and reasoned. In essence, this was the only issue that 

received detailed consideration on the substance. The Board first recalled recital 150 GDPR, 

which states that ‘the consistency mechanism may also be used to promote a consistent 

application of administrative fines’, and then considered and applied the criteria in Article 

83(2)(a) GDPR. On the one hand, the Board agreed with the appreciation of the LSA 

concerning the infringement to consider, that is compliance with Articles 33(1) and 33(5) 

GDPR, rather than the data breach as such;43 the moment when the controller can be expected 

to have become aware of the breach;44 and the gravity and the non-intentional nature of the 

infringement.45 On the other hand, it found that the LSA had underestimated the nature and 

scope of the processing,46 the negligent nature of the infringement, particularly with regard to 

insufficient documentation of data breaches; 47 and the dissuasive and proportionate amount of 

the fine48. Since these factors should be given greater weight, the Board found that the proposed 

fine was too low and should be adjusted accordingly.49 

 

                                                 
35 Ibid., paras. 166-168, 176; paras. 169 and 178-179; paras. 170 and 179 (relevant but not reasoned), and paras. 

171 and 180-181. All except one objection by HU were considered to be both relevant and reasoned. 
36 Ibid., paras. 57, 77, 143, 146, 147, 201 and 209. See also FN 65, 85, 100, 104, 109, 111, 113 and 168. 
37 Rec. 136 GDPR. 
38 EDPB 2020A, paras. 96 and 98. 
39 Ibid., paras. 104-111. 
40 Ibid., paras. 121-123. 
41 Ibid., paras. 100-103. 
42 Ibid., paras. 131-132. 
43 Ibid., para. 185. 
44 Ibid., paras. 188-192. 
45 Ibid., paras. 193-194. 
46 Ibid., paras. 186-187. 
47 Ibid., para. 195. 
48 Ibid., paras. 196-197. 
49 Ibid., paras. 198-200. 
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On 9 November 2020, the EDPB adopted its binding Decision and notified it formally to the 

DPC. Thereafter, the DPC adopted its final decision on 9 December 2020 and addressed it to 

the controller.50 It maintained its approach that there had been infringements of Articles 33(1) 

and 33(5) GDPR, that it would not impose a reprimand in light of those infringements, and that 

it would impose an administrative fine. However, in view of the binding decision of the EDPB, 

the DPC gave greater weight to the elements relating to the nature, scope and negligent 

character of the infringement and imposed an increased administrative fine of USD 500,000, 

amounting to EUR 450,000, as compared to its original range of USD 150,000 to 300,000. The 

DPC noted that this amounted to an increase of approximately 67% on the upper level of the 

fine proposed in its Draft Decision, and thereby accorded with the binding decision of the 

Board.51 

 

4. Analysis 

 

The first dispute resolution procedure was, in its own terms, a success. A binding decision was 

made which reached a broad consensus. Notwithstanding the strength of the views held by its 

various members, twenty-four Members of the Board voted in favour, one voted against 

(DE/Hamburg), and five abstained. The binding decision was implemented by the LSA and 

was respected by the CSAs. Moreover, there was no legal challenge, neither to the binding 

decision by the Board nor to the Final Decision by the LSA.52 Recital 143 GDPR notes that an 

action for annulment may be brought against the decisions of the EDPB before the CJEU under 

Article 263 TFEU, either by the CSAs, addressees of such decisions, or by the controller 

directly and individually concerned. The latter may also seek an effective judicial remedy 

before its competent national court against the decision of the LSA or a CSA which produces 

legal effects concerning that person. There could easily have been litigation by the LSA, one 

or more CSAs,53 or even the controller. However, no such actions were brought.  

 

The EDPB also confirmed the approach to be taken to a number of important matters raised in 

the doctrine and in the RRO Guidelines. First, the question of the competence of the LSA falls 

outside the scope of Articles 60(4) and 4(24)54 and hence Article 65(1)(a). Instead, Article 

65(1)(b) GDPR lays down a specific procedure, if necessary, for disputes on which authority 

is competent to act as LSA.55  

 

Second, the Board took care to verify that Twitter’s right to be heard had been respected. Article 

11(1) of the EDPB Rules of Procedure provides that ‘before taking decisions, the Board shall 

make sure that all persons that might be adversely affected have been heard’.56 The Board noted 

in the binding decision that it is subject to Article 41 of the Charter, the right to good 

administration, as implemented in the specific procedure laid down in Article 11(2) of the 

EDPB Rules of Procedure. This provision does not lay down a direct right to be heard by the 

Board itself but instead requires that, in cases under Article 65(1)(a), the LSA should provide 

                                                 
50 DPC 2020. 
51 Ibid., para. 15.26. 
52 Ibid. 
53 Especially DE/Hamburg, which did not feel that its arguments on calculation of the fine had been addressed by 

the EDPB. 
54 EDPB 2020B, para. 31; EDPB 2020A, para. 52. 
55 See also the argument by Van Eecke and Šimkus that Art. 64(2) may be used to settle disputes between DPAs 

that are not related to those issues expressly regulated under Art. 65(1), and indeed that Art. 64(2) should be used 

as the first avenue for solving all potential disputes arising from the one- stop-shop. See the commentary on Art. 

64 in the main volume, p.1012. 
56 EDPB Rules of Procedure 2020. See the commentary on Art. 60 in the main volume, pp. 965-956.  
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the Secretariat with ‘the written observations of the persons that might be adversely affected 

by the Board’s decision’. In consequence, before the decision on the completeness of the file 

was taken, the Secretariat recontacted the LSA with additional questions in order to confirm 

whether Twitter had been given the opportunity to exercise its right to be heard regarding all 

the documents that were submitted to the Board for making its decision.57 The EDPB concluded 

that the LSA had afforded Twitter the right to be heard in relation to its inquiry, and in particular 

that all the documents that it had received and used to take its decision had been shared with 

Twitter by the LSA and that Twitter had been heard on them. Following this additional inquiry, 

the Board was satisfied that Article 41 of the Charter had been respected.58 

 

Third, the binding decision confirmed that the requirement to show a relevant and reasoned 

objection is indeed a high qualitative threshold for disputes under Article 65. In particular, there 

is a heavy burden on CSAs to show why a draft decision, if left unchanged, would pose 

significant risks for the rights and freedoms of data subjects and/or the free flow of data. Most 

objections on substance and on the failure to impose a reprimand were dismissed on this 

ground. Mere disagreement on the merits is not sufficient, the difference must have a real 

impact.  

 

Fourth, the procedure has contributed towards some greater consistency with regard to fines, 

both with regard to the criteria to be taken into account and with regard to the assessment of 

the final figure. In consequence, the DPC increased the weighting of certain elements and 

substantially increased the fine actually imposed, to EUR 450,000, in order to comply with the 

binding decision. However, the amount imposed by the DPC was still significantly less than 

the range proposed by the German DPA, between EUR 7.348 million and 22 million, 59 and it 

seems that the EDPB was unable to specify what the fine range should be. Fifth, this procedure 

confirmed the need for early cooperation between the LSA and the CSAs in the context of 

Article 60 GDPR. A number of objections challenged the scope of the inquiry, which the LSA 

had decided itself at the beginning of the process. It had informed Twitter that the inquiry was 

to verify compliance with Articles 33(1) and 33(5) GDPR in respect of its notification of the 

data breach. The inquiry was conducted within that scope thereafter, and Twitter exercised its 

right to be heard on that basis. As a result, the LSA argued that if it were to follow the CSAs’ 

objections and include other infringements in its final decision, this would result in jeopardising 

‘the entirety of the Inquiry and Article 60 process by exposing it to the risk of claims of 

procedural unfairness’.60  

 

Fifth, the EDPB emphasised the need for DPAs to cooperate, particularly at the outset. The 

EDPB found that the available factual elements included in the LSA’s Draft Decision and in 

the objections were not sufficient to allow it to establish the existence of further (or alternative) 

infringements of these Articles. It pointed out that it did have the power to go further, that in 

terms of content an objection may ‘go as far as identifying gaps in the draft decision justifying 

the need for further investigation by the LSA’. 61 The RRO Guidelines similarly noted: 

 

Whilst acknowledging that raising an objection is not the most preferable tool to remedy 

an insufficient degree of cooperation in the preceding stages of the one-stop-shop 

proceeding, the EDPB nevertheless acknowledges that it is an option open to CSAs. 

                                                 
57 EDPB 2020A, para. 8. 
58 Ibid., para. 23. 
59 Ibid., para. 169. 
60 Ibid., para. 64 (emphasis in the original). 
61 Ibid., para. 39. 
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This would be a last resort to also remedy (alleged) deficiencies in terms of CSAs’ 

involvement by the LSA in the process that should have led to a consensus-based draft 

decision, including as regards the legal reasoning and the scope of the investigations 

carried out by the LSA in respect of the case at hand.62 

 

However, in November 2020, the breach as notified was already almost two years in the past, 

the inquiry had been carried out and the controller had been heard on the basis of the scope 

decided at the outset. The EDPB had little choice but to limit its examination to the scope 

decided by the LSA. Nonetheless, the Board emphasised the obligations of an LSA to 

‘endeavour to reach consensus’ with the CSAs under Article 60(1) and to provide the CSAs, 

without delay, with ‘the relevant information’ on the matter, under Article 60(3).63 It cited the 

RRO guidelines to the effect that the LSA ‘should seek consensus regarding the scope of the 

procedure (i.e. the aspects of data processing under scrutiny) prior to initiating the procedure 

formally’.64 It concluded that the LSA should determine ‘the scope of the inquiry … in such a 

way that it permits CSAs to effectively fulfil their role, alongside the LSA, when determining 

whether there has been an infringement of the GDPR’.65 

 

This approach has recently been confirmed by Advocate General Bobek, who has stressed that 

Article 60(3) GDPR imposes on an LSA an obligation to act promptly in those cross-border 

cases that fall within its competence: 

 

As a matter of principle, the GDPR requires, in cases concerning cross-border 

processing, the LSA to act promptly. In particular, under Article 60(3) of the GDPR, 

an LSA must ‘without delay, communicate the relevant information on the matter to the 

other supervisory authorities concerned [and] without delay submit a draft decision to 

the other supervisory authorities concerned for their opinion and take due account of 

their views.66 

 

5. Conclusion 

 

In a nutshell, these obligations require the LSA to involve the CSAs towards the beginning of 

its inquiry rather than its end. Otherwise, as in this case, the other DPAs involved have not so 

much failed to reach consensus with the LSA but rather have been unable to engage at all in 

the cooperation foreseen by the one-stop-shop mechanism. As a result, much of the debate 

between the DPAs concerned on significant matters of substance, such as the definition of the 

controller, was excluded both from the cooperation procedure and from the dispute resolution 

procedure. It is hoped that the Board’s repeated recommendations, together with the 

imprimatur of the Advocate General and perhaps the CJEU in due course, will ensure more 

effective cooperation between LSAs and CSAs in the future. In particular, such cooperation is 

necessary to reduce the quite extraordinary burden on DPAs in the present case. CSAs drafted 

extensive relevant and reasoned objections, the LSA was obliged to respond to them in detail 

and finally the matter had to be addressed by the Board. Neither LSAs nor CSAs have the 

resources to implement the consistency mechanism in this way. 

 

                                                 
62 EDPB 2020B, para. 9. 
63 Ibid., para. 134. 
64 EDPB 2020B, para. 28. 
65 EDPB 2020A, para. 136. 
66 Case C-645/19, Facebook Ireland (AG Opinion), para. 115. 
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Finally, it should be noted that, since the dispute procedure inevitably pitted some members of 

the EDPB against others, the Secretariat was designated as lead rapporteur. This demonstrated 

the trust of EDPB members in its impartiality, and the Secretariat’s success in this role also 

demonstrates both its effectiveness and the increasing maturity of the institution. 
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Article 68. European Data Protection Board 

 

Christopher Docksey 

 

Observers 

 

[To be considered with Section C. 9. Observers, external experts, guests or other external 

parties] 

 

Article 8 of the Rules of Procedure of the EDPB outlines the possibility for the EDPB to have 

observers at its meetings. Originally Article 8(1) of the Rules provided that independent data 

protection authorities from outside the EU could be granted the status of permanent or 

temporary observers on the basis of three criteria: the interest of the EDPB, upon request, 

and a substantial interest in the implementation of the EU data protection legislation.1 Article 

8 was amended on 2 December 2019.2 In effect, the modification reduced the scope of Article 

8 of the Rules to the DPAs of candidate Member States.  

 

Article 8 now provides that a DPA may be invited as an observer if it is established in a non-

EU country which respects three cumulative conditions: (i) it is a candidate for accession to 

the EU, (ii) it has undertaken binding international commitments and (iii) those commitments 

are to fully align its data protection rules with those of the EU. These changes effectively 

restore the status quo of the WP29, which was under the tutelage of the Commission, and which 

was unable to invite observers outside these criteria (in addition to EEA/EFTA States and 

States covered by specific international agreements). The possibility mentioned in the comment 

on Article 68 for the Board to invite third country DPAs such as the Privacy Commissioner of 

Canada or the ICO now that the UK has left the EU (‘Brexit’) to serve as observers has thus 

been removed. However, the ability to invite experts under Article 9 of the Rules remains 

unchanged, which could include representatives of foreign DPAs. 

 

In addition, the wording on attendance by observers at plenary and subgroup meetings in 

Article 8(2) has been tightened and made more specific. The original wording was general:   

 

As a general rule, observers may only participate in expert subgroups and plenary 

meetings of the Board or parts of them relating to the elaboration of guidelines, unless 

otherwise decided by the Board or by the Chair.3 

 

The rules now provide that:  

 

Observers shall not participate in expert subgroups and plenary meetings of the Board 

or parts of them relating to the preparation, discussion and adoption of measures under 

Chapter VII, Section I and II and opinions under Article 70 (1) (s) of the GDPR.4    

 

                                                 
1 EDPB Rules of Procedure. 
2 EDPB Rules of Procedure 2019. 
3 EDPB Rules of Procedure, Art. 8(2). 
4 EDPB Rules of Procedure 2019, Art. 8(2). 
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Attendance at discussions of consistency under Section II, Articles 63-67 GDPR, is completely 

precluded. However, an observer may attend discussions of cooperation under Section I, 

Articles 60-62 GDPR, and of opinions on adequacy under Article 70 (1) (s) on a case by case 

basis founded on three conditions:  (i) that it is in the interest of the Board, (ii) in the interest 

of the respective observer, and (iii) is in line with applicable confidentiality requirements. The 

final modification provides that the decision on attendance of an observer has been enlarged 

from the ‘Board or the Chair’ to the respective presiding officer. Thus, the decision of granting 

attendance at a plenary meeting is taken by the Chair, and attendance at an expert subgroup 

meeting is made by the coordinator of that sub-group, subject to the prior information of the 

Chair. 

 

EDPB Strategy 2021-2023  

 

[To be considered as a new heading after Section C. 9. Observers, external experts, guests 

or other external parties] 

 

On 15 December  2020, the EDPB adopted its Strategy 2021-2023.5 This sets out the EDPB’s 

strategic objectives, grouped around four pillars, including three key actions per pillar to help 

achieve these objectives. The Strategy will be implemented through a Work Programme, to be 

adopted in early 2021, which will further detail the EDPB’s actions. The first pillar of the 

Strategy is aimed at advancing harmonisation and facilitating compliance. The EDPB intends 

to provide guidance on key notions such as legitimate interest and the scope of data subjects’ 

rights. The EDPB will use the consistency mechanism to address potential gaps or divergences 

in national interpretation and practices, and new compliance mechanisms will be developed for 

controllers and processors, and awareness raising will be extended to non-expert professionals.  

The second pillar is aimed at supporting effective enforcement and efficient cooperation 

between DPAs and the development of an EU-wide enforcement culture amongst them. The 

Board will encourage and facilitate use of the full range of cooperation tools enshrined in 

Chapter VII of the GDPR and Chapter VII of the LED. A Coordinated Enforcement 

Framework (‘CEF’) will be set up to facilitate the coordination of joint actions, and the EDPB 

will establish a Support Pool of Experts (‘SPE’) to provide support and expertise to DPAs 

carrying out investigations and enforcement activities.6 

 

The third pillar will emphasise the fundamental rights approach to new technologies.  New and 

emerging technologies and their impact on individuals will be monitored, in areas such as 

artificial intelligence (‘AI’), biometrics, profiling, ad tech, cloud services and blockchain.  

Guidance will be provided on how to reinforce data protection by design and by default and 

accountability. Finally, the EDPB will intensify engagement and cooperation with other 

regulators (e.g. consumer protection and competition authorities) in this area.7 The fourth pillar 

sets out the global ambitions of the Board to set and promote high EU and global standards for 

international data transfers to third countries. The Board will develop further practical guidance 

on and promote the use of transfer tools ensuring an essentially equivalent level of 

protection.  Following the Schrems II ruling, the Strategy stresses the need to take into account 

the risks linked to access to personal data by the public authorities of third countries and the 

need to ensure enforceable rights, effective redress and safeguards concerning onward 

transfers. The EDPB will engage with the international community to promote EU data 

protection as a global model and will dialogue with international organisations and institutional 

                                                 
5 EDPB 2020. 
6 See further the commentary on Art. 75 in this update. 
7 See further the commentary on Art. 24 in this update. 
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networks. Finally, the Board will facilitate the engagement between EDPB members and the 

supervisory authorities of third countries, particularly on cooperation in enforcement cases 

involving controllers/processors located outside the EEA. 
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Article 70. Tasks of the Board 

 

Christopher Docksey 

 
Relevant Case Law 

 

CJEU 

 

Case C-322/88, Salvatore Grimaldi v Fonds des maladies professionnelles, judgment of 13 December 1989 

(ECLI:EU:C:1989:646). 

 

Opinion of Advocate General Bobek in Case C-16/16 P, Belgium v European Commission, delivered on 12 

December 2017 (ECLI:EU:C:2017:959). 

 

France 

 

Conseil d’État, Association des agences-conseils en communication et al c/CNIL, 19 June 2020, N° 434684 

(ECLI:FR:CECHR:2020:434684.20200619). 

 

Article 70(1)(b) – Joint opinions by the EDPB and the EDPS 

 

[To be considered with Section C.2.1 Advice to the Commission] 

 

Under Article 70(1)(b) the Board has the general task of advising the Commission on ‘any 

issue related to the protection of personal data in the Union’; that is, on any issue falling within 

the scope of EU data protection law. In parallel, the first paragraph of Article 42 EUDPR 

provides that the Commission should consult the EDPS on a legislative proposal or a draft 

implementing measure which has an impact on the right to protection of personal data. The 

second paragraph of that Article provides that the Commission may also consult the EDPB 

where such an act is of particular importance for that right and that in such cases the EDPS and 

the EDPB should coordinate their work with a view to issuing a joint opinion. The Commission 

submitted its first request on 13 May 2019 for a joint opinion on eHealth - the data protection 

aspects of the draft Implementing Decision providing for the establishment, management and 

functioning of the eHealth network.1 The EDPS and the EDPB confirmed that the Commission 

functions as a processor in supporting the eHealth Digital Service Infrastructure (‘eHDSI’) and 

that the Member States should be regarded as joint controllers for the processing of patients’ 

data in the eHDSI. On 12 November 2020, the Commission submitted a further request for a 

joint opinion on two sets of contractual clauses (‘SCCs’). The first set of SCCs concerned 

contracts between between controllers and processors under Article 28 GDPR and the second 

set of SCCs concerned the transfer of personal data to third countries under Article 46 GDPR. 

On 15 January 2021 the EDPB and EDPS adopted a separate joint opinion on each of these 

sets of SCCs, respectively Joint Opinions 1/20212 and 2/2021.3.Later in November 2020 the 

Commission submitted a third request for a joint EDPS-EDPB opinion regarding the Data 

Governance Act.4 

 

                                                 
1 EDPB EDPS 2019B. 
2 EDPB EDPS 2021A. 
3 EDPB EDPS 2021B. 
4 Data Governance Act Proposal, rec. 45. 
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Whilst not specifically provided for in the GDPR or the EUDPR, the EDPB and EDPS have 

also submitted joint advice to the European Parliament. The US CLOUD Act empowered US 

law enforcement authorities to request the disclosure of data by US service providers, 

regardless of where in the world such data is stored. The Committee on Civil Liberties, Justice 

and Home Affairs (‘LIBE Committee’) of the European Parliament requested the EDPS and 

the EDPB to assess the impact of the US CLOUD Act on the EU data protection legal 

framework and on the mandate for negotiating an EU-US agreement on cross-border access to 

electronic evidence for judicial cooperation in criminal matters. On 10 July 2019, the EDPB 

and the EDPS issued a joint response setting out the opinion of both bodies in favour of a 

comprehensive EU-US agreement on cross-border access to electronic evidence, with strong 

procedural safeguards for fundamental rights. 5  

 

Article 70(1)(t) – Binding decision pursuant to Article 65 

 

[To be considered with Section C.3 Consistency mechanism: opinions and binding 

decisions] 

 

On 9 November 2020, the EDPB adopted its first binding decision under the dispute resolution 

procedure laid down by Article 65 GDPR.6 The Board considered a dispute over a draft 

decision by the Irish Data Protection Commission (‘DPC’) acting as lead supervisory authority 

(‘LSA’) concerning a serious data breach by Twitter. The supervisory authorities of Austria, 

Denmark, France, Germany, Hungary, Italy and Spain had raised objections to the draft 

decision which were not accepted by the DPC. Over the course of the one-stop-shop procedure 

under Article 60 GDPR the EDPB had earlier adopted Guidelines on the concept of relevant 

and reasoned objection,7 which were taken into account during the Article 65 procedure. The 

decision, which is discussed in detail in the commentary on Article 65 in this update, is 

noteworthy from a governance perspective because of a number of factors. First, the decision 

notes that the EDPB is subject to Article 41 of the Charter of Fundamental Rights of the 

European Union (‘CFR’), thus to the right to good administration. As a result of which the 

EDPB took particular care to respect the right to be heard of the company subject to the 

decision.8 Second, the Secretariat acted as lead rapporteur, showing both its increased maturity 

and the trust of EDPB members in its impartiality. Finally, notwithstanding the strength of 

views held by its various members, the EDPB achieved a broad consensus for the result: 

twenty-four Members of the EDPB voted in favour, one voted against, and five abstained. Nor 

was there any legal challenge to the binding decision or the final decision by the DPC,9 whether 

from a DPA or from the company concerned. 

 

Article 70(1)(u) – Cooperation with other regulators in the area of new technologies 

 

[To be considered with Section C.4 Promoting cooperation between supervisory 

authorities] 

 

On 15 December 2020, the EDPB adopted its Strategy 2021-202310. This sets out the EDPB’s 

strategic objectives, grouped around four pillars, including three key actions per pillar to help 

                                                 
5 EDPB EDPS 2019A. 
6 EDPB 2020B. 
7 EDPB 2020C. 
8 Ibid., p. 6. 
9 DPC 2020. 
10 EDPB 2020A. 
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achieve these objectives. The third action under the new technologies pillar of the EDPB 

Strategy 2021-2023 is to intensify engagement and cooperation with other regulators in the 

area of new technologies, such as consumer protection and competition authorities. This action 

is grounded on a series of prior initiatives by the EDPS to open up the silos between data 

protection, competition law and consumer protection.11 The EDPB made its first step in this 

direction in a Statement of 19 February 2020 on the acquisition of Fitbit by Google. The EDPB 

had noted concerns that major tech companies further combining and accumulating sensitive 

personal data regarding people in Europe entailed a high level of risk to the fundamental rights 

to privacy and to the protection of personal data. It stressed the need for the parties to conduct 

a full assessment of the data protection requirements and privacy implications of the merger. 

The EDPB urged the parties to mitigate the possible risks of the merger to the rights to privacy 

and data protection before notifying the merger to the European Commission. Finally, it stated 

that it was ready to contribute its advice on the proposed merger to the Commission, if so 

requested, and warned that it would continue to be vigilant in this and similar cases in the 

future.12    

 

With regard to the advice to the parties, recital 75 GDPR points out some of the risks to 

individuals flowing from such mergers that the EDPB will have had in mind. The resulting 

processing may give rise to loss of confidentiality of personal data protected by professional 

secrecy, it may concern genetic data and data concerning health or data concerning sex life, 

and personal profiles may be created which permit analysing or predicting health or behaviour. 

In any event, such processing is inherently risky because it involves a large amount of personal 

data and affects a large number of data subjects. Recital 76 adds that risk should be evaluated 

on the basis of an objective assessment, by which it is established whether data processing 

operations involve a risk or a high risk. Recital 91, in the context of data protection impact 

assessments (‘DPIAs’), highlights how large-scale processing operations involving datasets 

affecting large numbers of data subjects are likely to result in a high risk, and refers specifically 

to processing of special categories of personal data (which include data concerning health) and 

biometric data. Viewing the Fitbit case from the perspective of recitals 75, 76 and 91, the 

potential processing was clearly high risk and a full DPIA would have been required under 

Article 35 GDPR. Hence the reference by the EDPB to a ‘full assessment’ and to the need to 

‘mitigate the possible risks’.13 It is particularly noteworthy that the EDPB urged the parties to 

mitigate the possible risks of the merger to the rights to privacy and data protection before 

notifying the merger to the European Commission. 

 

With regard to the offer of advice to the Commission, Vice-President Vestager initially ruled 

out any involvement by the Board in specific cases.14 However after the merger had been 

notified on 15 June 2020, the Commission did consult the Board, although it seems to have 

concentrated on the question whether users would be protected by the requirement of consent 

to the processing of their health data.15 Unfortunately, this misses the point being made by the 

EDPB, that measures should have been taken to assess and to mitigate the risks before 

notification of the merger. Moreover, Google’s commitments as finally accepted were careful 

to deny any accountability under the data protection rules.16  In mid-2020 the Commission 

committed itself to ‘encourage cooperation between regulators (in particular in fields such as 

                                                 
11 EDPS 2016, EDPS 2014 and EDPS Clearinghouse. 
12 EDPB 2020E. 
13 Ibid. 
14 White and Ali 2020. 
15 EC Press release 2020. 
16 Google/Fitbit Commitments 2020. 
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competition’,17 but did not do so itself when offered cooperation by the EDPB, even though it 

participates in its meetings and activities. The Fitbit case was a lost opportunity for effective 

cooperation between the EU data protection and competition regulators, particularly in the area 

of merger control. This is a rare ex ante tool available to EU regulators for anticipating and 

preventing risks to the rights and interests of individuals, as opposed to ex post enforcement, 

which can only seek to remedy violations whose harmful effects may have already taken place. 

However, the EDPB has committed itself in the Strategy 2021-2023 to intensify engagement 

and cooperation with fellow regulators, which suggests that the Fitbit case may simply witness 

the beginning of action by the EDPB in this area. 

 

Article 70(1)(u) – Coordinated Supervision Committee 

 

[To be considered with Section C. 6. Future coordination tasks] 

 

Article 62 EUDPR relates to coordinated supervision by the EDPS and national supervisory 

authorities. Traditionally coordinated supervision was limited to coordination of large-scale IT 

systems, but Article 62 has a much broader scope, covering all the large-scale IT systems, 

bodies, offices and agencies in the fields of Border, Asylum and Migration (Schengen 

Information System ‘SIS’, Entry Exit System ‘EES’, European Travel Information and 

Authorization System ‘ETIAS’ and Visa Information System ‘VIS’), Police and Justice 

Cooperation (SIS, European Public Prosecutor Office ‘EPPO’, Eurojust, European Criminal 

Records Information System ‘ECRIS-TCN’) and the Internal Market Information System 

(‘IMI’). Significantly for the tasks of the EDPB, Article 62(3) EUDPR requires the EDPS and 

national supervisory authorities to meet at least twice a year within the framework of the EDPB 

and provides that the EDPB may develop further working methods as necessary.  

 

To this end, on 4 December 2019 a Coordinated Supervision Committee was created within 

the framework of the Board to bring together EU DPAs, including the EDPS, and the 

supervisory authorities of Non-EU Schengen Member States as provided for under EU law.18 

The new Committee is intended to enhance cooperation among the different supervisory 

authorities and ensure more effective supervision. The Committee’s tasks will include, among 

others, supporting the supervisory authorities in carrying out audits and inspections, work on 

the interpretation or application of the relevant EU legal act, studying problems with the 

exercise of independent supervision or with the exercise of data subject rights, drawing up 

harmonised proposals for solutions and promoting awareness of data protection rights. Initially 

the scope of the Committee is limited to IMI, Eurojust and the EPPO, but it will gradually be 

extended to the other systems, bodies, offices and agencies so that they will all operate within 

the same framework. 

 

Article 70(1)(e) and 70(4) – Soft law 

 

[To be considered as a new heading after Section C. 6. Future coordination tasks] 

 

Soft law is increasingly relied upon by the EU institutions and bodies as a means of providing 

guidance. The expression includes a wide variety of instruments such as recommendations, 

opinions, interinstitutional agreements, conclusions, statements, resolutions, communications, 

notices guidelines and codes of conduct. In the data protection context, two types of soft law 

                                                 
17 EC Communication 2020, pp. 15-16.  
18 EDPB 2019. 
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may be observed – principle-based soft law in the form of recommendations or opinions, and 

soft law in the form of specialist guidance on technical matters. The latter may be seen in the 

areas of competition law, in the form of Commission Notices, and now under the GDPR, with 

guidance by the EDPB under Article 70, both generally and in a number of specific areas.19 

These forms of soft law are subject to the criticism that their content is created more informally 

and ad hoc than legal rules and that they lack the safeguards of the normal institutional and 

democratic process. Indeed, Svantesson has pointed out that ‘the reality is that, in all but the 

most extreme cases, [EDPB] Opinions … will be treated “as law” unless expressly contradicted 

by the CJEU’.20 The EDPB must therefore be careful to avoid implicitly imposing new legal 

rules in the guise of soft law, as they are vulnerable to challenge by way of an action for 

annulment under art 263 TFEU for lack of a proper legal basis. 

   

The Meijers Committee, an independent group that advises on fundamental rights and 

constitutional matters, considered the specific case of soft law affecting fundamental rights.21 

It pointed out that soft law instruments may have legal effects requiring EU institutions, 

authorities of the Member States and (possibly) national courts to take them into account, 

which requires a specific legal basis for adopting any such measure. It also noted that EU law 

does not provide for safeguards ensuring transparency and the involvement of democratically 

chosen bodies or interested citizens or organisations in influencing the substance or adoption 

of soft law instruments. Many of the elements raised by the Meijers Commission apply to 

guidance by the EDPB. EDPB guidance will inevitably concern the fundamental rights of 

privacy and data protection, as well as the other fundamental rights which DPAs must take into 

account, such as those listed in recital 4 GDPR. However, a number of features of EDPB advice 

under Article 70 GDPR respond positively to the issues raised by the Meijers Commission.   

 

First, guidance is not provided by the Board under a general or merely procedural mandate. To 

the contrary, the Board enjoys a clear statutory mandate under Article 70 to ‘ensure the 

consistent application’ of the GDPR, in particular by way of advice in Guidelines and Opinions 

to that end under Article 70(1)(e). Indeed, the legislative history shows that one of the main 

differences between the original Commission Proposal and the final text of the GDPR is the 

deliberate choice by the Union legislator to reduce the binding rule-making power of the 

Commission and increase the advisory role of the Board. Second, the EDPB normally develops 

its advice transparently and after consultation of stakeholders. Article 70(4) GDPR requires the 

EDPB to consult interested parties, where appropriate, and give them the opportunity to 

comment within a reasonable period, and the results of the consultation procedure must be 

made publicly available. In practice the Board consults stakeholders both ex ante, in fora such 

as workshops and ‘fablabs’,22 and ex post, providing the opportunity for stakeholders to 

comment on draft guidelines over a specific consultation period. These comments are limited 

to soft law, as the EDPB can be less transparent in other respects. For example, the commentary 

on Article 76 points out that Article 76(2) excludes all documents held by the Board but not 

submitted to its members from the scope of the right to public access to documents enshrined 

in Article 42 of the Charter and Article 15(3) Treaty on the Functioning of the European Union 

                                                 
19 See for examples Appendix 1 of this update, where the EDPB Papers adopted between 1 August 2019 and 31 

December 2020 are listed. 
20 Svantesson 2020, p. 101. 
21 Meijers Committee 2018. 
22 ‘Fablabs’ are interactive workshops enabling the EDPB and formerly the WP29 to hear from and discuss with 

representatives of civil society, business federations and academics on ‘practical issues relating to key elements 

of the GDPR in view of its implementation’. The Fablabs were the ‘occasion for the Working Party to collect 

valuable feedback from the ground in view of developing its GDPR guidelines and reflecting on future work’. 

See WP29 2018, p. 6. 
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(‘TFEU’). Overall, it may be concluded that the soft law function of the EDPB is acceptable, 

since it reposes on a specific legal base and is normally exercised following consultation of 

those concerned. 

 

However, the EDPB must take care to respect the limits of soft law. On the one hand, it should 

fully set out its reasoning, and discuss possible alternative approaches to its conclusions, to 

permit readers to compare these approaches for themselves. Svantesson has criticised the 

absence in Opinion 8/2019 of any ‘comparisons with the strengths of the most realistic 

alternative solutions’ as a ‘major weakness’ in the strength of the Board’s argumentation.23 On 

the other hand, it should not overreach into implicitly imposing new legal rules rather than 

simply interpreting existing provisions. Whilst its guidelines undoubtedly have special weight, 

such advice may not go further than the law it interprets. The EDPB is not itself a rule maker, 

and like any EU body providing advice it should take care to draft its advice so as not to purport 

to be imposing legal rules. Otherwise, as noted above, such rules may be challenged before the 

General Court and annulled.  

 

The possibility for unintentional overreach can be seen in the ruling of the French Conseil 

d’État of 19 June 2020 in a case brought against the CNIL by the Association of 

Communication Consultancies and others.24 In this case the plaintiffs challenged the guidelines 

adopted by the CNIL on 4 July 2019 on cookies and other tracers. Following the 2018 EDPB 

Statement on the Revision of the ePrivacy Regulation,25 the CNIL guidelines explain the GDPR 

based rules regarding the collection of consent to cookies. The Conseil d’État first confirmed 

that the CNIL is competent to carry out its tasks in the manner it considers most appropriate, 

including by recourse to instruments of soft law such as the guidelines.26 It then examined the 

interpretations and recommendations in the guidelines in the light of the EU legislation itself 

and found in most cases that the CNIL had remained within the boundaries of its powers. 

However, in one case the Court found that the CNIL had exceeded its powers by going further 

than the EU legislation itself. The guidelines stated that the validity of consent is subject to the 

condition that the data subject should not suffer any major inconvenience in the event of the 

absence or withdrawal of his or her consent, for example the inability to access a website 

because of the practice of ‘cookie walls’. The Court held that by inferring a general and 

absolute prohibition solely from the GDPR requirement of free consent, the CNIL had 

exceeded its soft law powers.27   

 

Subsequently the EDPB adopted its Guidelines 05/2020 of 4 May 2020 on consent which stated 

that ‘[f]or consent to be freely given, access to services and functionalities must not be made 

conditional on a user's consent to the storage of information, or access to information already 

stored, in a user's terminal equipment (“cookie walls”)’(emphasis supplied)28. It may be noted 

that the 2018 EDPB Statement underlying the CNIL guidelines considered by the Conseil 

d’État also used this mandatory ‘must not’ term, but Article 2 of the CNIL's guidelines did not 

specifically reproduce that wording.29 Nonetheless, the Conseil d’État was able to identify that 

the guidelines went further than the legislative text being interpreted. In reacting to the ruling, 

the CNIL added that it had merely followed the 2020 EDPB Guidelines, but it would take the 

                                                 
23 Svantesson 2020, p. 100. 
24 Conseil d’État, Association des agences-conseils en communication et al c/CNIL. 
25 EDPB 2018. 
26 Conseil d’État, Association des agences-conseils en communication et al c/CNIL, para. 5. 
27 Ibid., para. 10. 
28 EDPB 2020D, p. 11. 
29 Conseil d’État, Association des agences-conseils en communication et al c/CNIL, para. 10. 



Article 70 

Docksey 

245 

steps necessary to implement the ruling. Finally, it should be noted that the plaintiffs had 

requested the Conseil d’État to refer their soft law challenges to the CJEU. The Conseil d’État 

disposed of the case itself, no doubt in view of its extensive consideration of soft law30.  

However, the jurisprudence of the CJEU on soft law is equally well established31 and may be 

applied by the CJEU in references from national courts and by the General Court in direct 

challenges to allegedly binding acts. The EDPB would therefore be wise to use non-mandatory 

terms, such as ‘should’,32 and avoid imperative terms such as ‘must’, at least in cases where 

the provision being interpreted does not itself support such mandatory terminology. 
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Article 72. Procedure 

 

Christopher Docksey 

 

Article 72(2) Modifications to the Rules of procedure 

 

[To be considered with Section C.2 Rules of Procedure] 

 

As noted in the commentary on Article 72 in the main volume, the Rules of Procedure of the 

EDPB were first amended in Version 2 of the Rules of 23 November 20181 to bring EEA/EFTA 

DPAs and the EFTA Surveillance Authority (ESA) into the EDPB as members and for 

conferring responsibility on the Chair and a Deputy Chair for responding to the two stages of 

a request for access to documents under Regulation 1049/2001.2 With regard to that 

Regulation, the task of deciding on the decision on the initial request for access in other EU 

institutions is normally handled by the head of the department concerned, and the confirmatory 

decision by the head of the secretariat of the institution. For example, in the EDPS and the 

European Ombudsman (‘EO’) it is the head of the department concerned who makes the first 

decision and, respectively, the EDPS Director or EO Secretary General who makes the 

confirmatory decision. In the case of the EDPB the EDPS Director cannot play this role. 

Although he or she is the senior official responsible for providing financial resources and 

support to the EDPB and the EDPB Secretariat under Part VI of the EDPS-EDPB MoU,3 he or 

she does not report to the EDPB and is not considered part of its Secretariat. As a result, the 

tasks of deciding on the initial and confirmatory requests for documents have been conferred 

on the national data protection commissioners holding the posts, respectively, of Deputy Chair 

and Chair of the Board, not least in view of the potential sensitivity of documents held by the 

EDPB. In the future it is possible that responsibility may evolve so that the head of the EDPB 

Secretariat answers the initial request and the Deputy Chair the confirmatory request, to relieve 

the Chair of this technical and potentially very demanding administrative task. 

  

Since the main volume of the Commentary was published, there have been five more iterations 

of the Rules of Procedure, which made the following changes.   

 

First, the voting procedure under Article 10 of the Rules for opinions under article 64 GDPR 

was clarified in the third and sixth iterations of the Rules.4 Version 3 of the Rules of 10 

September 2019 clarifies the procedure that follows the adoption of a Consistency Opinion 

under Article 64 GDPR. It adds four final paragraphs to Article 10, originally paragraphs 6 to 

9 and now paragraphs 7 to 10 after the amendments subsequently introduced in Version 6 (the 

present numbering used in this discussion). These changes are intended to inform EDPB 

members whether the competent supervisory authority concerned intends to amend or maintain 

its draft decision following the EDPB’s Opinion and the extent to which any amended decision 

takes into account the EDPB’s Opinion, facilitating possible recourse to the dispute resolution 

procedure under Article 65 GDPR.  

 

                                                 
1 EDPB Rules of Procedure. The current version of the Rules of Procedure, together with the previous versions, 

may be found at EDPB Rules of Procedure Website. 
2 Regulation 1049/2001. 
3 EDPB EDPS MoU. 
4 EDPB Rules of Procedure 2019C and EDPB Rules of Procedure 2020B. 
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This led to the following changes being made in Version 3:5 Paragraph 7 requires the 

Secretariat, on behalf of the Chair, to circulate the reaction of the competent supervisory 

authority to the opinion adopted pursuant to Article 64(7) GDPR, including any amended draft 

decision submitted by that authority to the EDPB. Paragraph 8 addresses the situation where 

the competent supervisory authority decides to follow, in whole or in part, the opinion.  In this 

case, the rapporteur, the expert subgroup members and the Secretariat who prepared the 

opinion of the EDPB in accordance with paragraph 5 of this Article should provide the EDPB 

as soon as possible with their view how the amended decision submitted by the supervisory 

authority concerned takes into account the opinion of the EDPB. The supervisory authority 

concerned is not required but should have the opportunity to provide information in this respect 

to the members of the EDPB. Paragraph 9 addresses the situation where the competent 

supervisory authority indicates to the Chair that it will not follow the opinion of the EDPB, in 

whole or in part.  In this case the matter proceeds to the dispute procedure under Article 65 

GDPR, as provided in Article 64 (8) GDPR. Paragraph 9 empowers the Chair or a Deputy 

Chair to refer the matter to the Board, in addition to the right to do so under Article 65 (1) (c) 

GDPR of any other supervisory authority concerned, the Commission or the EFTA 

Surveillance Authority. Finally, paragraph 10 clarifies, for the avoidance of doubt, that the 

EDPB’s opinion is its final say on a given matter under Article 64. It precludes the EDPB from 

adopting any further opinion or any other position relating to that matter, whether to 

acknowledge that the draft decision can be adopted without amendment, or to state whether an 

amended draft decision submitted under Article 64 (7) is in line or not with the EDPB’s 

opinion. The procedure is closed.6   

 

In addition, Version 3 also makes certain specific additions and clarifications to the Written 

Voting procedure under Article 24 of the Rules, raising the threshold for the suspension of a 

written procedure by the Chair and enabling a single member of the EDPB to request such 

suspension in the event of new circumstances which may substantially affect the outcome of 

the procedure. Paragraph 3 is modified to specify that the normal one week deadline for a 

written voting procedure shall apply as from when the invitation to the written voting procedure 

is sent by the Secretariat, unless the Chair expressly sets another deadline. Paragraphs 4 to 6 

deal with three issues relating to suspension of a written voting procedure, raising the threshold 

necessary for the suspension of written procedures decided by the Chair of the EDPB. 

Paragraph 4 as modified clarifies that a written voting procedure shall be suspended if at least 

three members entitled to vote request its suspension before the end of the voting period, and 

it drops the condition that the decision is mandatory for the timely performance of the tasks of 

the EDPB. A new paragraph 5 has been inserted to empower the Chair to suspend a written 

voting procedure upon the request of one member of the Board, again before the end of the 

voting period, on condition that new circumstances have appeared which were unknown when 

the written voting procedure was launched, and which may substantially affect the outcome of 

the procedure. Finally, paragraph 6, formerly paragraph 5, no longer provides for the possibility 

of submitting a suspended written voting procedure to a new written voting procedure and 

limits follow-up to consideration at the next plenary meeting of the EDPB, which may decide 

to submit the matter to a new written voting procedure. Since the EDPB meets every month, 

this does not imply any great delay and should allow for resolution or further consideration in 

the meantime. 

  

                                                 
5 EDPB Rules of Procedure 2019C. 
6 For further details on the changes to Art. 10 EDPB Rules of Procedures see the commentary on Art. 64 in this 

update.  
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More significant changes were introduced in the sixth version of the Rules of 20 January 2020,7 

which introduced specific rules to the ‘non-objection procedure’ under Art 64 GDPR as further 

detailed in Article 10 of the Rules. This modification provides that if there is no objection to a 

draft decision of a supervisory authority notified under Article 64 (1) (specific measures) or 

(2) (any matter of general application or producing effects in more than one Member State) 

GDPR, then the members of the EDPB shall be deemed in agreement with the draft decision. 

To this effect, the revised version of Article 10(1) of the Rules provides that the Chair ‘may 

indicate a period between two and three weeks wherein members may lodge an objection to a 

draft opinion, after which members which have not objected shall be deemed in agreement with 

the draft decision of the supervisory authority’.  Article 10(2) as amended also specifies that 

the non-objection procedure shall take place during the relevant period laid down therein. As 

a result of the non-objection procedure, a new paragraph 5 inserted into Article 10 provides 

that the EDPB shall adopt a favourable opinion on the draft decision submitted, unless 

exceptional circumstances arise. However, if there is an objection by at least one member, it 

terminates the non-objection procedure and triggers the objection procedure, under Article 

10(2) as amended. This requires any such objection to be reasoned and requires the EDPB to 

immediately start examining the objection(s) and to prepare an opinion on the draft decision 

according to the procedure set out in Article 64(1) GDPR. These are welcome specifications, 

fleshing out the last sentence of Article 64(3) GDPR. 

 

The fourth version of the Rules of 12 November 20198 clarifies and extends the voting rules in 

Article 22 of the Rules and inserting a new Article 37 to establish a new organ within the 

EDPB, the Coordinated Supervision Committee (‘CSC’). First, there is a clarification of 

Article 22 on Voting Procedures relating to plenary meetings. Article 22(3) provides that all 

voting majorities referred to in the GDPR or the Rules always refer to the total number of 

members of the EDPB entitled to vote and has been modified to specify that this total applies 

regardless of whether the members are present or not. Second, paragraph 1 of the new Article 

37 of the Rules establishes the CSC of the EDPB.9 This new Committee’s primary role is to 

ensure the coordinated supervision of the large EU Information Systems and of EU bodies, 

offices and agencies in accordance with Article 62 EUDPR or with the EU legal act establishing 

the large-scale IT system or EU body, office or agency. It presently handles the coordinated 

supervision of the Internal. Market Information (‘IMI’) system, Eurojust and the European 

Public Prosecutor Office (‘EPPO’), and will gradually be extended to all coordinated 

supervision of large EU information systems, bodies, offices and agencies, covering the fields 

of border, asylum and migration (Schengen Information System ‘SIS’, Entry Exit System 

‘EES’, European Travel Information and Authorization System ‘ETIAS’ and Visa Information 

System ‘VIS’), and police and justice cooperation (EPPO, Eurojust, European Criminal 

Records Information System ‘ECRIS-TCN’).10   

  

The new Committee includes representatives from national DPAs, the EDPS, and the DPAs of 

non-EU Schengen Member States as laid down under EU law. It marks the first step in the 

Rules towards implementing the policy announced in Recital 78 EUDPR that the EDPB should 

serve as a single forum for ensuring effective coordinated supervision between the EDPS and 

national supervisory authorities. In effect the EDPB has broadly interpreted the various EU 

legislative acts relating to coordinated supervision by national supervisory authorities and the 

EDPS, in particular Article 62(3) EUDPR, which provides that the Board ‘may develop further 

                                                 
7 EDPB Rules of Procedure 2020B. 
8 EDPB Rules of Procedure 2019B. 
9 See the commentary on Art. 68 in this update. 
10 EDPB 2019. 
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working methods as necessary’, to mean that such supervision shall take place ‘within the 

framework of the Board’. Paragraph 2 of Article 37 of the Rules of Procedure sets out the tasks 

of the new Committee, notably to exchange relevant information, assist each other in carrying 

out audits and inspections, examine any difficulties with the interpretation or application of the 

EUDPR and other applicable Union acts, study problems with the exercise of independent 

supervision or with the exercise of the rights of data subjects, with the aim of pursuing 

harmonised solutions, to any problems and promote awareness of data protection rights. 

Paragraph 3 of Article 37 provides for the new Committee to function autonomously, with its 

own rules of procedure, working methods, and even participation, which may differ from the 

EDPB’s membership and participation in accordance with the different EU bodies for which 

coordinated supervision has been established and their governing legislation. Under Article 

37(6) Rules of Procedure the EDPB rather than the EDPS is responsible for submitting the joint 

report of coordinated supervision activities to the European Parliament, the Council and the 

Commission. Finally, Article 37(7) provides that the Secretariat of the Board shall provide the 

Secretariat of the Committee, and the Secretariat is responsible for publishing Committee 

documents through a dedicated webpage on the EDPB’s website. On 8 July 2020 the 

Committee adopted its working rules and planned activities in its Work Program 2020-2022.11  

 

The fifth version of the Rules of 2 December 2019 concerns the scope of Article 8 of the Rules 

on observers.12 The most recent modification of the Rules, version 7 of 8 October 2020,13  has 

amended Article 11 of the Rules with regard to binding decisions of the EDPB and the Dispute 

Resolution Procedure. This amendment expanded the second paragraph of Article 11 laying 

down the procedure to resolve a dispute in the sense of Article 65(1)(a) GDPR, that is, where 

one or more concerned supervisory authorities (‘CSA(s)’) have raised a relevant and reasoned 

objection to a draft decision of a lead supervisory authority (‘LSA’) and that authority has not 

followed or has rejected the objection(s). The amendment to the Rules was adopted on the same 

date as the Board’s draft Guidelines 09/2020 on relevant and reasoned objection,14 and both 

were adopted over the course of the first Dispute Resolution Procedure under Article 65 GDPR 

concerning the contested draft decision by the Irish Data Protection Commissioner against 

Twitter.15 On the one hand the draft Guidelines provide guidance on the concept of ‘relevant 

and reasoned objection’, as defined in Article 4(24) GDPR, in particular on a common 

understanding of the notion of the terms ‘relevant and reasoned’ and the issues to be considered 

when assessing whether an objection ‘clearly demonstrates the significance of the risks posed 

by the draft decision’. On the other hand, the amendment to Article 11 of the Rules seeks to 

clarify the elements of the procedure, in the new sub-paragraphs (a) to (e) and to strengthen 

respect for Article 41 of the Charter and the right to be heard of the persons that might be 

adversely affected by the EDPB’s decision, in the new sub-paragraph (f).  This latter provision, 

Article 11(2)(f), provides that the LSA must provide not only any observations submitted to it 

by such persons but also confirmation and evidence of which of the documents submitted to 

the Board were provided to those persons when they were invited to exercise their right to be 

heard, or a clear identification of the elements for which this was not the case.  It further 

provides that the Board shall take into account only the documents provided by the LSA and 

the other CSA(s) plus any information that was gathered in the context of ensuring the right to 

                                                 
11 CSC 2020. 
12 EDPB Rules of Procedure 2019A. The details of this change are discussed in the commentary on Art. 68 in this 

update. 
13 EDPB Rules of Procedure 2020A. 
14 EDPB 2020. 
15 See the commentary on Art. 65 in this update. 
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be heard of the affected parties.  In exceptional circumstances the EDPB can decide to consider 

further documents it deems necessary.  
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Article 75. Secretariat 

 

Christopher Docksey 

 

Article 75(5) analytical, administrative and logistical support 

 

[To be considered with Section C – 5. Analytical, administrative and logistical support 

under Article 75(5)–(6)] 

 

In early 2020, the EDPB reported to the Commission on the work of the Secretariat over the 

first 18 months of the application of the GDPR.1 The head of the Secretariat and nine full-time 

equivalent staff provided analytical support consisting of leading the drafting of 67% of the 

documents adopted by the EDPB over this period, 45 out of 67 documents, in particular 39 out 

of 42 consistency opinions and the sole recommendation adopted over this period. These staff 

also regularly provided support to draft EDPB guidelines and drafted many of the information 

notes summarising the main discussion points for the plenary meetings of the Board.  More 

recently the Secretariat led the drafting of the first binding decision by the Board under Article 

65. These figures demonstrate the expertise deployed by this new group of data protection 

regulators and the increasing trust being placed in them by Members of the Board. 

 

Support Pool of Experts 

 

[To be considered with Section C – 5. Analytical, administrative and logistical support 

under Article 75(5)–(6)] 

 

In July 2020, the EDPS proposed the creation of a Support Pool of Experts (‘SPE’) as a 

‘stronger expression of genuine European solidarity, burden sharing and common approach to 

ensure the enforcement of our data protection rules’.2 The initiative is designed to provide 

material support to EDPB Members in the form of expertise useful for investigations and 

enforcement activities and to enhance cooperation and solidarity between them. The SPE was 

launched by the EDPB on 15 December  2020 as part of the EDPB 2021-2023 Strategy.3 The 

legal basis for action by the Board was Article 75 GDPR, combined with Article 70(1) 

paragraphs (u) and (v).  Action by DPAs was based on Article 57(1) GDPR, paragraphs (g) 

and (t), Articles 60-62 GDPR and Article 61 EUDPR.  

 

The term ‘EDPB member’ is deliberately broad, encompassing both actual and potential 

members of the EDPB, i.e. the EDPS and all national and sub-national DPAs in the EEA.4  The 

SPE can provide different types of support, such as analysis, legal, procedural or practical, 

forensic support, and assisting in the preparation of investigative reports. Investigation or 

enforcement activities can be supported if they are of significant common interest, whether in 

large and complex cases or smaller, yet strategically important cases. This would include cases 

concerning major global companies whose activities have a substantial impact on the protection 

of personal data of individuals across the EEA, as well as purely local cases, which set an 

                                                 
1 EDPB 2020A, section 1.2, pp. 12-13. 
2 EDPS 2020, p. 18. 
3 EDPB 2020B. 
4 Ibid., FN 1. 
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important precedent for other EDPB Members as regards the interpretation of the GDPR. In 

any event the complexity of the subject matter or the fact that it will be likely to be resource-

intensive will remain an important consideration.  

  

The SPE will use two types of experts: ‘EDPB experts’, the staff of EDPB members, who are 

envisaged as providing the principal source of expertise, and ‘external experts’ who possess 

highly specialised knowledge (e.g., in relation to forensics) necessary to address the operational 

needs of a specific case. The SPE specifies that external experts should only be selected where 

no EDPB expert is available to provide the necessary support within the requested timeframe 

due to reasons of capacity. In addition, as Article 62 GDPR is limited to DPAs, only EDPB 

experts may participate in Article 62 Joint Operations. Experts carrying out their tasks under 

the SPE must respect the applicable law of the EDPB member responsible for the investigation 

or enforcement, including the rules of confidentiality of that law. The SPE is voluntary for 

EDPB members, requiring the agreement of the receiving DPA to involve experts of either 

category, and that of any DPA providing its staff as EDPB experts. It provides a framework 

for sharing and combining resources in specific cases and will be deployed where there is an 

operational need. It may be contrasted with another initiative launched in 2020, the 

Coordinated Enforcement Framework (‘CEF’),5 which provides a structure for coordinating 

recurring annual activities by EDPB members. However, the SPE may complement the CEF 

by providing operational support to EDPB members carrying out a particular coordinated 

action on a case-by-case basis. 

  

The SPE will be coordinated by the Secretariat, which will liaise with EDPB members’ points 

of contact to match experts with requests for operational support. The Secretariat will report at 

least twice a year on requests, enabling the Plenary to discuss priorities where requests exceed 

resources, and will also submit an annual evaluation report. The SPE will be fully operational 

in 2022, operating under a specific EDPB budget line in the 2022 Budget.  In the meantime, an 

initial pilot phase will be initiated, limited to investigative reports. This is a very welcome 

initiative. Many EEA DPAs have limited resources and are confronted with resource-heavy 

requirements of complex investigations and the deep pockets of large data controllers in 

enforcement cases. In consequence, no joint operations had yet been triggered by the time of 

the Commission’s evaluation report on the GDPR. The Commission pointed to the failure to 

make full use of GDPR tools ‘such as joint operations that could lead to joint investigations’6  

and invited the EDPB and DPAs to ‘step up cooperation among data protection authorities, for 

instance by conducting joint investigations’.7 It may be that the implementation of initiatives 

such as the SPE may help unlock this aspect of cooperation amongst DPAs by offering them 

much-needed support. As well as supporting EDPB members it will offer experience of the 

practical implementation of international enforcement cooperation. For the international data 

protection community, the SPE will form part of a number of initiatives to promote 

international enforcement cooperation, discussed in the commentaries on Articles 61 and 62 in 

the main volume. These include the work of the Global Privacy Assembly International 

Enforcement Cooperation Working Group (‘IEWG’), which in particular maintains and 

updates the Enforcement Cooperation Handbook and the resources in the Enforcement 

Cooperation Repository,8 and the Global Privacy Enforcement Network (‘GPEN’),9 an 

informal network of over 60 privacy authorities aimed at fostering cross-border co-operation 

                                                 
5 EDPB 2020C. 
6 EC Communication 2020, p. 5. 
7 Ibid., p. 15. 
8 Enforcement Cooperation Handbook and Enforcement Cooperation Repository. 
9 GPEN Website. 
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between its members. The GPEN carries out a global privacy sweep each year and provides an 

alert tool, document library, workshops and other resources to encourage contact and 

cooperation between its member authorities. 
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Chapter VIII - Remedies, liability and penalties 

Article 80. Representation of data subjects 

 

Gloria González Fuster 

 
Relevant Case Law 

 

CJEU 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 

 

Case C-623/17, Privacy International v Secretary of State for Foreign and Commonwealth Affairs and Others, 

judgment of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:790). 

 

Joined Cases C-511, 512 and 520/18, La Quadrature du Net and Others v Premier ministre and Others, judgment 

of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:791). 

 

Case C-817/19, Ligue des droits humains v Conseil des ministers (pending). 

 

Case C-319/20, Facebook Ireland Limited vs. Bundesverband der Verbraucherzentralen und 

Verbraucherverbände – Verbraucherzentrale Bundesverband e.V. (pending). 

 

New and upcoming CJEU decisions 

 

[To be considered with Section B – 4. Case law] 

 

Non-governmental organisations (‘NGOs’), associations and other entities representing 

concerned individuals – or, in general, active in the defence of data subject rights, have 

continued to play a key role in EU data protection law. Some of the most significant recent 

CJEU judgments were triggered by their actions. For instance, the judgment in Privacy 

International1 was the result of legal action by the London-based NGO Privacy International, 

and the judgment in La Quadrature du Net and Others2 originated from three requests for 

preliminary ruling in proceedings involving a series of French and Belgian associations (La 

Quadrature du Net, French Data Network, the Fédération des fournisseurs d’accès à Internet 

associatifs and Igwan.net in Cases C-511/18 and Case C‑512/18, and the Ordre des barreaux 

francophones et germanophone, the Académie Fiscale ASBL, UA, the Liga voor 

Mensenrechten ASBL, the Ligue des Droits de l’Homme ASBL in Case C‑520/18). These two 

judgments concerned the interpretation of the EPD.  

 

An important case is currently still pending in front of the CJEU.3 It concerns a request for 

preliminary ruling submitted by the Bundesgerichtshof (Federal Court of Justice, Germany) in 

the context of proceedings between Facebook Ireland Limited and Bundesverband der 

Verbraucherzentralen und Verbraucherverbände – Verbraucherzentrale Bundesverband e.V. 

(the Federation of German Consumer Organisations). The question submitted to the Court 

refers notably to whether Articles 80 and 84 GDPR preclude the existence of national rules 

                                                 
1 Case C-623/17, Privacy International. 
2 Joined Cases C-511/18, C-512/18 and C-520/18, La Quadrature du Net. 
3 Case C-319/20, Facebook Ireland (pending). 
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which empower associations and other entities entitled under national law to bring proceedings 

for breaches of the GDPR, independently of the infringement of specific rights of individual 

data subjects and without being mandated to do so by a data subject, against the infringer before 

the civil courts on the basis of the prohibition of unfair commercial practices, breach of a 

consumer protection law, or the prohibition of the use of invalid general terms and conditions. 

 

The mentioned Federation of German Consumer Organisations is included on the list of 

qualified entities pursuant to German consumer law. It had lodged an action, independently of 

the specific infringement of data protection rights of a data subject and without being mandated 

to do so, requesting that Facebook Germany GmbH be ordered to cease and desist from certain 

practices of its App Centre. Facebook Germany GmbH is a sister company of Facebook Ireland 

and is regarded as established in Germany. The Landgericht (Regional Court, Germany) ruled 

against Facebook, which then sought the dismissal of the action by means of its appeal on a 

point of law. The crux of the issue to be solved by the CJEU is how the entry into force of the 

GDPR intersects with the powers of qualified entities under German consumer law. The 

applicant had the power to pursue its claims by way of an action before the civil courts before 

the GDPR came into force, as consumer law allowed such entities to take action by way of a 

prohibitory injunction against the user of a general condition that was invalid, also on the 

grounds of an infringement of a provision of data protection law. 

 

A particularly interesting question raised in the application submitted to the CJEU concerns 

the meaning of the references in the GDPR to the requirement that there must have been an 

infringement of the rights of a data subject in order to trigger the applicability of Article 80(2).4 

A literal reading of this requirement could lead to interpret that Article 80(2) does not confer 

standing to bring proceedings to associations which plead objective breaches of data protection 

law independently of the infringement of subjective rights of a specific data subject. In other 

words, what is at stake is whether it is still possible for consumer organisations to initiate action 

under the GDPR on the basis of ‘abstract assessments’ of non-compliance, as opposed to 

specific violations of data subject rights. More generally, the request for preliminary ruling 

also discusses whether a certain reading of Article 80(2) might lead to the elimination of the 

specific powers of DPAs or generate a problematic fragmentation of the data protection law 

enforcement in the EU. 

 

A further example of pending case with the involvement of non-profit organisations is Case C-

817/19,5 concerning inter alia the compatibility with Article 23 GDPR of Belgian provisions 

on passenger name record (‘PNR’) data and triggered by action by the Ligue des Droits 

Humains,6 a non-profit organisation. 

 

[To be considered with Section C – 6. Concluding remarks] 

 

As expected, new organisations active in this area have been emerging,7 and those already 

active in the past have further strengthened their pressure, especially on data protection 

enforcement. In January 2020, a coordinated action between several consumer and digital 

rights organisations, from Europe and the United States (‘US’) focused on data protection law 

infringements by the online advertising industry.8 In the context of the action, the 

                                                 
4 See also rec. 142 GDPR. 
5 Case C-817/19, Ligue des droits humains (pending). 
6 Operating until 2018 as the Ligue des droits de l'Homme. 
7 See for instance Foxglove Website.   
8 See Norwegian Consumer Council 2020. 
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Forbrukerrådet (Norwegian Consumer Council) submitted complaints representing data 

subjects pursuant to Article 80(1) GDPR against the dating app Grindr and several other 

companies.9 

 

None of Your Business (‘noyb’) was involved in this action, and has also been very active in 

GDPR enforcement. In the aftermath of Schrems II,10 the Vienna-based organisation 

simultaneously filed 101 complaints against different companies regarding their data transfers 

to the US. This prompted the setting up in September 2020 of a special taskforce at the EDPB 

to follow up the complaints. Beyond the GDPR itself, the organisation is also preparing for the 

future implementation of the future EU collective redress rules, as illustrated by its successful 

application to be granted the status of a qualified entity under the collective action scheme of 

the Belgian Code of Economic Law.11 Additionally, in multiple Member States there are 

pending complaints submitted by a variety of activists, in relation to Real-Time Bidding 

(‘RTB’), in the context of the campaign named ‘Fix Ad Tech’.12 

 

At a policy level, an interesting development was the publication of a Feasibility Study for 

financial support for litigating cases relating to violations of democracy, rule of law and 

fundamental rights, commissioned by the European Commission.13 The study highlighted as a 

possible model, or at least inspiration, for litigation supported by the European Commission in 

relation to democracy, the rule of law and fundamental rights the Digital Freedom Fund 

(‘DFF’), a free standing fund devoted to supporting individual ‘strategic’ cases on digital 

rights, with a pan-European scope.14  
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Article 83. General conditions for imposing administrative fines 

 

Waltraut Kotschy 

 
Relevant Case Law 

 

Belgium 

 

Court of Appeal of Brussels, Decision of 27 January 2021 (AR/1333). 

 

Denmark 

 

Court of Aarhus, judgment of 12 February 2021 (rettens j.nr. SS 3662/2020). 

 

France 

 

Conseil d’État, Google LLC/CNIL, 19 June 2020, N° 430810 (ECLI:FR:CEORD:2020:440916.20200619). 

 

Germany  

 

Landgericht Bonn, Urteil vom 11 November 2020, 29 OWi 1/20. 

 

Sweden 

 

Administrative Court of Stockholm, judgment of 23 November 2020 (Mål: 7565-20). 

 

General overview on the fines imposed over the last couple of years 

 

[To be considered as a new sub-section of Section C] 

 

The overall purpose of the GDPR is to ensure a consistent level of data protection throughout 

all of the Member States. This is particularly relevant when it comes to fining controllers or 

processors for GDPR infringements. To achieve a consistent approach among European DPAs 

with regard to the imposition of administrative fines under the GDPR, the Article 29 Working 

Party (‘WP29’) adopted guidelines concerning the application of Article 83 GDPR in 2017,1 

which the EDPB endorsed in 2018.2 These guidelines describe the steps that are to be followed 

when deciding on the imposition of a fine. At the outset, it should be noted that administrative 

fines are only one of several possible corrective measures under the GDPR. As such, each case 

has to be considered based on its own merits when it comes to choosing the appropriate 

corrective measure for the infringement at issue in line with Article 58(2) GDPR.3 In this regard, 

recital 148 introduces the notion of ‘minor infringements’, and the guidelines note that ‘[i]n 

such cases, the fine may (but not always) be replaced by a reprimand’.4  

 

Further, the WP29 guidelines state that the list of criteria laid down by Article 83(2) GDPR are 

to be used by DPAs ‘in the assessment both of whether a fine should be imposed and of the 

amount of the fine’.5 The guidelines go on to discuss the meaning of each of the criteria listed 

                                                 
1 WP29 2017. 
2 EDPB 2018. 
3 WP29 2017, pp. 5-7. 
4 Ibid., p. 9. 
5 Ibid. 
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in Article 83(2),6 but leave a more detailed analysis of the methodology for calculating the 

amount of a fine to a future document. 

 

In the context of the evaluation of the GDPR that took place in 2020, the EDPB was asked to 

share its experience concerning the application of Article 83 GDPR. In its response, the EDPB 

mentioned that, between May 2018 and November 2019, European DPAs had imposed around 

800 fines altogether.7 In addition, it noted that: 

 

Most of the fines related to principles relating to processing of personal data (Art. 5 

GDPR); lawfulness of processing (Art. 6 GDPR); valid consent (Art. 7 GDPR); 

processing of special categories of personal data (Art. 9 GDPR); transparency and rights 

of the data subjects (Art. 12 to 22 GDPR); security of processing and data breaches (Art. 

32 to 34 GDPR).8  

 

The EDPB also notes that, when making a fining decision, DPAs do not place particular 

emphasis on some specific criteria among those listed in Article 83(2), as ‘all the factors 

mentioned by Article 83 GDPR are usually taken into account while imposing administrative 

fines’.9 Additionally, the Board noted that, for fining purposes, DPAs ‘largely rely on the 

Guidelines on the application and setting of administrative fines for the purposes of the 

Regulation 2016/679, adopted by the Article 29 Working Party on 3 October 2017 and endorsed 

by the EDPB on 25 May 2018’.10 This suggests that the EDPB and its members still follow the 

WP29 guidelines mentioned above. 

 

Existing surveys on GDPR fines suggest that the amounts of the fines that have been imposed 

so far vary considerably across the EU.11 Indeed, European DPAs have imposed fines ranging 

from EUR 28 to EUR 50 million.12 Interestingly, in some cases, the amount of the fine the was 

initially announced was subsequently reduced for a variety of reasons, including the impact of 

the COVID-19 pandemic on the recipient of the fine.13 Further, several fines have been struck 

down or reduced by national courts.14 This shows that a common pan-European methodology 

for determining the amount of an administrative fine has yet to be developed. This task should 

naturally be undertaken by the EDPB.15 However, for the time being, some initiatives aimed at 

                                                 
6 Ibid., pp. 9-16. 
7 EDPB 2020A, p. 33. 
8 Ibid., pp. 33-34. 
9 Ibid., p. 34. 
10 Ibid. 
11 There is no official list or register of the GDPR fines imposed across the EU. However, several privately-run 

websites provide information on (most of) the fines that have been imposed so far: see e.g. GDPR Enforcement 

Tracker. Information (in English) on GDPR enforcement by national supervisory authorities is also regularly 

provided in the ‘National News’ section of the EDPB’s website: see EDPB National News. 
12 See Hungarian Data Protection Authority 2020 (imposing a EUR 28 fine against Google Ireland Ltd); CNIL 

2019 (imposing a EUR 50 million fine on Google LLC). The latter fine was upheld by France’s highest 

administrative court. See Conseil d’État, Google LLC/CNIL. It is worth noting that, in a couple of cases, the UK 

DPA (‘ICO’) had considered imposing fines that were significantly higher than the CNIL’s fine mentioned above, 

but it reduced the amounts of the fines in the final fining decisions. See ICO 2020A; UK ICO 2020B. For an 

overview of the fining practices followed by different DPAs, see Voss and Bouthinon-Dumas 2021. 
13 See e.g. Norwegian Data Protection Authority 2020; ICO 2020B. 
14 See e.g. Court of Appeal of Brussels, Decision of 27 January 2021; Court of Aarhus, judgment of 12 February 

2021; Landgericht Bonn, Urteil vom 11 November 2020; Administrative Court of Stockholm, judgment of 23 

November 2020. 
15 The EDPB is expected to issue guidelines on the calculation of administrative fines by 2022. See EDPB 2021, 

p. 3. For the time being, the EDPB has provided some limited guidance on the criteria and elements to be taken 

into account when calculating the amount of a fine in its first binding decision under the dispute resolution 
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streamlining the fining process have been taken at national level. For instance, the Association 

of German Data Protection Authorities (‘Datenschutzkonferenz’) has developed a fine 

calculation model to be followed in Germany,16 at least until the adoption of an EDPB 

methodology.17 For determining the amount of the fine, this model takes into account both the 

financial standing of the company to be fined and the seriousness of the GDPR violation(s) it 

committed. The scheme envisages five key steps, each of which requires the calculation and 

weighting of several parameters (e.g., daily average turnover, gravity of the infringement on a 

scale from 1 to 12, etc.) for determining the amount of the administrative fine to be imposed. A 

similar guidance on the calculation of administrative fines has also been published by the 

Danish DPA in January 2021.18 
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Chapter IX - Provisions relating to specific processing situations 

Article 85. Processing and freedom of expression and information 

 

Herke Kranenborg* 

 
Relevant Case Law 

 

CJEU 

 

Case C-507/17, Google LLC v Commission nationale de l’informatique et des libertés (CNIL), judgment of 24 

September 2019 (Grand Chamber) (ECLI:EU:C:2019:772). 

 

Case C-136/17, GC and Others v Commission nationale de l’informatique et des libertés (CNIL), judgment of 24 

September 2019 (Grand Chamber) (ECLI:EU:C:2019:773). 

 

New CJEU decisions: Google v CNIL and GC and Others  

 

[To be considered with Section B – 4. Case law and with Section C – 2. CJEU] 

 

As explained in Section C – 2. in the commentary on Article 85 in the main volume, in Google 

Spain, the CJEU did not refer to the right to freedom of expression as an interest to be taken 

into account when deciding on a request to delist certain search results. The CJEU only referred 

to the interest of the general public in finding information upon a search relating to the data 

subject’s name and disregarded the interest of the website holder. In GC and Others the CJEU 

changed its formulation by referring to the right of freedom of information of internet users 

potentially interested in access that web page by means of a search on the data subject’s name, 

a right protected by Article 11 of the Charter.1 However, the CJEU did not go as far as also 

including the interest of the website holder in the balancing exercise to be made. 

 

In GC and Others the main question was whether in case a request for delisting concerns a 

special category of data, the stricter rules for the processing of such data apply also to a search 

engine like Google and, if so, what the consequences of the application of those rules would 

be. These specific rules, laid down in Article 8 DPD and Article 9 GDPR, forbid the processing 

of such data, subject to certain exceptions. However, none of the exceptions directly provided 

for in the DPD and the GDPR actually allow for a balancing exercise as in Google Spain. The 

ruling in GC and Others is discussed in greater detail in the commentary on Article 17 in this 

update. Of relevance for the present update is that, despite the fact that the CJEU indeed 

considered that the strict rules apply to Google in case it processes special categories of 

personal data, it still concluded that the search engine had to conduct a balancing exercise, 

which included consideration of the above mentioned right to freedom of information of the 

internet users.2 The CJEU found the ground for this balancing exercise in Article 8(4) DPD 

and Article 9(2)(g) GDPR which allow national law (and under the GDPR also Union law) to 

lay down exceptions to the prohibition to process special categories of personal data for reasons 

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Commission. 
1 Case C-136/17, GC and Others, paras. 66, 68, 69 and 75.  
2 Ibid., para. 66. 
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of substantial public interest. The CJEU considered the protection of the right to freedom of 

information of internet users such an interest.3  

 

Google v CNIL concerned the geographical implications of a successful request for delisting. 

This ruling is also discussed in greater detail in the commentary on Article 17 in this update. 

Two elements are worth mentioning with respect to Article 85 specifically. The first element 

concerns the extraterritorial effect of the right to be forgotten, which was the key question of 

the case. The CJEU considered that the EU legislator could have the competence to lay down 

the obligation for a search engine provider to carry out a dereferencing on all the versions of 

the search engine, giving it worldwide effect.4 However, the CJEU concluded that although the 

legislator, in Article 17(3)(a) GDPR, struck a balance between the right to data protection and 

the freedom of information of internet users within the Union, it had not done so for 

dereferencing outside the Union.5 This restrictive reading of the GDPR seems to be motivated 

by the considerations of the CJEU that ‘numerous third States do not recognise the right to de-

referencing or have a different approach’ and that the balance between the rights to privacy and 

data protection and the freedom of information of internet users ‘is likely to vary significantly 

around the world’.6  

 

The second element worth mentioning concerns the situation within the Union. The CJEU 

considered that also within the Union the result of weighing up the interests of privacy and data 

protection and the freedom of information might vary and will not necessarily be the same for 

all the Member States, especially since under Article 85 GDPR it is for the Member States to 

provide for exemptions and derogations necessary to reconcile the rules on protection of 

personal data with, inter alia, the freedom of information.7 In that respect, the CJEU pointed at 

the consistency mechanism in the GDPR which, according to the CJEU, provides the national 

supervisory authorities with the instruments and mechanisms necessary to reconcile a data 

subject’s rights to privacy and the protection of personal data with the interest of the whole 

public throughout the Member States in accessing the information in question and, accordingly, 

allows them to adopt, where appropriate, a dereferencing decision which covers all searches 

conducted from the territory of the Union on the basis of that data subject’s name.8  

 

The reasoning of the CJEU in Google v CNIL on these two elements begs the question how it 

sees the relationship between Article 17(3)(a) and Article 85 of the GDPR: is the balance, as 

regards dereferencing in relation to search engines, struck by the EU legislator, or is that 

balance left to the Member States? 
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Article 87. Processing of the national identification number 

 

Luca Tosoni 

 

By Patrick Van Eecke and Anrijs Šimkus in the main volume 

 
Relevant Case Law 

 

CJEU 

  

Opinion of Advocate General Szpunar in Case C-439/19, B v Latvijas Republikas Saeima, delivered on 17 

December 2020 (ECLI:EU:C:2020:1054). 

 

Advocate General’s Opinion in Latvijas Republikas Saeima: material scope of application 

of the GDPR in legal areas that are not typically associated with an EU competence 

 

[To be considered with Section B – 4. Case law] 

 

On 17 December 2020, Advocate General Szpunar issued his opinion in Latvijas Republikas 

Saeima. Among other things, the opinion interprets the material scope of application of the 

GDPR in light of Article 2(2)(a), which excludes the applicability of the GDPR to data 

processing ‘in the course of an activity which falls outside the scope of Union law’.   

 

In that context, the Advocate General stressed that ‘[t]he very purpose of the GDPR is that it 

is to apply to any form of processing of personal data, regardless of the subject matter 

involved’,1 and that, as an exception to a general rule, Article 2(2)(a) GDPR must be interpreted 

strictly.2 Thus, according to the Advocate General, Article 2(2)(a) GDPR does not impose a 

high threshold to trigger the applicability of the GDPR in legal areas that are not typically 

associated with an EU competence.3 The Advocate General sees Article 87 GDPR as a 

confirmation of this, as it envisages the applicability of the GDPR to the processing of national 

identification numbers, a subject matter that is typically regulated by domestic law and not EU 

law.4   

                                                 
1 Case C-439/19, Latvijas Republikas Saeima (AG Opinion), para. 52. 
2 Ibid., paras. 45 and 52. 
3 Ibid., para. 59. 
4 Ibid., para. 54 and FN 28. 



Article 89 

Wiese Svanberg 

266 

Article 89. Safeguards and derogations relating to processing for 

archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes 

 

Christian Wiese Svanberg* 

 

New EDPB guidelines on the processing of data concerning health for the purpose of 

scientific research in the context of the COVID-19 outbreak 

 

[To be considered with section C – 4. Scientific or historical research purpose] 

 

In April 2020, the EDPB issued new guidelines on the processing of health data for the purpose 

of scientific research in the context of the COVID-19 outbreak.1 Among other things, the 

guidelines elaborate on the possible GDPR derogations that Member States may establish for 

scientific research in accordance with Article 89(2) GDPR, as well as on the appropriate 

safeguards to be put in place in the context of such research under Article 89(1). 

 

New EDPB document on the application of the GDPR to scientific health research 

 

[To be considered with section C – 4. Scientific or historical research purpose] 

 

On 2 February 2021, the EDPB issued a document aimed at clearing up some 

misunderstandings and misinterpretations as to the application of the GDPR to the domain of 

scientific health research.2 The document was issued in accordance with Article 70(1)(b) 

GDPR, in response to several questions that the European Commission submitted to the EDPB. 

 

Among other things, the EDPB document discusses the safeguards that should be put in place 

in the context of scientific health research under Article 89(1) GDPR.3 However, several key 

issues, such as anonymization and pseudonymization of health data, are only briefly discussed, 

as the EDPB is expected to address them more thoroughly in upcoming guidelines. Indeed, the 

EDPB document announces that the Board is working on guidelines on the processing of 

personal data for scientific research purposes, which should be published by the end of 2021.4 

In such guidelines ‘the EDPB will elaborate further on [the issues discussed in the EDPB 

document] while also aiming to provide a more comprehensive interpretation of the various 

provisions in the GDPR that are relevant for the processing of personal data for scientific 

research purposes’.5 

 

  

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the Danish Armed 

Forces. 
1 EDPB 2020. 
2 EDPB 2021. 
3 Ibid., pp. 11-13. 
4 Ibid., p. 3. 
5 Ibid. 
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Commission publishes study on Member States’ domestic rules on the processing of 

health data  

 

[To be considered with section C – 4. Scientific or historical research purpose] 

 

In February 2021, the Commission published a study, which describes and assesses Member 

States’ domestic rules on the processing of health data in light of the GDPR.6 The study 

suggests that, even after the entry into force of the GDPR, there is still considerable 

fragmentation in the way health data processing is regulated across the EU. This is also because 

most Member States have made use of the opening clause in Article 89(2) GDPR to adopt 

sectoral rules on the processing of health data for scientific purposes. 
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Article 91. Existing data protection rules of churches and religious 

associations 

 

Luca Tosoni 

 
Relevant Case Law 

 

ECtHR 

 

Jehovan todistajat v Finland, Appl. No. 31172/19 (pending). 

 

Finland 

 

Supreme Administrative Court of Finland, judgment of 17 December 2018 (ECLI: FI: KHO: 2018: 171). 

 

New case on Jehovah’s Witnesses’ processing of personal data pending before the 

European Court of Human Rights 

 

[To be considered with Section B – 4. Case law] 

 

On 10 June 2019, the Jehovah’s Witnesses community lodged an application before the ECtHR 

to complain against the limitations that Finland imposed on the collection and processing of 

personal data carried out by the members of the community in the context of door-to-door 

preaching.1 This constitutes the continuation of the legal fight mounted by the religious 

community against the decision of the Finnish data protection authority 

(‘Tietosuojavaltuutettu’) to prohibit Jehovah’s Witnesses from collecting and processing 

personal data in the course of door-to-door preaching without complying with data protection 

law. Such a decision was issued in 2013 and was upheld by the Supreme Administrative Court 

of Finland in 2018,2 in accordance with a judgment issued by the CJEU to whom the case had 

been referred for a preliminary ruling.3 

 

In essence, the religious community is asking the ECtHR to assess whether the Finnish court’s 

(and the CJEU’s) balancing between freedom of religion and the right to privacy and data 

protection in the case at hand is in line with the ECHR, as well as the legitimacy, proportionality 

and non-discriminatory nature of the limitations imposed on the preaching activities of 

Jehovah’s Witnesses. The case was communicated to Finland on 10 December 2019, and the 

parties have submitted their written observations in the second half of 2020. Thus, the case is 

unlikely to be decided earlier than late in 2021. 

 

Irish Data Protection Commission investigates Catholic Church 

 

[To be considered with Section C] 

 
In 2019, the Irish Data Protection Commission (‘DPC’) opened an own volition inquiry on the 

Catholic Church in Ireland. This is to assess whether it has a lawful basis for processing the 

                                                 
1 ECtHR, Jehovan todistajat. 
2 Supreme Administrative Court of Finland, judgment of 17 December 2018. 
3 Case C-25/17, Jehovan todistajat. 
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data of former members of the Church who no longer want to have their personal data processed 

and retained on sacramental registers.4 In essence, the inquiry is aimed to assess whether and 

how the GDPR’s rights to rectification and erasure apply to the Catholic Church in Ireland.   

 

This inquiry may be indirectly relevant also to assess the compatibility with EU data protection 

law of practices that the Catholic Church follows also in other Member States. Indeed, in some 

Member States (e.g., in Italy and Poland) the Catholic Church has adopted its own data 

protection rules pursuant to Article 91 GDPR, and these rules normally provide that, when an 

individual no longer wishes to be a member of the Church, he or she may not have his/her data 

deleted from sacramental registers.5 Thus, the outcome of the Irish inquiry may shed some light 

on whether such special rules may be considered ‘into line’ with the GDPR, and hence whether 

they comply with Article 91(1), which establishes that these special rules ‘may continue to 

apply, provided that they are brought into line with the GDPR’.   
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Chapter X - Delegated acts and implementing acts 

Article 92. Exercise of the delegation 

 

Luca Tosoni 

 

Publication of study on certification mechanisms and GDPR implementation report 

 

[To be considered with Section C – 3. The Commission’s power to adopt delegated acts 

under the GDPR] 

 

In January 2018, the European Commission announced that it would assess the need to make 

use of its power to adopt delegated acts under the GDPR, also taking into account a study on 

certification mechanisms that it commissioned to external experts.1 The study in question was 

published in April 2019, and did not identify any immediate need to adopt delegated acts to 

supplement the rules laid down in the GDPR.2 Probably also in light of this, the Commission’s 

report on the evaluation and review of the GDPR does not expressly envisage the adoption by 

the Commission of any delegated act, at least in the near future.3 
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Mechanisms: Study on Articles 42 and 43 of the Regulation (EU) 2016/679’, Study commissioned by the 

European Commission (2019). 
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Article 93. Committee procedure 

 

Luca Tosoni 

 
Relevant Case Law 

 

CJEU 

 

Case C-311/18, Data Protection Commissioner v. Facebook Ireland Limited and Maximilian Schrems, judgment 

of 16 July 2020 (Grand Chamber) (ECLI:EU:C:2020:559) (‘Schrems II’). 
 

New Commission draft implementing decisions on Standard Contractual Clauses (SCCs) 

 

[To be considered with Section C – 3. The Commission’s use of its implementing powers 

under the GDPR] 

 

In November 2020, the Commission published two draft implementing decisions on Standard 

Contractual Clauses (‘SCCs’). One of these draft implementing decisions laid down SCCs for 

contracts between controllers and processors located in the EU/EEA,1 whereas the other 

contained SCCs for data transfers outside the EU/EEA.2 The latter set of SCCs is intended to 

update and replace the existing SCCs for data transfers,3 in particular in light of the ruling of 

the CJEU in Schrems II.4 Pursuant to the examination procedure referred to in Article 93(2) 

GDPR, the Commission submitted the draft implementing decisions to the so-called Article 93 

Committee, a committee composed of Member State representatives, which must deliver an 

opinion on the draft decisions before the Commission may finally adopt them.5  

 

The Commission also requested a joint opinion from the EDPB and the EDPS on each of the 

draft decisions,6 which they delivered in January 2021.7 Such joint opinions are not binding, 

but they carry significant weight. Thus, given that the joint opinions at hand suggested several 

amendments to the Commission’s draft SCCs, they might lead the Commission to amend the 

draft decisions before their final adoption. In addition, the Commission sought feedback from 

the general public on the draft decisions,8 which will also be taken into account before the 

decisions are finally adopted. The above constitute the first steps of the procedure that the 

Commission must follow to adopt the implementing decisions in accordance with Article 93(2) 

GDPR and the Comitology Regulation (see Section C.2 of the commentary on Article 93 in the 

main volume for further details on such a procedure). 

 

  

                                                 
1 Commission Draft SCC Decision 2020A. 
2 Commission Draft SCC Decision 2020B. 
3 Ibid., Art. 6 and rec. 24. 
4 Ibid., FN 2, 3, 9 and 10. See also Case C-311/18, Schrems II. 
5 On 16 December 2020, this Committee had a first meeting to discuss the draft SCCs. See GDPR Committee 

2020.  
6 EDPB Press Release 2020. 
7 EDPB EDPS 2021A; EDPB EDPS 2021B. 
8 EC Public Consultation 2020A; EC Public Consultation 2020B. 
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Publication of draft United Kingdom adequacy decisions 

 

[To be considered with Section C – 3. The Commission’s use of its implementing powers 

under the GDPR] 

 

In February 2021, the European Commission published two draft decisions on the adequate 

protection of personal data by the United Kingdom (‘UK’). The first draft decision deals with 

the protection afforded by the UK for data transfers under the GDPR,9 whereas the second 

concerns data transfers under the LED.10 The EDPB must provide the Commission with an 

opinion on both draft adequacy decisions.11 The EDPS’ opinion is not necessary in this case.12 

The EDPB’s opinion is not binding, but it might lead the Commission to amend the draft 

decisions before seeking the formal opinion of the Article 93 Committee on the decisions at 

hand.13 The latter is a mandatory procedural step before the final adoption of the adequacy 

decisions.14  

 

Publication of study on certification mechanisms  

 

[To be considered with Section C – 3. The Commission’s use of its implementing powers 

under the GDPR] 

 

In January 2018, the European Commission made clear its intention to make use of the 

implementing powers it enjoys under the GDPR ‘only … when there is a clearly demonstrated 

added-value and based on feedback from stakeholders’ consultation. In particular, the 

Commission will look into the issue of certification based on a study contracted with external 

experts …’.15   

 

The study at hand was published in April 2019.16 Among other things, the study finds that, for 

the time being, it is not necessary to adopt implementing acts laying down technical standards 

for data protection certification mechanisms.17 Probably also in light of this finding, the 

Commission’s report on the evaluation and review of the General Data Protection Regulation 

does not expressly envisage the adoption by the Commission of any implementing act on data 

protection certification mechanisms, at least in the near future.18 

 
  

                                                 
9 Draft UK Adequacy GDPR 2021. 
10 Draft UK Adequacy LED 2021. 
11 Art. 70(1)(s) GDPR; Art. 51(1)(g) LED. 
12 Art. 42(4) and rec. 60 EUDPR. 
13 On 22 March 2021, the Committee had a first exchange of views on the draft UK adequacy decisions. See 

GDPR Committee 2021. 
14 Art. 45(3) GDPR; Art. 36(3) LED. 
15 EC Communication 2018, p. 14. 
16 Kamara et al. 2019. 
17 Ibid., p. 225 (stating: ‘when it comes to Art. 43 (9) [sic] and technical standards, given the considerations as to 

the GDPR related adequacy of the current body of available standards we do currently not recommend taking 

implementing acts under article 43(9) to support implementation of these standards. We do see as a priority the 

clarification of aspects of the new system, before delving into issues of implementation’). 
18 EC Communication 2020. 
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Chapter XI - Final provisions 

Article 95. Relationship with Directive 2002/58/EC 

 

Piedade Costa de Oliveira* 

 
Relevant Case Law 

 

CJEU 

 

Case C-207/16, Ministerio Fiscal, judgment of 2 October 2018 (Grand Chamber) (ECLI:EU:C:2018:788). 

 

Case C-673/17, Bundesverband der Verbraucherzentralen und Verbraucherverbände - Verbraucherzentrale 

Bundesverband e.V. v Planet49 GmbH, judgment of 1 October 2019 (Grand Chamber) (ECLI:EU:C:2019:801). 

 

Opinion of Advocate General Szpunar in Case C-61/19, Orange Romania SA v Autoritatea Națională de 

Supraveghere a Prelucrării Datelor cu Caracter Personal (ANSPDCP), delivered on 4 March 2020 

(ECLI:EU:C:2020:158). 

 

Case C-61/19, Orange Romania SA v Autoritatea Națională de Supraveghere a Prelucrării Datelor cu Caracter 

Personal (ANSPDCP), judgment of 11 November 2020 (ECLI:EU:C:2020:901). 

 

Case C-623/17, Privacy International v Secretary of State for Foreign and Commonwealth Affairs and Others, 

judgment of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:790). 

 

Joined Cases C-511, 512 and 520/18, La Quadrature du Net and Others v Premier ministre and Others, judgment 

of 6 October 2020 (Grand Chamber) (ECLI:EU:C:2020:791). 

 

New CJEU decisions on the interpretation of the EPD: Planet49 on the interpretation of 

‘consent’ with relation to the use of cookies; Privacy International, la Quadrature du Net 

and Others and Ordre des Barreaux Francophone et Germanophone and Others on the 

transmission and retention of electronic communications data  

  

[To be considered with Section B – 3. Case law] 

 

1. Interpretation of Article 5(3) of the EPD 

 

In its judgment of 1 October 2019 in Case C-673/17, Planet49,1 the CJEU examined, first, the 

issue of consent, namely, whether a company’s use of a pre-ticked checkbox for obtaining 

consent to the installation and use of cookies is compatible with the requirements for valid 

consent under Articles 5(3) and 2(f) EPD, in conjunction with Article 2(h) DPD and Article 

6(1)(a) GDPR. Second, the Court examined the type of information that the service provider 

must give in accordance with Article 5(3) EPD. On the first question, the Court held that only 

active behaviour on the part of the data subject with a view to giving his or her consent may 

fulfil the requirement of consent ‘unambiguously’ given in the sense of Article 7(a) of the DPD. 

The Court added that ‘active consent is now expressly laid down in Regulation 2016/679’.2 

                                                 
* The views expressed are solely those of the author and do not necessarily reflect those of the European 

Commission. 
1 Case C-673/17, Planet49 GmbH. 
2 Ibid., para. 62.  
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Therefore, a pre-ticked checkbox which the user must deselect to refuse consent does not fulfil 

the requirements laid down in Articles 2(f) and 5(3) EPD, read in conjunction with Articles 

4(11) and 6(1) GDPR.3 The Court also addressed a requirement to click an open checkbox to 

participate in a lottery and, as well, to accept being contacted by a range of firms for 

promotional offers. It found that there was no specific consent to accepting advertising as well 

as participating in the lottery. On the second question, the Court confirmed that the information 

that the service provider must give to a website user under Article 10 DPD and Article 13 

GDPR includes the duration of the operation of cookies and whether or not third parties may 

have access to those cookies. 

 

The question of freely given consent was then raised in Case C-61/19, Orange Romania. The 

CJEU affirmed its ruling in Planet49, adding that in order to ensure that the data subject enjoys 

genuine freedom of choice, the contractual terms must not mislead them as to the possibility 

of concluding the contract even if they refuse to consent to the processing of their data.4 

Moreover there is no freely given consent in a situation where customers have to state in 

handwritten form on a standard contract that they do not consent to the copying and storing of 

their ID card. As Advocate General Szpunar pointed out, in such a situation customers are put 

into a situation in which they must perceptibly deviate from a regular procedure which leads to 

the conclusion of a contract.5 Such an additional requirement is liable to affect unduly the 

freedom to choose to object. The CJEU affirmed that the controller is required to establish that 

its customers have, by active behaviour, given their consent to the processing of their personal 

data. The controller ‘cannot require them actively to express their refusal’.6 

 

2. Interpretation of Articles 1(3), 5(1) and 15(1) EPD 

 

In two new landmark judgments of 6 October 2020,7 the Court interpreted the EPD, on the one 

hand, with regard to the bulk collection and transmission of electronic communications data - 

traffic and location data (‘metadata’, not content) - to national security authorities and, on the 

other hand, with regard to the retention of such data, for the purposes of preserving national 

security and other purposes. These two rulings are the most recent in a line of cases8 in which 

the Court addressed the issue of retention of metadata by telecom providers and access to such 

data by law enforcement or other authorities.  

 

Privacy International (C-623/17) concerned the general and indiscriminate collection and 

transmission of metadata (‘bulk communications Data’) to the national security services in the 

UK (without a retention obligation). La Quadrature du Net concerned the generalised retention 

of metadata in, respectively, France and Belgium for various purposes, including national 

security and fight against crime.9 It also concerned the application of certain algorithms by 

providers to their databases at specific network points at the request of the national security 

services in France in the context of real-time collection of metadata of specified individuals, 

without the obligation for the providers to retain the concerned data. The following analyses 

will only touch upon certain aspects of the two rulings particularly relevant for the current and 

                                                 
3 Ibid., paras. 63 and 65. 
4 Case C-61/19, Orange Romania, para. 41. 
5 Case C-61/19, Orange Romania (AG Opinion), para. 60. 
6 Case C-61/19, Orange Romania, para. 51. 
7 Case C-623/17, Privacy International; Joined Cases C-511, 512 and 520/18, La Quadrature du Net. 
8 Joined Cases C-293/12 and C-594/12, Digital Rights Ireland, Joined Cases C-203/15 and C-698/15, Tele2, Case 

C-207/16 Ministerio Fiscal. 
9 Joined Cases C-511, 512 and 520/18, La Quadrature du Net. 
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future legal framework on ePrivacy. Further details on these cases are provided by Moore in 

the update on Article 23 in this update. 

 

The CJEU was asked, first of all, to clarify the applicability of the EPD to national legislation 

whose purpose is to safeguard national security. Several Member States that submitted written 

observations to the Court contended, inter alia, that the directive did not apply to the national 

legislation at issue, as the purpose of that legislation is to safeguard national security, which is 

the sole responsibility of the Member States, as attested to by, in particular, the third sentence 

of Article 4(2) Treaty on European Union (‘TEU’). In this regard, the Court, referring to its 

previous case-law, in particular, Tele2 and Ministerio Fiscal,10 confirmed that the EPD governs 

the activities of providers of electronic communications services. Therefore, national 

legislation requiring such providers to retain traffic and location data or to forward that data to 

the national security and intelligence authorities for the purpose of national security falls within 

the scope of that directive.11 Consequently, such legislation must comply with the requirements 

of Article 15(1) EPD, interpreted in the light of the Charter. The Court underlined, however, 

that national security measures that are implemented directly by Member States are outside the 

scope of the EPD.12 Regarding the interpretation of Article 4(2) TEU, according to which 

‘national security remains the sole responsibility of each Member State’, the Court clarified 

that that responsibility ‘corresponds to the primary interest in protecting the essential functions 

of the State and the fundamental interests of society and encompasses the prevention and 

punishment of activities capable of seriously destabilising the fundamental constitutional, 

political, economic or social structures of a country and, in particular, of directly threatening 

society, the population or the State itself, such as terrorist activities’.13 

 

On the assessment of the compliance of the national legislation on access to data in Privacy 

International with Articles 5(1) and 15(1) of the EPD, the Court confirmed that ‘the option to 

derogate from the rights and obligations laid down in Articles 5, 6 and 9 of Directive 2002/58 

cannot permit the exception to the obligation of principle to ensure the confidentiality of 

electronic communications and data relating thereto and, in particular, to the prohibition on 

storage of that data, explicitly laid down in Article 5 of that directive, to become the rule’.14 In 

this regard, the Court underlined that under the legislation at issue, ‘the transmission of traffic 

data and location data is carried out in a general and indiscriminate way, it is comprehensive 

in that it affects all persons using electronic communications services’.15 The Court recognised 

the importance of the objective of safeguarding national security, which ‘goes beyond that of 

the other objectives referred to in Article 15(1) EPD, inter alia, the objectives of combating 

crime in general, even serious crime, and of safeguarding public security’.16 However, on the 

assessment of the proportionality of the national legislation, it concluded that ‘Article 15(1) of 

Directive 2002/58, read in the light of Article 4(2) TEU and Articles 7, 8 and 11 and 

Article 52(1) of the Charter, precludes national legislation enabling a State authority to require 

providers of electronic communications services to carry out the general and indiscriminate 

transmission of traffic data and location data to the security and intelligence agencies for the 

purpose of safeguarding national security’.17 

                                                 
10Case C-207/16, Ministerio Fiscal. 
11 Case C-623/17, Privacy International, para. 49. 
12 Ibid., para. 48. 
13 Ibid., para. 74. 
14 Ibid., para. 59. 
15 Ibid., para. 80. 
16 Ibid., para. 75. 
17 Ibid., para. 82. 
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On data retention, the Court confirmed in La Quadrature du Net that the EPD precludes 

legislative measures requiring providers of electronic communications services to carry out, as 

a preventive measure, the general and indiscriminate retention of traffic and location data.18 

However, it also confirmed that the EPD allows recourse to the targeted retention of such data 

both for the purpose of national security and the fight against serious crime.19 As regards the 

setting of limits to a targeted retention measure in relation to a geographical area, the Court 

held that this was possible if the competent national authorities, based on objective and non-

discriminatory elements, consider that there exists a situation in an area in which there is a high 

risk of preparation for or commission of serious crimes.20 In relation only to retention for the 

purpose of safeguarding national security, the Court considered that this objective is capable 

of justifying measures entailing more serious interferences with fundamental rights than those 

which might be justified by the other objectives referred to in Article 15(1) of the EPD.21 This 

means that in situations where a Member State is facing a serious threat to national security 

that proves to be genuine and present or foreseeable, the EPD, read in the light of the Charter, 

does not preclude recourse to an order requiring providers of electronic communications 

services to retain, generally and indiscriminately, traffic data and location data. Such order 

must however be limited in time to what is strictly necessary and must be subject to effective 

review either by a court or by an independent administrative body whose decision is binding.22 

In the situations referred to above, the Court found that the implementation of automated 

analysis of the traffic and location data of all users of electronic communications systems, for 

a strictly limited period, may be considered to be justified in the light of the requirements 

stemming from Article 15(1) EPD, read in the light of Articles 7, 8, 11 and 52(1) of the 

Charter,23 provided that such automated analysis is based on pre-established models and criteria 

that are specific and reliable and non-discriminatory.24 

 

Concerning recourse to the application of certain algorithms to the databases of telecom service 

providers (at issue in the French legislation) in the context of real-time collection of metadata 

of specific persons for the purpose of preventing acts of terrorism, the Court held that the level 

of intrusion in such cases is (even) more intrusive than access to such data at a later stage.25 

Indeed, it emphasised that the interference constituted by the real-time collection of data that 

allows terminal equipment to be located appears particularly serious, since that data provides 

the competent national authorities with a means of accurately and permanently tracking the 

movements of users of mobile telephones. Nevertheless, it accepted that the EPD, read in the 

light of the Charter, does not preclude national legislation such as the French legislation 

provided that: the data is limited to persons in respect of whom there is a valid reason to suspect 

that they are involved in one way or another in terrorist activities, the decision authorising the 

real-time collection of traffic and location is based on objective criteria provided for in the 

national legislation, and that such decision is subject to a prior review carried out either by a 

court or by an independent administrative body whose decision is binding.26 Still on data 

retention, in contrast with its case-law in Tele2, the Court described circumstances in which 

                                                 
18 Joined Cases C-511, 512 and 520/18, La Quadrature du Net, para. 168. 
19 Ibid., para. 147. 
20 Ibid., para. 150. 
21 Case C-623/17, Privacy International, paras. 74 and 74. Joined Cases C-511, 512 and 520/18, La Quadrature 

du Net, para. 136. 
22 Joined Cases C-511, 512 and 520/18, La Quadrature du Net, para. 139. 
23 Ibid., paras. 177 and 178. 
24 Ibid., para. 180. 
25 Ibid., para. 187. 
26 Ibid., paras. 188 and 189. 
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generalised and indiscriminate retention of certain types of metadata, which are less sensitive 

than other data, could be possible. Such data are IP addresses assigned to the source of a 

communication (not the recipient), and data relating to the civil identity of the users of means 

of electronic communication (so- called ‘subscriber data’).  

 

On IP addresses, even if the Court acknowledged that their retention constitutes a serious 

interference with the fundamental rights of the internet user, it admitted that the purposes of 

fighting serious crime, the prevention of serious threats to public security and safeguarding 

national security are capable of justifying that interference.27 In this regard, the Court noted 

that where an offence is committed online, the IP address might be the only means of 

investigation enabling the person to whom that address was assigned at the time of the 

commission of the offence to be identified. That may occur, inter alia, in cases involving 

particularly serious child pornography offences, such as the acquisition, dissemination, 

transmission or making available online child pornography, within the meaning of Article 2(c) 

of Directive 2011/93/EU.28 The Court underlined, however, that the retention period must be 

limited to what is strictly necessary. Concerning data relating to the civil identity of users of 

electronic communications systems, referring to Ministerio Fiscal, the Court found that the 

retention of and access to that data solely for the purpose of identifying the user concerned, 

does not provide any information on the communications made and, consequently, on the users’ 

private lives.  Such legislative measures are therefore capable of being justified by the objective 

of preventing, investigating, detecting and prosecuting criminal offences in general,29 even 

without a limitation of the retention period. 

 

In view of the developing case law on consent, the EDPB has updated its opinion on consent - 

see examples 6a (cookie walls) and 16 (scrolling or swiping through a webpage).30 

 

The legislative process on the proposal for ePrivacy Regulation (EPR) 

 

[To be considered with Section C – 2. The proposal for the EPR] 

 

It should be recalled from the outset that the EPD is part of the regulatory framework for 

electronic communications. This framework is going to be renewed by Directive 2018/1972 

establishing the European Electronic Communications Code (‘EECC’)31 which will apply from 

21 December 2020. As the EPD (and the proposal for ePrivacy Regulation ‘EPR’), partially 

relies on definitions provided in the EECC, including that of ‘electronic communications 

services’, ‘interpersonal communications service’, ‘number based communications services’ 

and number-independent communications services’, the entry into application of the EECC has 

the effect that providers of internet-based services enabling inter-personal communications 

(Over-the-Top services ‘OTTs’) will fall in the scope of the EPD as from 21 December 2020. 

 
In the Council, the examination of the proposal for EPR has been carried out in the Working 

Party on Telecommunications and Information Society (‘WP TELE’) under the different 

Presidencies since the presentation of the proposal in January 2017.32 Several TTE Councils 

                                                 
27 Ibid., paras. 152 – 156. 
28 Directive 2011/93/EU. 
29 Joined Cases C-511, 512 and 520/18, La Quadrature du Net, paras. 157-158. 
30 WP29 2018 and EDPB 2020. 
31 EECC Directive. 
32 EPR Proposal. See also Council Progress Report EPR 2020. 
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took note of the progress made.33 The discussions in the WP TELE mainly focused on Articles 

6 (rules for processing electronic communications data) and 8 (rules for the protection of end-

users’ terminal equipment). On Article 6, a number of revisions have been intensely discussed 

without, however, reaching agreement between delegations.  

 

On 6 March 2020, the Croatian Presidency presented a compromise proposal34 in the form of a 

consolidated text which includes, inter alia, the modifications to articles 6 to 8 and the related 

recitals as introduced by the previous Finnish Presidency document.35 The revisions of Articles 

6 and 8 consist essentially in the addition of more permitted grounds for procession electronic 

communications data. Those would result in an increased alignment with Article 6 GDPR. 

Such grounds include: 

 

- the performance of a contract for the provision of an electronic communications 

service; 

- the protection of the vital interests of a natural person, in case of emergency; 

- the legitimate interest pursued by the electronic communications service or network 

provider, subject to certain safeguards; 

- the prevention of child sexual abuse. 

 

On Article 8, the use of processing and storage capabilities of terminal equipment and the 

collection of information from end-users’ terminal equipment, including about its software and 

hardware, would be permitted for certain purposes, such as audience measuring and the 

legitimate interests pursued by a service provider, also subject to certain conditions and 

safeguards. 

 

Regarding the issue of child sexual abuse, the discussion was first triggered by the inclusion in 

the scope of the EPR proposal of OTTs and the new definition of electronic communications 

services as included in the proposal for the EECC. As a matter of fact, certain OTTs providing 

number-independent interpersonal communications services are using, on a voluntary basis, 

specific technologies to detect, remove and report child sexual abuse online to law enforcement 

authorities. Since under the proposal for EPR the obligations to respect the confidentiality of 

communications and the conditions for procession electronic communications data would be 

extended to these providers, in the absence of a derogation allowing such activities to continue, 

the concerned companies would not be allowed to pursue those activities. It therefore appeared 

necessary to explore ways for enabling such practices to continue under the future EPR. 

However, with the passing of time, it became evident that the EPR would not be adopted before 

the entry of application of the EECC and the ensuing consequences for the scope of the EPD. 

Indeed, as noted above, the new definition of electronic communications services, on which 

the EPD relies, includes OTT providers using number-independent interpersonal 

communications services. This means that from 21 December 2020 onwards, these services are 

covered by the EPD.   

 

Taking into account the importance of the objective of fighting child sexual abuse online, on 

24 July 2020, the Commission adopted an EU strategy for a more effective fight against child 

sexual abuse36 in which it announced that it would propose the necessary legislation to tackle 

child sexual abuse online effectively, including by requiring relevant online service providers 

                                                 
33 Ibid. 
34 Council Report EPR 2020B.  
35 Council Report EPR 2020A. 
36 EC Communication 2020. 
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to detect known child sexual abuse material and oblige them to report that material to public 

authorities by the second quarter of 2021. At the same time, the Commission considered it 

necessary to take immediate action to address the issue. It, therefore, announced that it would 

propose a narrowly targeted legislative solution with the sole objective of allowing current 

voluntary activities to continue during the time necessary for the adoption of a new longer-term 

legal framework. This announcement materialised on 9 September 2020 with the presentation 

of a proposal for a Regulation on a temporary derogation from certain provisions of the EPD 

as regards the use of technologies by number-independent interpersonal communications 

service providers for the processing of personal and other data for the purpose of combatting 

child sexual abuse online.37  

 

As stated in recital 11 of the new proposal, the ‘sole objective of this Regulation is to enable 

the continuation of certain existing activities aimed at combating child sexual abuse online’. It 

adds that ‘the derogation provided for by this Regulation should be limited to well-established 

technology that is regularly used by number-independent interpersonal communications 

services for the purpose of detecting and reporting child sexual abuse online and removing 

child sexual abuse material before the entry into force of this Regulation’. According to Article 

4, the Regulation would apply from 21 December 2020 until 31 December 2025. On 28 October 

2020, the Committee of Permanent Representatives (‘Coreper’) approved the Council’s text on 

the draft Regulation for a temporary derogation from the EPD and gave the German presidency 

a mandate to negotiate with the European Parliament.  

 

The legislative work on the EPR proposal itself continued. According to a document of the 

German Presidency,38 of 6 July 2020, the starting point for further work was the compromise 

proposal presented by the Croatian Presidency on 6 March 2020 referred to above. On the issue 

of child sexual abuse online, the German Presidency noted that the previous discussions on the 

matter have shown that elementary questions regarding inter alia the scope and the appropriate 

legal instrument for the relevant provisions remain highly controversial. The Presidency 

therefore announced that it would like ‘to discuss this issue separately at a later date, also in 

the light of potential initiatives outside the EPR that are relevant to the matter’. On the prospect 

of reaching a General Approach, the German Presidency announced in the same document that 

it remained possible, ‘provided that agreement on the core provisions of the proposal, namely 

the rules for the processing of electronic communications data in Articles 6 to 6d and for the 

protection of end-users’ terminal equipment information in Article 8 is reached’. 

 

On 1 January 2021, Portugal took over the Council Presidency and released a revised draft of 

the EPR proposal on January 5, followed on 10 February by an agreement in the Council on a 

text and a mandate for negotiations by the Portuguese Presidency with the European 

Parliament. However this breakthrough was achieved at the price of lowering the level of 

protection of personal data in the Council text, notably in terms of excluding all processing for 

national security and law enforcement purposes ‘regardless of who is carrying out those 

activities whether it is a public authority or a private operator acting at the request of a public 

authority’.39  The EDPB has expressed a large number of concerns in a Statement, in particular 

on the proposal to derogate from the CJEU case law, contrary to Articles 7, 8, 11 and 52(1) of 

                                                 
37 Child Sexual Abuse Regulation Proposal. 
38 Council Report EPR 2020C. In the same document, the German Presidency expresses the opinion that reaching 

a General Approach is possible, and adds that ‘a key precondition is, however, an agreement on the core provisions 

of the proposal, namely the rules for the processing of electronic communications data in Articles 6 to 6d and for 

the protection of end-users’ terminal equipment information in Article 8’. 
39 Council Report EPR 2021, Art. 2(2)(a). 
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the Charter, for permitting oversight by non-DPAs, and for excluding all the references to the 

cooperation and consistency mechanism under Chapter VII of the GDPR. 40 
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Article 97. Commission reports 

 

Thomas Zerdick 

 

First Commission report on evaluation and review of the GDPR 

 

[To be considered with Section C] 

 

In June 2020, the Commission adopted its first report on evaluation and review of the GDPR.1 

In line with Article 97(4) GDPR, the report took into account contributions from the 

Parliament,2 the Council,3 the EDPB,4 the Multistakeholder expert group,5 and others.6 The 

Report focuses not only on the two issues highlighted in Article 97(2) (i.e., Chapter V on 

international transfers7 and the cooperation and consistency mechanisms of Chapter VII), but 

takes a broader approach to also address issues which have been raised by various stakeholders 

during the last two years since the GDPR’s entry into application, such as diverging national 

legislation; rights of individuals; opportunities and challenges for businesses; the application of 

the GDPR to new technologies; and aspects of international cooperation. 

 

The report finds that the GDPR has successfully met its objectives of strengthening the 

protection of the individual’s right to personal data protection and guaranteeing the free flow 

of personal data within the EU. Given the short period of practical experience since the GDPR 

has become applicable, the Commission – like most stakeholders and DPAs – is of the view 

that it would be premature to draw definite conclusions regarding the application of the GDPR. 

However, to achieve the ultimate objective of the GDPR, namely to change ‘the culture and 

behaviour of all actors involved for the benefit of the individuals’,8 the Commission stresses 

the need for a ‘European common culture of data protection’, and for a more efficient and 

harmonised handling of cross-border cases.9 As a consequence, the Commission identifies a 

number of actions for future improvement, such as limiting the use of specification clauses by 

Member States; developing efficient arrangements between DPAs regarding the functioning of 

the cooperation and consistency mechanisms, including on procedural aspects of intra-Union 

cross-border cases; and ensuring that national guidance by DPAs is fully in line with guidelines 

adopted by the EDPB. The Commission will monitor the implementation of the necessary 

actions to bring about these improvements in view of the next report on the evaluation and 

review of the GDPR in 2024. 

 

Based on these findings, the Commission decided not to avail itself of the possibility foreseen 

by Article 97(5) to propose new legislation to amend the GDPR. It did mention however 

possible targeted amendments to certain provisions of the GDPR in the future, regarding 

records of processing by small and medium-sized enterprises (‘SMEs’) that do not have the 

                                                 
1 The report consists of the EC Communication 2020 and the more detailed EC Staff Working Document 2020.  
2 LIBE Letter 2020. 
3 Council Position 2020. 
4 EDPB 2020. 
5 Multistakeholder Expert Group 2020. 
6 See Heberlein 2020, p. 488. 
7 The Commission decided to report separately on the evaluation of the existing adequacy decisions adopted on 

the basis of Art. 25(6) DPD. See EC Communication 2020, p. 11. 
8 Ibid., p. 5. 
9 Ibid., p. 13. 
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processing of personal data as their core business, and the possible harmonisation of the age of 

consent for children in relation to information society services.10 
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Article 98. Review of other Union legal acts on data protection 
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Case E-5/13, DB Schenker v EFTA Surveillance Authority, judgment of 7 July 2014. 

 

ECtHR 

 

Benedik v Slovenia, Appl. No. 62357/14, judgment of 24 April 2018. 

 

New data protection rules applicable to the EFTA Surveillance Authority 

 

[To be considered with Section C – 3. Provisions related to Article 98] 

 

The EUDPR, which was adopted also to comply with the requirement laid down in Article 98 

GDPR, only applies to EU institutions, bodies, offices, and agencies. It does not apply to the 

homologous EFTA institutions, as it was not incorporated into the EEA Agreement. However, 

it would be problematic if such institutions would not be bound by data protection rules 

equivalent to the rules that apply to EU institutions, in particular in light of the  EEA law 

principles of procedural homogeneity, good administration, and respect for fundamental 

rights.1 Thus, in December 2019, the EFTA Surveillance Authority (‘ESA’)⎯i.e., the authority 

equivalent to the European Commission for the EFTA pillar⎯updated its own data protection 

rules to ensure that these are closely aligned with the rules laid down in the EUDPR.2 ESA’s 

rules apply to the processing of personal data by ESA insofar as such processing is carried out 

in the exercise of activities, all or part of which fall within the scope of EEA law, including the 

processing of personal data of its staff.3 

 

                                                 
1 See, by analogy, EFTA Court, Case E-5/13, DB Schenker v EFTA Surveillance Authority, para. 62 (noting that, 

even though ‘[t]he EEA Joint Committee has not enacted rules on the right of public access to documents held by 

ESA … it is incumbent upon ESA to adopt rules on the processing of access to documents requests, by virtue of 

its power of internal organisation, which ensure that its internal operation is in conformity with the general 

principles of EEA law, in particular the principles of procedural homogeneity … , good administration, and respect 

for fundamental rights’). ESA itself has acknowledged that these principles warranted the adoption of its own data 

protection rules: see ESA Letter to ESA/Court Committee 2016. 
2 ESA Data Protection Rules 2019. 
3 Ibid., Art. 2(1). 
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The EDPS has been assigned the task of monitoring the data processing activities of ESA,4 and 

its monitoring activities are regulated by a Memorandum of Understanding between the two 

authorities.5 However, the EDPS has limited corrective powers towards ESA.6 In particular, it 

is not empowered to issue administrative fines against ESA for violations of its data protection 

rules.7 This is different from the EUDPR, which empowers the EDPS to issue administrative 

fines against EU institutions.8 In essence, if the EDPS identifies a non-compliance from the 

part of ESA, its powers are basically limited to issuing a warning, reprimand, or making a 

proposal for remedying such non-compliance,9 and ESA is only obliged to ‘take the utmost 

account’ of the EDPS’ opinion.10 At most, the EDPS can give six months’ notice of termination 

of the agreement with ESA under the Memorandum of Understanding,11 which might entail, at 

least in principle, that data transfers from EU bodies to ESA should cease, in the absence of 

independent supervision. Data subjects are, however, entitled to bring legal proceedings against 

ESA before the EFTA Court.12 Whether this is enough to ensure that ESA’s processing 

activities are subject to effective supervision⎯an element that tends to be seen as an essential 

component of the protection of individuals with regard to the processing of personal data13⎯is 

not entirely clear. Making this assessment is complicated by the fact that Article 8(3) of the EU 

Charter of Fundamental Rights⎯which requires that compliance with data protection rules be 

subject to control by an independent authority⎯does not apply to ESA and the EEA EFTA 

States.  

 

However, it should be noted that the EFTA Court has repeatedly found that, even though the 

EU Charter does not apply as regards the EFTA States, ‘fundamental rights form part of the 

general principles of EEA law[, and] the provisions of the European Convention on Human 

Rights (“ECHR”) and the judgments of the European Court of Human Rights are important 

sources for determining the scope of these fundamental rights’.14 The European Court of 

Human Rights (‘ECtHR’) puts particular emphasis on ‘independent supervision’ when 

assessing whether Article 8 ECHR has been infringed.15 Thus, it may not be excluded that the 

EFTA Court could take issue with the EDPS’ limited corrective powers towards ESA, 16 also 

in light of the principles of procedural homogeneity and good administration. In this regard, it 

should be noted that, according to the CJEU, having ‘effective powers of intervention, such as 

that of imposing a temporary or definitive ban on processing of data, and the power to engage 

in legal proceedings’⎯which are powers that the EDPS does not have towards 

ESA17⎯constitutes a ‘necessary means to perform [the] duties’ of independent supervisory 

                                                 
4 Ibid., Art. 2(3). 
5 ESA-EDPS MoU. 
6 Ibid., para. 4.2. 
7 Ibid. 
8 See Art. 66 EUDPR. 
9 ESA-EDPS MoU 2019, para. 4.2. 
10 ESA Data Protection Rules 2019, Art. 51(2); ESA-EDPS MoU 2019, para. 7. 
11 ESA-EDPS MoU 2019, para. 10.3. 
12 ESA Data Protection Rules 2019, Art. 52. 
13 See e.g. Case C-362/14, Schrems, para. 41. 
14 EFTA Court, Joined Cases E-11/19 and E-12/19, Adpublisher AG, para. 50. In this regard, it should be noted 

that, even before the entry into application of the EU Charter, the CJEU itself (then ECJ) emphasised the need for 

‘complete independence’ of data processing activities. See Case C-518/07, Commission v Germany. 
15 ECtHR, Benedik v Slovenia, para. 130. 
16 The EFTA Court has jurisdiction to hear all disputes relating to the provisions of ESA’s data protection rules. 

See ESA Data Protection Rules 2019, Art. 51. 
17 The EDPS may only ‘propose a temporary or definitive limitation on processing’ (emphasis added). See ESA-

EDPS MoU 2019, para. 4.2(h). 
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authorities.18 While the EDPS did not raise this specific issue in its opinion on ESA’s draft data 

protection rules,19 in the past, it had voiced its expectation to be granted ‘full powers’ of 

supervision towards ESA, similar to the ones it has towards EU institutions.20 It also raised 

some doubts about the adequacy of the data protection regime and supervision applicable to 

EFTA institutions in general, as outlined further below.21 

 

It should be noted that, for the time being, ESA would seem to be the only EFTA institution to 

have adopted data protection rules that mirror those applicable to EU institutions. The other 

EFTA institutions and bodies (e.g., the EFTA Court, the EFTA Secretariat, the Standing 

Committee of the EFTA States, the ESA/Court Committee, and the EFTA Board of Auditors, 

etc.) do not seem to abide by similar rules.22 This is particularly noteworthy for two main 

reasons. First, it is unclear what level of protection data subjects enjoy when their data are 

processed by such other EFTA institutions. Arguably, in the absence of equivalent data 

protection rules for all EFTA institutions, data subjects would enjoy a harmonised level of 

protection across the entire EEA, except for when their personal data are processed by EFTA 

institutions. The EDPS raised this issue during the EUDPR legislative process and noted that 

‘the EFTA institutions are not subject to any specific data protection rules and supervision, 

even though they are exchanging data with the EU institutions’.23 The EDPS suggested that 

this issue could have been addressed and resolved in the EUDPR,24 but the legislator did not 

take up this suggestion. 

 

Secondly, the fact that EFTA institutions other than ESA do not seem to be subject to 

equivalent data protection rules is relevant for assessing the legality of data transfers among 

EFTA institutions. This is because Article 9 of ESA’s data protection rules allows ESA to 

transmit personal data ‘to the EFTA Court, the EFTA Secretariat or another EFTA institution 

or body, provided they abide by similar data protection rules’ (emphasis added).25 This 

suggests that, in principle, transfers of personal data between ESA and other EFTA institutions 

or bodies are barred unless the latter adopt, or are otherwise subject to, data protection rules 

equivalent to ESA’s rules. However, it should be noted that ESA’s data protection rules provide 

that ‘[a]s regards transmission of personal data to the EFTA Secretariat and the EFTA Court, 

Article 7 of Decision No 235/16/COL [i.e., ESA’s former data protection rules] 26 remains in 

force and shall take precedence over the present Rules until such time as it is repealed by a 

decision of the Authority’.27 The implications of this provision are unclear. On the one hand, 

Article 7 of ESA’s former data protection rules and Article 9 of ESA’s new data protection 

rules do not different considerably in terms of substantive requirements, and they both refer to 

‘EFTA institutions that abide by similar data protection rules’, although Article 7 includes such 

a reference only in its title (hence, it might be read as partially less restrictive than Article 9). 

On the other hand, the rules of Article 7 remain in force only ‘[a]s regards transmission of 

personal data to the EFTA Secretariat and the EFTA Court’ (emphasis added). Thus, Article 9 

of the new rules is fully applicable to the transmission of personal data to other EFTA 

                                                 
18 Case C-362/14, Schrems, para. 43. 
19 EDPS 2019. 
20 EDPS Letter to ESA 2015. 
21 EDPS 2017, para. 16. 
22 For instance, contrary to the CJEU, the EFTA Court has not adopted an internal supervision mechanism 

regarding the processing of personal data by the Court. See CJEU Data Protection Rules 2019. 
23 EDPS 2017, para. 16. 
24 Ibid. 
25 ESA Data Protection Rules 2019, Art. 9. 
26 ESA Data Protection Rules 2016. 
27 Ibid., Art. 55(2). 
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institutions or bodies (e.g., the Standing Committee of the EFTA States, the ESA/Court 

Committee, the EFTA Board of Auditors, etc.). 

 

The adoption of ESA’s rules on data protection and the arrangement with the EDPS were 

originally regarded as a temporary solution to fill a legal vacuum.28 There are doubts as to how 

they may be treated by the EFTA Court, and broader doubts about whether the EFTA Court 

itself and the other EFTA institutions qualify under ESA’s rules as ‘institutions that abide by 

similar data protection rules’. Thus, it would seem to be time for a fresh look at the EDPS’ 

proposal of 2017 to address these issues in a specific legal instrument, or through the 

incorporation of the EUDPR in the EEA Agreement. However, to solve these issues 

completely, some amendments to the EEA Agreement or its protocols might be necessary.  
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Appendix 1:  

 

Data Protection Case Law Chart 

 
Compiled by Luca Tosoni 

 
Note: This appendix includes a list of judgments that interpret the GDPR and some related 

provisions in other EU legal acts on data protection (e.g., LED, EUDPR, EPD, PNR Directive) 

and fundamental rights legal instruments (i.e., EU Charter of Fundamental Rights, and 

European Convention on Human Rights). The appendix covers judgments issued by European 

courts—i.e., Court of Justice of the European Union (‘CJEU’), General Court (‘GC’), EFTA 

Court, and European Court of Human Rights (‘ECtHR’)—and some selected judgments of 

particular importance from national courts. The vast majority of judgments listed in the 

appendix were issued between August 2019 and January 2021, but a few notable judgments 

issued outside this period have also been covered. In addition, the appendix provides a list of 

data protection cases that were pending before European courts as of February 2021. For each 

judgment, the chart indicates the main subject matter and relevant Articles of the GDPR. 

 

The appendix is structured as follows: Section A lists all judgments on data protection that 

European courts have issued between August 2019 and January 2021, as well as a few notable 

judgments issued outside this period. Section B covers all data protection cases pending before 

the CJEU and GC, as well as a selection of cases pending before the ECtHR, as of February 

2021. Section C includes a selection of judgments on the GDPR from national courts across 

the entire EU/EEA (and the UK), divided per country in alphabetical order.  

 

A. Data Protection Judgments Handed Down by European Courts  

 

CJEU 

Case Subject Matter Relevant GDPR Articles 
Case C-136/17, GC and Others 

(Déréférencement de données 

sensibles) (judgment published 

on 24 September 2019) 

• Right to de-referencing Arts. 4(11), 5, 9, 10, 17, 21, 85, 

94(1), 99(2) 

Case C-507/17, Google CNIL 

(Portée territoriale du 
déréférencement) (judgment 

published on 24 September 

2019) 

• Right to de-referencing Arts. 3, 17, 18, 21, 85 

Case C-673/17, Planet49 

(judgment published on 1 

October 2019) 

• Consent (cookies) Arts. 4(1)(2)(11), 6, 7(4), 94 

Case C-70/18, A and Others 

(judgment of 3 October 2019) 
• Collection, registration and 

retention of biometric data 

Arts. 4(14), 9 

C-687/18, Associated Newspaper 

(withdrawn) (order published on 

4 November 2019) 

• Journalistic activities Arts. 79, 82, 85 

Case C-708/18, Asociaţia de 
Proprietari bloc M5A-ScaraA 

• Legitimate interests 

• Data minimisation principle 

Arts. 2(1), 5(1)(c), 6(1)(f) 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=218106&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=218105&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=218462&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=218617&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=92083
http://curia.europa.eu/juris/document/document.jsf?text=&docid=220966&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5377531
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(judgment published on 11 

December 2019) 
• Video surveillance 

Case C-311/18, Schrems II 

(judgment published on 16 July 

2020; AG opinion delivered on 

19 December 2019) 

• International data transfers 

• Powers of supervisory 

authorities 

• Material scope (national 

security) 

Arts. 2, 4(2)(7)(8)(9), 23, 45-50, 

51, 57, 58, 64, 65, 77, 78, 94, 99 

Case C-390/18, Airbnb Ireland 

(judgment published on 19 

December 2019) 

• Definition of information 

society service 

Art. 4(25) 

Case C‑634/19 P CJ v Court of 

Justice of the European Union 

(order published on 16 June 

2020) 

• Right to object 

• Failure to act 

• EUDPR 

Art. 21 

Case C-272/19, Land Hessen 

(judgment published on 9 July 

2020) 

• Definition of controller 

• Material scope 

(Parliamentary activities) 

• Right of access 

Arts. 2, 4(7), 15, 23 

Case C-623/17, Privacy 
International (judgment 

published on 6 October 2020) 

• Material scope (national 

security) 

• Restrictions (national 

security) 

Arts. 2, 4(2), 23(1), 94(2) 

Joined Cases 

C-511/18, La Quadrature du Net 

and Others, C-512/18, French 
Data 

Network and Others, and C-

520/18, Ordre des barreaux 
francophones et 

germanophone and Others 

(judgment published on 6 

October 2020; AG opinion 

delivered on 15 January 2020) 

• Material scope  

• Restrictions  

• National security 

• Electronic communications 

services 

• Retention of traffic and 

location data 

 

 

Arts. 2, 4(1) and (2), 5, 6, 23(1), 

79(1), 94, 95 

Joined Cases C‑245/19 and 

C‑246/19, État luxembourgeois 

(Droit de recours contre une 
demande d’information en 

matière fiscale) (judgment 

published on 6 October 2020) 

• Judicial remedy Art. 79 

Case C-61/19, Orange Romania 

(judgment published on 11 

November 2020; AG opinion 

delivered on 4 March 2020) 

• Consent Arts. 4(11), 6(1)(a), 7, 13, 94, 99 

Case C-62/19, Star Taxi App 

(judgment published on 3 

December 2020; AG opinion 

delivered on 10 September 2020) 

• Definition of information 

society service 

Art. 4(25) 

Case C-620/19, J & S Service 

(judgment published on 10 

December 2020; AG opinion 

delivered on 3 September 2020) 

• Restrictions (important 

objectives of general public 

interest; enforcement of civil 

law claims) 

Art. 23 

Case C-658/19, Commission v 

Spain (judgment published on 25 

February 2021) 

• Failure to implement Law 

Enforcement Directive 

N/A 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=221465&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=221826&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5058692
http://curia.europa.eu/juris/document/document.jsf?text=&docid=221791&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=4781496
http://curia.europa.eu/juris/document/document.jsf?text=&docid=227703&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=228367&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=232083&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=5960381
http://curia.europa.eu/juris/document/document.jsf?text=&docid=232084&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=86035
http://curia.europa.eu/juris/document/document.jsf?text=&docid=222263&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5063329
http://curia.europa.eu/juris/document/document.jsf?text=&docid=232087&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=4783344
http://curia.europa.eu/juris/document/document.jsf?text=&docid=233544&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=14663798
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224083&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=234921&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=5377531
http://curia.europa.eu/juris/document/document.jsf?text=&docid=230875&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=235346&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=4779821
http://curia.europa.eu/juris/document/document.jsf?text=2016%252F679&docid=230618&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4778284#ctx1
http://curia.europa.eu/juris/document/document.jsf;jsessionid=0713E1F1BD662713386389BCD497C471?text=&docid=238164&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=1463881
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Case C-746/18, H.K. v 

Prokuratuur (judgment 

published on 2 March 2021; AG 

opinion delivered on 21 January 

2020) 

• Data retention 

• Confidentiality of 

communications 

• Law enforcement access to 

telecom data 

• E-Privacy Directive 

Arts. 2, 10, 23 

 
 

GC 

 

Case Subject Matter Relevant GDPR Articles 

Case T-727/19, Basaglia v 

Commission (judgment 

published on 23 September 

2020) 

• Access to documents 

• EUDPR 

Art. 86 

Case T-451/20, Facebook 

Ireland v Commission (order 

published on 29 October 2020) 

• Interim measures 

• Processing of sensitive data 

in the context of competition 

investigations 

• EUDPR 

Arts. 6(1)(e), 9 

Case T-452/20, Facebook 
Ireland v Commission (order 

published on 29 October 2020) 

• Interim measures 

• Processing of sensitive data 

in the context of competition 

investigations 

• EUDPR 

Arts. 6(1)(e), 9 

Case T-738/16, La Quadrature 

du Net (mooted after Schrems II) 

(order published on 14 

December 2020) 

• International data transfers 

 

Arts. 44-50 

 

 

ECtHR 

Case Subject Matter Relevant GDPR Articles 
Benedik v. Slovenia, Appl. No. 

62357/14 (judgment of 24 April 

2018, but not mentioned in the 

first edition of the Commentary) 

• Interception of 

communications 

• Concept of personal data 

Art. 4(1) 

Mifsud v. Malta, Appl. No. 

62257/15 (judgment of 29 

January 2019, but not mentioned 

in the first edition of the 

Commentary) 

• DNA testing Arts. 4(13), 9 

López Ribalda and Others v. 

Spain, Appl. Nos. 1874/13 and 

8567/13 (judgment of 17 

October 2019) 

• Employee monitoring Arts. 5, 6, 13, 14, 23, 79, 82 

Breyer v. Germany, Appl. No. 

50001/12 (judgment of 30 

January 2020)  

• Data retention Arts. 1, 2, 5, 23, 95 

Gaughran v. the United 

Kingdom, Appl. No. 45245/15 

(judgment of 13 February 2020) 

• Retention of DNA, 
fingerprints and photograph 

Arts. 4(13) and (14), 5, 9 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=238381&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=7382525
http://curia.europa.eu/juris/document/document.jsf?text=&docid=222421&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=1460526
http://curia.europa.eu/juris/document/document.jsf?text=&docid=231522&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=4779821
http://curia.europa.eu/juris/document/document.jsf?text=2018%252F1725&docid=233082&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4779821#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=2018%252F1725&docid=233082&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=4779821#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=235805&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=5377531
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-182455%22]}
https://hudoc.echr.coe.int/spa#{%22itemid%22:[%22001-189641%22]}
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-197098%22]}
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-200442%22]}
https://hudoc.echr.coe.int/spa#{%22itemid%22:[%22001-200817%22]}
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of a man convicted of drink 

driving 

Dragan Petrović v. Serbia, Appl. 

No. 75229/10 (judgment of 14 

April 2020) 

• Search and taking of DNA 

samples 

Arts. 4(13) and (14), 5, 9 

Ringler v. Austria, Appl No. 

2309/10 (inadmissible) 

(judgment of 12 May 2020) 

• Law enforcement access to 

telecom data 

N/A 

P.N. v. Germany, Appl. No. 

74440/17 (judgment of 11 June 

2020) 

• Collection and storage of 

photographs, fingerprints 

and palm prints for law 

enforcement purposes 

• Law Enforcement Directive 

Arts. 4(14), 5, 9, 32 

Tretter and Others v. Austria, 

Appl. No. 3599/10 

(inadmissible) (judgment of 29 

September 2020) 

• Mass surveillance N/A 

D.S. v. United Kingdom, Appl. 

No. 70988/12 (judgment of 30 

March 2021) 

• Disclosure of criminal 

record information 

N/A 

M.C. v. United Kingdom, Appl. 

No. 51220/13 (judgment of 30 

March 2021) 

• Disclosure of criminal 

record information 

N/A 

 

 

EFTA Court 

Case Subject Matter Relevant GDPR Articles 
Joined Cases E-11/19 and E-

12/19, Adpublisher AG 

(judgment published on 10 

December 2020) 

• Disclosure of the identity of 

complainant(s)  

• Legal costs of appeal 

proceedings 

Predominantly: Arts. 57, 77 and 

78 

To a more marginal extent: Arts. 

4(1), 4(2), 4(7), 5, 6(1)(e), 18, 

21, 55, 56 and 58 

Case E-10/19, Bergbahn 

(judgment published on 22 

December 2020) 

• Principle of data 

minimisation 

Art. 5(1)(c) 

 

  

https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-202345%22]}
https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22notice%22],%22itemid%22:[%22001-203068%22]}
https://hudoc.echr.coe.int/eng#{%22tabview%22:[%22notice%22],%22itemid%22:[%22001-202758%22]}
https://hudoc.echr.coe.int/eng#{%22appno%22:[%223599/10%22],%22itemid%22:[%22001-205734%22]}
https://hudoc.echr.coe.int/eng#{%22fulltext%22:[%22%22CASE%20OF%20D.S.%20v.%20THE%20UNITED%20KINGDOM%22%22],%22documentcollectionid2%22:[%22GRANDCHAMBER%22,%22CHAMBER%22],%22itemid%22:[%22001-208911%22]}
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-208876%22]}
https://eftacourt.int/download/11-19-12-19-judgment/?wpdmdl=6966
https://eftacourt.int/download/10-19-judgment/?wpdmdl=7008
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B. Data Protection Cases Pending Before European Courts                     

 

CJEU (pending cases) 

Case Subject Matter Relevant GDPR Articles 
Case C-439/19, B v Latvijas 

Republikas Saeima (AG opinion 

delivered on 17 December 2020) 

• Data relating to criminal 

convictions and offences 

• Data protection principles 

• Material scope 

Arts. 2(2)(a), 4(1), 5, 10, 86 

Case C-505/19, WS v 

Bundesrepublik Deutschland 

(AG opinion delivered on 19 

November 2020) 

• International data transfers 

• Adequacy 

• Interpol 

• Law Enforcement Directive 

Arts. 4(26), 44-50 

Case C-597/19, M.I.C.M. (AG 

opinion delivered on 17 

December 2020) 

• Legitimate interests 

• Recording of the IP 

addresses 

Art. 6(1)(f) 

Case C-645/19, Facebook 
Ireland and Others (AG opinion 

delivered on 13 January 2021) 

• Competence of supervisory 

authorities 

• Powers of supervisory 

authorities 

• One-stop-shop 

Arts. 55(1), 56, 58, 60, 61, 66 

Case C-793/19, SpaceNet • Data retention 

• E-Privacy Directive 

N/A 

Case C-794/19, Telekom 

Deutschland 
• Data retention 

• E-Privacy Directive 

N/A 

Case C-817/19, Ligue des droits 
humains v Conseil des ministres 

• Restrictions 

• PNR Directive 

Art. 23 

Case C-102/20, StWL Städtische 

Werke Lauf a.d. Pegnitz 
• Electronic marketing 

• E-Privacy Directive 

Art. 95 

Case C-140/20, Commissioner of 

the Garda Síochána and Others 
• Data retention 

• E-Privacy Directive 

Arts. 23, 95 

Case C-148/20, Deutsche 
Lufthansa 

• PNR Directive 

• Compatibility with EU 

Charter 

N/A 

Case C-149/20, Deutsche 

Lufthansa 
• PNR Directive 

• Compatibility with EU 

Charter 

N/A 

Case C-175/20, Valsts ieņēmumu 

dienests 
• Data protection principles Art. 5 

Case C-184/20, Vyriausioji 
tarnybinės etikos komisija 

• Tasks carried out in the 

public interest 

• Sensitive data 

Arts. 6, 9 

Case C-215/20, Bundesrepublik 
Deutschland 

• Sensitive data 

• PNR Directive 

Art. 9 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=235725&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5377531
http://curia.europa.eu/juris/documents.jsf?num=C-505/19
http://curia.europa.eu/juris/document/document.jsf?text=&docid=235730&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5377531
http://curia.europa.eu/juris/document/document.jsf?text=&docid=236410&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5377531
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• Compatibility with the EU 

Charter 

Case C-222/20, Bundesrepublik 

Deutschland 
• PNR Directive 

• Compatibility with the EU 

Charter 

N/A 

Case C-245/20, Autoriteit 

Persoonsgegevens 
• Processing by judicial 

authorities 

Art. 55(3) 

Case C-319/20, Facebook 
Ireland 

• Private organisations’ power 

of starting court proceedings 

for violations of the GDPR 

independently of whether 

such violations concern a 

specific data subject and 

without being mandated to 

do so by a data subject 

Arts. 80, 84 

Case C-339/20, VD • Data retention 

• E-Privacy Directive 

Arts. 23, 95 

Case C-397/20, SR • Data retention 

• E-Privacy Directive 

Arts. 23, 95 

Case C-460/20, Google  • Right to be forgotten Art. 17(3)(a) 

C-486/20, Varuh človekovih 
pravic Republike Slovenije 

• PNR Directive N/A 

Case C-534/20, Leistritz • Data protection officer  Arts. 37, 38 

Case C-601/20, Sovim • Data protection principles 

• Data protection by default 

• International data transfers 

Arts. 5, 25(2), 44-50 

Case C-701/20, Avis 

Autovermietung 
• Private organisations’ power 

of starting court proceedings 

for GDPR violations 

independently of whether 

such violations concern a 

specific data subject and 

without being mandated to 

do so by a data subject 

Arts. 80(1) and (2), 84(1) 

Case C-34/21, Hauptpersonalrat 

der Lehrerinnen und Lehrer 
• Lawfulness 

• Processing in the context of 

employment  

• Live streaming of lectures 

(consent requirements) 

Arts. 5, 6(1)(b) and (f), 88 

Case C-77/21, Digi • Lawfulness 

• Principle of purpose 

limitation 

• Principle of storage 

limitation 

• Further processing 

• Security measures 

Arts. 5(1)(b) and (e), 6(1)(b), 32, 

89(1) 

Case C-129/21, Proximus  • Right to erasure Arts. 5(2), 17, 24 
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• Principle of accountability 

• E-Privacy Directive 

 

 

GC (pending cases) 
 

Case Subject Matter Relevant GDPR Articles 

Case T-265/20, JR v 

Commission 
• Transparency 

• Right of access 

• Access to documents 

• EUDPR 

Arts. 12(1) and (2), 15(3), 86 

Case T-377/20, KN v EESC • Confidentiality 

• EUDPR 

N/A 

Case T-384/20, Aÿfanti v 

Commission 
• Principle of lawfulness 

• Principle of purpose 

limitation 

• Information obligation 

• Further processing 

• EUDPR 

Arts. 5(1)(a) and (b), 6, 13(3) 

Case T-409/20, KS v Frontex • EUDPR N/A 

Case T-507/20, Colombani v 

EEAS 
• Notion of personal data 

• EUDPR 

Art. 4(1) 

Case T-557/20, SRB v EDPS • Notion of personal data 

• Information duties 

• Principle of good 

administration 

• EUDPR 

Arts. 4(1), 13 

Case T-573/20, MG v EIB • Data protection principles 

• EUDPR 

Art. 5 

 

 

Selected ECtHR (pending cases) 

Case Subject Matter Relevant GDPR Articles 
Centrum för Rättvisa v. Sweden, 

Appl. No. 35252/08 (referral to 

Grand Chamber) 

• Mass surveillance Arts. 1, 2, 23 

Casarini v. Italy, Appl. No. 

25578/11 
• Access to and publication of 

tax-related information 

• Data retention of tax-related 

information 

• Security measures for tax-

related information 

• Journalistic activities 

Arts. 5, 6, 32, 85 

A.S. v. Russia, Appl. No. 

45015/11 
• Processing of personal data 

relating to criminal offences 

Art. 10 
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Big Brother Watch et al v. 

United Kingdom, Appl. Nos. 

58170/13, 62322/14 and 

24960/15 (referral to Grand 

Chamber) 

• Mass surveillance Arts. 1, 2, 23 

Association confraternelle de la 

presse judiciaire v. France and 
11 other applications, Appl. 

Nos. 49526/15, 49615/15, 

49616/15, 49617/15, 49618/15, 

49619/15, 49620/15, 49621/15, 

55058/15, 55061/15, 59602/15 

and 59621/15 

• Mass surveillance Arts. 1, 2, 23 

Țurțulea v. Romania, Appl. No. 

35582/15 
• Processing of personal data 

of a minor without parental 

consent 

Art. 8 

Biancardi v. Italy, Appl. No. 

77419/16 
• Right to be forgotten 

• Freedom of expression 

Arts. 17, 85 

Follorou v. France and Johannes 
v. France, Appl. Nos. 30635/17 

and 30636/17 

• Mass surveillance Arts. 1, 2, 23 

Telegram Messenger LLP and 
Telegram Messenger INC. 

v. Russia, Appl. No. 13232/18 

• Blocking of messaging 

application for operator’s 

refusal to provide decryption 

information to law 

enforcement authorities 

N/A 

Tena Arregui v. Spain, Appl. No. 

42541/18 
• Interception of 

communications by a private 

entity 

Arts. 1, 2, 23 

T.R. v. Russia, Appl. No. 

27982/19 
• Processing of personal data 

relating to criminal offences 

Art. 10 

Jehovah’s Witnesses v. Finland, 

Appl. No. 31172/19 
• Processing of personal data 

by a religious organisation 

Arts. 2, 9, 91  

Michaluk et al. v. Poland, Appl. 

Nos. 19609/18, 36601/18, 

53554/18, 5790/19, 52477/19, 

689/20 

• Inclusion of personal data in 

Sex Offenders Register 

Arts. 9, 10 
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C. National Data Protection Case Law 

 

Selected National Data Protection Court Judgments 

 

Case Subject Matter Relevant GDPR Articles 

Austria 
Supreme Court (OGH), 

judgment of 23 May 2019 (6 Ob 

91/19d) 

• Remedies Arts. 77, 79 

Supreme Court (OGH), 

judgment of 23 September 2019 

(9 Ob 38/19g) 

• Consent for secondary 

purposes 

Arts. 4(11), 6(1)(a), 7(4) 

Federal Administrative Court 

(BVwG), judgment of 20 

November 2019 (W256 

2214855-1/6E) 

• Video surveillance Arts. 6(1)(f), 77 

Federal Administrative Court 

(BVwG), judgment of 25 

November 2019 (W211 

2210458-1 / 10E) 

• Video surveillance Arts. 2(1), 4(7), 5, 6(1)(f), 12, 

13, 83 

Supreme Court (OGH), 

judgment of 26 November 2019 

(4Ob84/19k) 

• Representation 

• Standing 

Arts. 6(1)(f), 14, 80(2) 

Supreme Court (OGH), 

judgment of 27 November 2019 

(6Ob150 / 19f) 

• Video surveillance Arts. 2, 4(1) and (2), 6 

Higher Regional Court of 

Innsbruck (OLG Innsbruck), 

judgment of 13 February 2020 

(1 R 182/19b) 

• Compensation (minimum 

harm required) 

Art. 82 

Federal Administrative Court 

(BVwG), judgment of 27 May 

2020 (W214 2224203-1/510E) 

• Lawfulness 

• Processing of social security 

information 

Art. 6 

Federal Administrative Court 

(BVwG), judgment of 27 May 

2020 (W214 2228346-1/16E) 

• Right of access Arts. 4(1)(2), 11(2), 12(6), 15, 

57, 58 

Federal Administrative Court 

(BVwG), judgment of 28 May 

2020 (W274 2224656-1/5E) 

• Manifestly unfounded or 

excessive complaints 

(burden of proof) 

Art. 57(4) 

Federal Administrative Court 

(BVwG), judgment of 17 June 

2020 (W253 2221146-1/15E) 

• Disclosure of the purposes 

of processing, legal basis, 

source of the data, 

automated decision-making, 

recipients 

• Transparency 

• Right of access 

Arts. 4(4), 5(1)(c), 6, 12, 15, 22 

Federal Administrative Court 

(BVwG), judgment of 26 June 

2020 (W214 2224383-1/12E; 

W214 2224383-2/5E; W214 

2224383-3/5E; W214 2224383-

• Manifestly unfounded or 

excessive complaints 

Art. 57(4) 

https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Justiz&Gericht=&Rechtssatznummer=&Rechtssatz=&Fundstelle=&SucheNachRechtssatz=False&SucheNachText=True&GZ=6Ob91%2f19d&VonDatum=&BisDatum=18.06.2019&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&Dokumentnummer=JJT_20190523_OGH0002_0060OB00091_19D0000_000
https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Justiz&Gericht=&Rechtssatznummer=&Rechtssatz=&Fundstelle=&AenderungenSeit=Undefined&SucheNachRechtssatz=False&SucheNachText=True&GZ=9Ob38%2F19g&VonDatum=&BisDatum=31.10.2019&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Position=1&SkipToDocumentPage=true&ResultFunctionToken=0425b979-0d1a-44db-95a2-0e1b3410c64c&Dokumentnummer=JJT_20190923_OGH0002_0090OB00038_19G0000_000
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=95bc8446-3b07-4373-b8e9-5b0b4d5b2ae2&Position=1&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=BVWGT_20191120_W256_2214855_1_00
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=9df3f46e-e00a-4f81-b3b8-fb7a4d6fe89a&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=01.01.2014&BisDatum=27.01.2020&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Dokumentnummer=BVWGT_20191125_W211_2210458_1_00
https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Justiz&Dokumentnummer=JJT_20191126_OGH0002_0040OB00084_19K0000_000
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=f5c37737-3218-4c3d-b15c-d9cd07f6456e&Position=1&SkipToDocumentPage=True&Abfrage=Justiz&Gericht=&Rechtssatznummer=&Rechtssatz=&Fundstelle=&AenderungenSeit=Undefined&SucheNachRechtssatz=False&SucheNachText=True&GZ=&VonDatum=&BisDatum=09.04.2021&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=2016%2f679&Dokumentnummer=JJT_20191127_OGH0002_0060OB00150_19F0000_000
https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Justiz&Gericht=&Rechtssatznummer=&Rechtssatz=&Fundstelle=&AenderungenSeit=Undefined&SucheNachRechtssatz=True&SucheNachText=False&GZ=1+R+182%2f19b&VonDatum=&BisDatum=29.06.2020&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Position=1&SkipToDocumentPage=true&ResultFunctionToken=c174fd4c-d1f8-40f0-b5a1-5472e8f01fd0&Dokumentnummer=JJR_20200213_OLG0819_00100R00182_19B0000_001
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=77d99c67-427f-45a8-bc14-9dc81163c05c&Position=1&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=BVWGT_20200527_W214_2224203_1_00
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=7c012436-d60b-4aa3-8730-4590155449f5&Position=1&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=BVWGT_20200527_W214_2228346_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200528_W274_2224656_1_00/BVWGT_20200528_W274_2224656_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200617_W253_2221146_1_00/BVWGT_20200617_W253_2221146_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200625_W214_2224383_1_00/BVWGT_20200625_W214_2224383_1_00.html
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4/5E; W214 2224383-5/5E; 

W214 2224383-6/5E; W214 

2224383-7/5E) 

Federal Administrative Court 

(BVwG), judgment of 28 July 

2020 (W211 2223243-1/4E) 

• Right of access (deadline 

extension) 

Arts. 13, 15 

Federal Administrative Court 

(BVwG), judgment of 28 July 

2020 (W211 2225136-1/5E) 

• Right to object 

• Right to erasure 

Arts. 6(1)(f), 17, 21 

Federal Administrative Court 

(BVwG), judgment of 28 July 

2020 (W211 2225136-1/5E) 

• Right to object 

• Right to erasure 

Arts. 6(1)(f), 17, 21 

Federal Administrative Court 

(BVwG), judgment of 29 July 

2020 (W211 2221963-1/3E) 

• Right to object Arts. 6(1)(f), 21 

Federal Administrative Court 

(BVwG), judgment of 11 

September 2020 (W101 

2132183-1 / 36E) 

• Right of access Arts. 12, 15 

Federal Administrative Court 

(BVwG), judgment of 23 

September 2020 (W256 

2226269-1/13E) 

• Right of access Arts. 12, 15 

Federal Administrative Court 

(BVwG), judgment of 23 

September 2020 (W101 

2132039-1/15E) 

• Right of access Arts. 11, 12, 15 

Federal Administrative Court 

(BVwG), judgment of 25 

September 2020 (W214 

2230473-1 / 13E) 

• Video surveillance  

• Right to erasure 

Arts. 6, 17, 77(1) 

Federal Administrative Court 

(BVwG), judgment of 30 

September 2020 (W274 

2225135-1/3E) 

• Notion of controller 

(physical person) 

Art. 4(7) 

Federal Administrative Court 

(BVwG), judgment of 5 October 

2020 (W256 2224648-1 / 16E) 

• Legitimate interests Art. 6(1)(f) 

Federal Administrative Court 

(BVwG), judgment of 8 October 

2020 (W211 2223654-1/2E) 

• Right of access 

• Legal aid 

Arts. 12, 15 

Federal Administrative Court 

(BVwG), judgment of 21 

October 2020 (W211 2227660-1 

/ 9E) 

• Forwarding of email to third 

parties 

• Data minimisation 

 

Arts. 5(1)(c), 6(1)(f) 

Federal Administrative Court 

(BVwG), judgment of 21 

October 2020 (W274 2232028-

1/3E) 

• Information obligations 

• Right to erasure 

Arts. 5, 6, 12, 14, 17 

Federal Administrative Court 

(BVwG), judgment of 3 

November 2020 (W214 

2233563-1/4E) 

• Excessive use of the right to 

lodge a complaint  

Art. 57(4) 

Federal Administrative Court 

(BVwG), judgment of 3 
• Right of access 

• Tasks and powers of 

supervisory authority 

Arts. 12, 15, 57(1)(f), 58(2)(c), 

77(1) 

https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=9142ca59-e5e1-41db-aa6e-23f526a022fe&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=01.01.2014&BisDatum=29.12.2020&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=EinerWoche&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=BVWGT_20200728_W211_2223243_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200728_W211_2225136_1_00/BVWGT_20200728_W211_2225136_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200728_W211_2225136_1_00/BVWGT_20200728_W211_2225136_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200729_W211_2221963_1_00/BVWGT_20200729_W211_2221963_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200923_W256_2226269_1_00/BVWGT_20200923_W256_2226269_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200923_W101_2132039_1_00/BVWGT_20200923_W101_2132039_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20200925_W214_2230473_1_00/BVWGT_20200925_W214_2230473_1_00.html
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=cf75787b-4725-4521-8f81-88f7dc94f5c9&Position=0&Sort=2%7cDesc&Abfrage=Gesamtabfrage&SearchInAsylGH=&SearchInAvn=&SearchInAvsv=&SearchInBegut=&SearchInBgblAlt=&SearchInBgblAuth=&SearchInBgblPdf=&SearchInBks=&SearchInBundesnormen=&SearchInDok=&SearchInDsk=&SearchInErlaesse=&SearchInGbk=&SearchInGemeinderecht=&SearchInJustiz=&SearchInKmGer=&SearchInBvwg=&SearchInLvwg=&SearchInLgbl=&SearchInLgblNO=&SearchInLgblAuth=&SearchInLandesnormen=&SearchInNormenliste=&SearchInPruefGewO=&SearchInPvak=&SearchInRegV=&SearchInSpg=&SearchInUbas=&SearchInUmse=&SearchInUpts=&SearchInUvs=&SearchInVerg=&SearchInVfgh=&SearchInVwgh=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=dsb&Dokumentnummer=BVWGT_20200930_W274_2225135_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201005_W256_2224648_1_00/BVWGT_20201005_W256_2224648_1_00.html
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=ed274a20-3fc0-4ddf-b100-36769f8e61ad&Position=1&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=BVWGT_20191008_W211_2223654_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201021_W211_2227660_1_00/BVWGT_20201021_W211_2227660_1_00.html
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=2756dadd-fe8b-4568-9ad1-9b303f17f92d&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=DSGVO&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Dokumentnummer=BVWGT_20201021_W274_2232028_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201103_W214_2233563_1_00/BVWGT_20201103_W214_2233563_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201103_W214_2228604_1_00/BVWGT_20201103_W214_2228604_1_00.html
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November 2020 (W214 

2228604-1 / 19E) 
• Right to lodge a complaint 

with a supervisory authority 

Federal Administrative Court 

(BVwG), judgment of 20 

November 2020 (W274 

2224363-1/18E) 

• Processing of publicly 

available data 

• Data on trade union 

membership 

• Journalistic activities 

Arts. 1, 4, 6, 9, 85 

Federal Administrative Court 

(BVwG), judgment of 23 

November 2020 (W211 

2227144-1 / 3E) 

• Material scope of the GDPR 

• Competence of supervisory 

authority 

• Right to lodge a complaint 

with a supervisory authority 

Arts. 2, 55, 77 

Federal Administrative Court 

(BVwG), judgment of 26 

November 2020 (W258 

2217446-1/35E) 

• Notion of personal data 

(political party affinity) 

• Principle of accuracy 

• Right to rectification 

• Processing of data on 

political opinions 

• Corrective powers of 

supervisory authorities 

Arts. 4(1), 5(1)(d), 9, 16, 

58(2)(d) and (f) 

Federal Administrative Court 

(BVwG), judgment of 26 

November 2020 (W253 

2164799-1/6E) 

• Processing for archiving 

purposes 

Art. 89 

Federal Administrative Court 

(BVwG), judgment of 26 

November 2020 (W253 

2141840-1/11E; W253 2141840-

2/9E) 

• Right of access 

• Notions of recipient and 

third party 

Arts. 4(9) and (10), 12, 15 

Federal Administrative Court 

(BVwG), judgment of 26 

November 2020 (W258 

2227269-1/14E) 

• Fines: necessity to identify 

which employee of a legal 

entity committed the 

violation 

Art. 83 

Federal Administrative Court 

(BVwG), judgment of 26 

November 2020 (W258 

2217446-1) 

• Information on affinity to a 

political party 

• Right to rectification 

Arts. 4(1), 5, 9, 16 

Federal Administrative Court 

(BVwG), judgment of 4 

December 2020 (W274 

2214412-1/5E) 

• Right to erasure 

• Right to object 

• Duplication of legal 

protection avenues 

Arts. 5(1)(d), 17, 21, 77, 78, 79 

Federal Administrative Court 

(BVwG), judgment of 4 

December 2020 (W274 

2233705-1/3E) 

• Performance of a contract 

(necessity criterion) 

Arts. 4(1)(2) and (11), 5, 6 

Federal Administrative Court 

(BVwG), judgment of 17 

December 2020 (W253 

2156226-1/6E) 

• Right of access Arts. 12, 15 

Supreme Court (OGH), 

judgment of 17 December 2020 

(6Ob138/20t) 

• Right of access  

• Exceptions to gratuity 

Arts. 12(5), 15(3), 23 

https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=58ccf2ca-766f-4590-9188-b9b6b893487a&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=01.01.2014&BisDatum=05.02.2021&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=ZweiWochen&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=BVWGT_20201120_W274_2224363_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201123_W211_2227144_1_00/BVWGT_20201123_W211_2227144_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201126_W258_2217446_1_00/BVWGT_20201126_W258_2217446_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201126_W253_2164799_1_00/BVWGT_20201126_W253_2164799_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201126_W253_2141840_2_00/BVWGT_20201126_W253_2141840_2_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201126_W258_2227269_1_00/BVWGT_20201126_W258_2227269_1_00.pdf
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=e9b780cb-e5e0-4be8-81e7-7a49b08cc25b&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=DSGVO&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Dokumentnummer=BVWGT_20201126_W258_2217446_1_00
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=4d9343e6-c8e9-4308-98b0-45b9e08bbf76&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=DSGVO&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Dokumentnummer=BVWGT_20201204_W274_2214412_1_00
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=4d9343e6-c8e9-4308-98b0-45b9e08bbf76&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=DSGVO&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Dokumentnummer=BVWGT_20201204_W274_2233705_1_00
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20201217_W253_2156226_1_00/BVWGT_20201217_W253_2156226_1_00.html
https://www.ris.bka.gv.at/Dokument.wxe?Abfrage=Justiz&Gericht=OGH&Rechtssatznummer=&Rechtssatz=&Fundstelle=&AenderungenSeit=Undefined&SucheNachRechtssatz=False&SucheNachText=True&GZ=6Ob138%2f20t&VonDatum=&BisDatum=&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=&Position=1&SkipToDocumentPage=true&ResultFunctionToken=22694ba8-f108-4298-b8f4-101ab1a4e6c3&Dokumentnummer=JJT_20201217_OGH0002_0060OB00138_20T0000_000
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Federal Administrative Court 

(BVwG), judgment of 18 

December 2020 (W256 

2235360-1) 

• Automated decision-making 

• Profiling 

• Recruitment 

Arts. 4(4), 5, 6, 9, 22 

Federal Administrative Court 

(BVwG), judgment of 25 

January 2021 (W256 2228501-

1) 

 

• Right of access Arts. 12, 15 

Supreme Court (OGH), 

judgment of 18 February 2021 

(6Ob127/20z) 

• Right of access Arts. 4(1), 15(1), 79 

Belgium 
Court of Appeal of Brussels, 

Decision of 9 October 2019 

(2019/AR/1006) 

• Principle of accuracy 

• Right to rectification 

Arts. 5(1)(d), 12(3), 16 

Court of Appeal of Brussels, 

Decision of 23 October 2019 

(2019/AR/1234) 

• Right of access Arts. 12(3) and (4), 15 

Court of Appeal of Brussels, 

Decision of 19 February 2020 

(2019/AR/1600) 

• Data minimisation 

• Lawfulness 

Arts. 5(1)(c), 6(1), 13 

Constitutional Court, judgment 

No 67/2020 of 14 May 2020 
• Processing of sensitive data Art. 9 

Court of Appeal of Brussels, 

Interim Decision of 2 September 

2020 (2020/AR/329) 

• Right to file a complaint Arts. 51(1), 57, 77 

Court of Appeal of Brussels, 

Interim Decision of 16 

September 2020 

(2020/AR/1160) 

• Urgent measures 

• Suspension of the 

provisional enforceability of 

a decision of a supervisory 

authority 

Arts. 66, 78 

Court of Appeal of Brussels, 

Decision of 18 November 2020 

(AR/813) 

• Legal basis (legitimate 

interests) 

• Information obligations 

• Right to object 

• Administrative fines 

Arts. 5, 6(1)(f), 12, 13, 21, 83 

Court of Appeal of Brussels, 

Decision of 28 October 2020 

(AR/1014) 

• Purpose limitation 

• Lawfulness 

• Direct marketing 

Arts. 5(1)(b), 6(1) 

Court of Appeal of Brussels, 

Decision of 28 October 2020 

(AR/147) 

• Protection of legal persons 

under the GDPR 

Arts. 4(1), 77(1) 

Court of Appeal of Brussels, 

Decision of 28 October 2020 

(AR/582) 

• Lawfulness 

• Right to data portability 

• Right to object 

• Corrective powers 

Arts. 6, 20, 21, 58(2) 

Court of Appeal of Brussels, 

Decision of 28 October 2020 

(AR/721) 

• Right to rectification 

• Judicial review of a 

supervisory authority’s 

decision dismissing a 

complaint 

Arts. 16, 57(4), 77 

https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=43bb3cfd-8c63-43fd-99dd-df661dd712b1&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=01.01.2014&BisDatum=09.04.2021&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=2016%2f679&Dokumentnummer=BVWGT_20201218_W256_2235360_1_00
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=43bb3cfd-8c63-43fd-99dd-df661dd712b1&Position=1&SkipToDocumentPage=True&Abfrage=Bvwg&Entscheidungsart=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=01.01.2014&BisDatum=09.04.2021&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=2016%2f679&Dokumentnummer=BVWGT_20210125_W256_2228501_1_00
https://www.ris.bka.gv.at/Dokument.wxe?ResultFunctionToken=1f3a5258-ac9d-4054-89e0-8466679a1ef6&Position=1&Abfrage=Justiz&Gericht=&Rechtssatznummer=&Rechtssatz=&Fundstelle=&AenderungenSeit=Undefined&SucheNachRechtssatz=True&SucheNachText=True&GZ=&VonDatum=&BisDatum=&Norm=&ImRisSeitVonDatum=&ImRisSeitBisDatum=&ImRisSeit=Undefined&ResultPageSize=100&Suchworte=DSGVO&Dokumentnummer=JJT_20210218_OGH0002_0060OB00127_20Z0000_000
https://www.autoriteprotectiondonnees.be/publications/arret-du-9-octobre-2019-de-la-cour-des-marches-disponible-en-neerlandais.pdf
https://www.gegevensbeschermingsautoriteit.be/publications/arrest-van-23-oktober-2019-van-het-marktenhof.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-19-fevrier-2020-de-la-cour-des-marches-disponible-en-neerlandais.pdf
https://juportal.be/content/ECLI:BE:GHCC:2020:ARR.20200514.5/FR?HiLi=eNpLtDK0qs60MrAutrKwUjIyMDTTNzO3VLKuBQBVxQZJ#text
https://www.autoriteprotectiondonnees.be/publications/arret-intermediaire-du-02-septembre-2020-de-la-cour-des-marches-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-intermediaire-du-16-septembre-2020-de-la-cour-des-marches-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-18-novembre-2020-de-la-cour-des-marches-ar-813-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-28-octobre-2020-de-la-cour-des-marches-ar-1014-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-28-octobre-2020-de-la-cour-des-marches-ar-147-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-28-octobre-2020-de-la-cour-des-marches-ar-582-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-28-octobre-2020-de-la-cour-des-marches-ar-721-disponible-en-neerlandais.pdf
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Constitutional Court, judgment 

No 144/2020 of 12 November 

2020 

• Data protection principles 

• Legal basis 

• Right to erasure 

Arts. 5, 6, 17 

Court of Appeal of Brussels, 

Interim Decision of 18 

November 2020 (AR/990) 

• Transparency principle 

• Lawfulness 

• Child’s consent 

• Information obligations 

• Administrative fines on 

public authorities and their 

agents 

Arts. 5(1)(a), 6(1), 8, 12(1), 13, 

83(7) 

Constitutional Court, judgment 

No 162/2020 of 17 December 

2020 

• Data protection principles 

• Legal basis 

• Right to erasure 

Arts. 5, 6, 17 

Constitutional Court, judgment 

No 2/2021 of 14 January 2021 
• Electronic identity cards 

• Fingerprints 

• Processing of biometric data 

Arts. 4(14), 5, 6, 9, 25, 32, 35, 

36 

Constitutional Court, judgment 

No 3/2021 of 14 January 2021 
• National rules on whether 

and to what extent 

administrative fines may be 

imposed on public 

authorities and bodies 

 

Art. 83(7) 

Court of Appeal of Brussels, 

Decision of 27 January 2021 

(AR/1333) 

• Administrative fine 

(annulled) 

• Proportionality of the fine 

Art. 83 

Court of Appeal of Brussels, 

Decision of 24 February 2021 

(AR/1160) 

• Right to erasure  

• Principle of accountability 

• E-Privacy Directive 

Arts. 5(2), 17, 24 

Court of Appeal of Brussels, 

judgment of 24 February 2021 

(2021/AR/1159) 

• Right of access Art. 15 

Bulgaria 
Constitutional Court, Decision 

No 8 of 15 November 2019  

 

• Journalistic activities 

• Freedom of expression 

Art. 85 

Supreme Court of Cassation, 

Decision No 5 of 24 January 

2020 

• Judicial remedy 

• Compensation 

Arts. 79, 82 

Supreme Administrative Court, 

Decision No 2492 of 17 

February 2020 

• Compensation for non-

material damage 

• Judicial remedy 

Arts. 79(1), 82(1) 

Supreme Court of Cassation, 

Decision No 164 of 4 March 

2020 

• Security measures 

• Video surveillance 

• Processing in the context of 

employment 

Art. 88 

Supreme Administrative Court, 

Decision No 11179 of 20 August 
2020 

• Data minimisation principle Art. 5(1)(b) 

https://juportal.be/content/ECLI:BE:GHCC:2020:ARR.20201112.1/FR?HiLi=eNpLtDK0qs60MrAutrKwUjIyMDTTNzO3VLKuBQBVxQZJ#text
https://www.autoriteprotectiondonnees.be/publications/arret-intermediaire-du-18-novembre-2020-de-la-cour-des-marches-disponible-en-neerlandais.pdf
https://juportal.be/content/ECLI:BE:GHCC:2020:ARR.20201217.1/FR?HiLi=eNpLtDK0qs60MrAutrKwUjIyMDTTNzO3VLKuBQBVxQZJ#text
https://juportal.be/content/ECLI:BE:GHCC:2021:ARR.20210114.6/FR?HiLi=eNpLtDK0qs60MrAutrKwUjIyMDTTNzO3VLKuBQBVxQZJ#text
https://www.const-court.be/public/f/2021/2021-003f.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-27-janvier-2021-de-la-cour-des-marches-ar-1333.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-provisoire-du-24-fevrier-2021-de-la-cour-des-marches-ar-1160-disponible-en-neerlandais.pdf
https://www.autoriteprotectiondonnees.be/publications/arret-du-24-fevrier-2021-de-la-cour-des-marches-ar-1159.pdf
http://www.constcourt.bg/en/Acts/GetHtmlContent/865e35ff-b1b2-4a3c-8c50-449a4d887bf1
http://www.vks.bg/pregled-akt?type=ot-spisak&id=8E9DAD7EE381D5BFC22584F900273D56
http://www.sac.government.bg/court22.nsf/d038edcf49190344c2256b7600367606/7f7d1dfdb62529acc225850d002fc1b6?OpenDocument
http://www.vks.bg/pregled-akt?type=ot-spisak&id=39AE76B5E93FCC35C22585210030BA01
http://www.sac.government.bg/court22.nsf/d6397429a99ee2afc225661e00383a86/50f18527b17df3a0c22585bc0034bd36?OpenDocument
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Supreme Court of Cassation, 

Decision No 667 of 7 October 

2020  

• Judicial remedy 

• Compensation for non-

material damages 

Arts. 79, 82 

Supreme Administrative Court, 

Decision No 15613 of 16 

December 2020 

• Lawful basis for processing Art. 6(1) 

Administrative Court of Sofia, 

Decision No 250 of 14 January 

2021 

• Corrective powers 

• Lawfulness 

Arts. 5(1)(a), 6(1), 58(2)(b) 

Croatia 
Administrative Court of Rijeka, 

judgment of 30 April 2019 

(Poslovni broj: 2 UsI-

1425/2017-24) 
 

• Lawfulness 

• Legal obligation 

• performance of a task 

carried out in the public 

interest or in the exercise of 

official authority 

Art. 6(1)(c) and (e) 

High Administrative Court, 

judgment of 29 May 2019 

(Poslovni broj: Usž-4107/18-3) 

 

• Confidentiality 

 

Art. 5(1)(f) 

Administrative Court of Rijeka, 

judgment of 13 January 2020 

(Poslovni broj: 2 UsI-

1579/2019-5) 

 

• Failure to act of a 

supervisory authority 

Arts. 51 et seq 

County Court of Dubrovnik, 

judgment of 4 March 2020 

(Poslovni broj: 7 Gž-32/2017-3) 

 

• Right to be forgotten Art. 17 

Cyprus 
District Court of Nicosia, 

Interim Decision of 4 August 

2020 (ECLI: CY: EDLEF: 2020: 

A492) 

• Processing of personal data 

for protecting the legal 

interests of a third-party 

Art. 6(1)(d) and (f) 

District Court of Nicosia, 

Interim Decision of 10 

September 2020 (ECLI: CY: 

EDLEF: 2020: A390)  

• Processing of biometric data Arts. 4(14), 9(2)(f) 

Czech Republic 
Supreme Court, judgment of 27 

August 2019 (ECLI: CZ: NS: 

2019: 21.CDO.641.2018.3) 

• Processing of data on trade 

union membership 

Art. 9 

Supreme Administrative Court, 

judgment of 25 September 2019 

(6 As 113/2019 – 32) 

• Information security Art. 32 

Supreme Court, judgment of 17 

January 2020 (ECLI: CZ: NS: 

2020: 30.CDO.2003.2018.3) 

• Processing of genetic data Art. 9 

Supreme Administrative Court, 

judgment of 20 August 2020 (2 

As 235/2019 – 56) 

• Principle of lawfulness, 

fairness and transparency 

• Principle of purpose 

limitation 

Art. 5(1)(a) and (b) 

http://www.vks.bg/pregled-akt?type=ot-spisak&id=57CCDD90CECAE10DC22585FA0049B86A
http://sac.justice.bg/court22.nsf/d038edcf49190344c2256b7600367606/470d9c4c10970fd3c22586380037624f?OpenDocument
http://search.admincourtsofia.bg/Acts/GetActContent?BlobID=f90910de-343a-4fd2-8d48-c1636aae0ab2
https://sudskapraksa.csp.vsrh.hr/decisionText?id=090216ba80978ad6&q=2016%2F679
https://sudskapraksa.csp.vsrh.hr/decisionText?id=090216ba809d3153&q=%22Uredbe+%28EU%29+2016%2F679%22
https://sudskapraksa.csp.vsrh.hr/decisionText?id=090216ba80a2922c&q=2016%2F679
https://sudskapraksa.csp.vsrh.hr/decisionText?id=090216ba80a6bb1f&q=%22Uredbe+%28EU%29+2016%2F679%22
http://www.cylaw.org/cgi-bin/open.pl?file=apofaseised/pol/2020/1120200685.htm&qstring=2016%20w%2F1%20679
http://www.cylaw.org/cgi-bin/open.pl?file=apofaseised/pol/2020/1120200536.htm&qstring=2016%20w%2F1%20679
https://www.nsoud.cz/Judikatura/judikatura_ns.nsf/WebSearch/EC42149ACF0A9618C12584BC001EA6FA?openDocument&Highlight=0,obecn%C3%A9%20na%C5%99%C3%ADzen%C3%AD%20o%20ochran%C4%9B%20osobn%C3%ADch%20%C3%BAdaj%C5%AF,
http://www.nssoud.cz/files/SOUDNI_VYKON/2019/0113_6As__1900032_20190926140638_20191010100024_prevedeno.pdf
https://www.nsoud.cz/Judikatura/judikatura_ns.nsf/WebSearch/877107873350DA7AC125854F0018C62D?openDocument&Highlight=0,null,obecn%C3%A9,na%C5%99%C3%ADzen%C3%AD,o,ochran%C4%9B,osobn%C3%ADch,%C3%BAdaj%C5%AF
http://www.nssoud.cz/files/SOUDNI_VYKON/2019/0235_2As__1900056_20200827111623_20200907154014_prevedeno.pdf
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Supreme Administrative Court, 

judgment of 26 August 2020 (3 

Azs 426/2019 – 34) 

• Processing of health data Art. 9 

Supreme Administrative Court, 

judgment of 3 September 2020 

(7 As 300/2019 – 35) 

• Principle of lawfulness, 

fairness and transparency 

• Principle of purpose 

limitation 

Art. 5(1)(a) and (b) 

Denmark 
Court of Aarhus, judgment of 12 

February 2021 (rettens j.nr. SS 

3662/2020)  

• Storage limitation 

• Calculation of the amount of 

the fine (mitigating 

factors/negligence) 

Arts. 5(1)(e), 83 

Estonia 
Tallinn Administrative Court, 

judgment of 22 November 2019 

(ECLI: EE: TLRK: 2019: 

3.19.579.11109) 

 

• Notion of complaint Arts. 58(3), 77(1) 

Tallinn Administrative Court, 

judgment of 26 June 2020 

(ECLI:EE:TLHK:2020:3.20.375

.12797) 

 

• Supervisory authority’s 

handling of a complaint 

• Relationship between the 

right to lodge a complaint 

and the right to an effective 

judicial remedy 

Arts. 57(4), 77(1), 79 

Supreme Court, judgment of 6 

January 2021 (CLI: EE: RK: 

2021: 3.19.1207.6) 

 

• Disclosure of health data 

• Compensation  

Art. 82 

Tallinn Administrative Court, 

judgment of 3 February 2021 

(ECLI: EE: TLHK: 2021: 

3.20.2335.1794) 

• Exceptions to right to 

erasure (compliance with a 

legal obligation; 

performance of a task in the 

public interest) 

Art. 17(3)(b) 

Finland 
Supreme Administrative Court, 

judgment of 17 August 2018 

(ECLI: FI: KHO: 2018: 112) 

• Right to be forgotten Art. 17 

Supreme Administrative Court, 

judgment of 17 December 2018 

(ECLI: FI: KHO: 2018: 171) 

• Material scope Art. 2 

Supreme Court of Finland, 

judgment of 8 May 2019 (ECLI: 

FI: KKO: 2019: 39) 

• Freedom of expression 

• Effective remedy 

Art. 79(1) 

Supreme Court of Finland, 

judgment of 23 September 2019 

(ECLI: FI: KKO: 2019: 81) 

• Freedom of expression 

• Effective remedy 

Art. 79(1) 

Supreme Administrative Court, 

judgment of 30 January 2020 

(ECLI: FI: KHO: 2020: 8) 

• Disclosure of information to 

tax authorities 

Arts. 5, 6 

Supreme Administrative Court, 

judgment of 11 June 2020 
(ECLI: FI: KHO: 2020: 72) 

• Right of access Arts. 15(1), 77(1), 78(1), 79(1) 

  

http://www.nssoud.cz/files/SOUDNI_VYKON/2019/0426_3Azs_1900034_20200827132251_20200911102014_prevedeno.pdf
http://www.nssoud.cz/files/SOUDNI_VYKON/2019/0300_7As__1900035A_20200903094240_20200918110014_prevedeno.pdf
https://domstol.dk/aarhus/aktuelt/2021/2/selskab-idoemt-en-boede-paa-100000-kr/
https://www.riigiteataja.ee/kohtulahendid/fail.html?id=259851781
https://www.riigiteataja.ee/kohtulahendid/fail.html?id=270987799
https://www.riigiteataja.ee/kohtulahendid/fail.html?id=281864175
https://www.riigiteataja.ee/kohtulahendid/fail.html?id=284637487
https://www.kho.fi/fi/index/paatokset/vuosikirjapaatokset/1534308651626.html
https://www.finlex.fi/fi/oikeus/kho/vuosikirjat/2018/201805927?search%5Btype%5D=pika&search%5Bpika%5D=2016%2F679
https://finlex.fi/fi/oikeus/kko/kko/2019/20190039?search%5Btype%5D=pika&search%5Bpika%5D=2016%2F679
https://finlex.fi/fi/oikeus/kko/kko/2019/20190081?search%5Btype%5D=pika&search%5Bpika%5D=2016%2F679
https://www.finlex.fi/fi/oikeus/kho/vuosikirjat/2020/202000372?search%5Btype%5D=pika&search%5Bpika%5D=86%2F2%2F18
https://www.finlex.fi/fi/oikeus/kho/vuosikirjat/2020/202002535?search%5Btype%5D=pika&search%5Bpika%5D=3145%2F1%2F19
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France 
Tribunal de Grande Instance of 

Paris, judgment of 7 August 

2018 

• Transparency duties 

• Consent 

• Terms of use and privacy 

policy 

• Abusive contractual terms 

Arts. 4(11), 5, 6, 13  

Tribunal de Grande Instance of 

Paris, judgment of 12 February 

2019  

• Transparency duties 

• Consent 

• Terms of use and privacy 

policy 

• Abusive contractual terms 

Arts. 4(11), 5, 6, 13  

Tribunal de Grande Instance of 

Paris, judgment of 9 April 2019 
• Transparency duties 

• Consent 

• Terms of use and privacy 

policy 

• Abusive contractual terms 

Arts. 4(11), 5, 6, 13 

Conseil d’État, judgment No 

424216 of 19 July 2019 

(ECLI:FR:CEASS:2019:424216.

20190719) 

• Scope of application of the 

GDPR 

• Data protection principles 

• Data transfers 

Arts. 2, 5, 45-46, 89, 96 

Conseil d’État, judgment No 

433069 of 16 October 2019 

(ECLI:FR:CECHR:2019:433069

.20191016) 

• Powers of supervisory 

authorities 

Arts. 4(11), 52, 58 

Conseil d’État, judgment No 

434376 of 6 November 2019 

(ECLI: FR: CECHR: 2019: 

434376.20191106) 

• DPIA Art. 35 

Conseil d’État, judgments No 

391000, 393769, 395335, 

397755, 399999, 401258, 

403868, 405464, 405910, 

407776, 409212, 423326, 

429154 of 6 December 2019 

 

• Right to be forgotten Art. 17 

Conseil d’État, judgment No 

428478 of 5 February 2020 

(ECLI:FR:CECHR:2020:428478

.20200205) 

• Minors 

• Information obligations 

Art. 12 

Conseil d’État, judgment No 

430803 of 12 February 2020 

(ECLI:FR:CECHS:2020:430803

.20200212) 

• Right to erasure Art. 17 

Administrative Tribunal of 

Marseille, judgment No1901249 

of 27 February 2020 

• Facial recognition at school Arts. 4(11), 7, 9  

Conseil d’État, judgment No 

399922 of 27 March 2020 

(ECLI:FR:CECHR:2020:399922

.20200327)  

• Right to be forgotten Art. 17 

Conseil d’État, judgment No 
431350 of 27 March 2020 

• Material scope of 

application of the GDPR 

Art. 2(2)(a) 

https://www.legalis.net/jurisprudences/tgi-de-paris-jugement-du-7-aout-2018/
https://www.legalis.net/jurisprudences/tgi-de-paris-jugement-du-12-fevrier-2019/
https://www.legalis.net/jurisprudences/tgi-de-paris-jugement-du-9-avril-2019/
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000038801233?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=6&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000039230820?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=5&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000039335911?fonds=CETAT&page=1&pageSize=50&query=2016%2F679&searchField=ALL&searchType=ALL&tab_selection=all&typePagination=DEFAULT
https://www.conseil-etat.fr/ressources/decisions-contentieuses/dernieres-decisions-importantes/conseil-d-etat-6-decembre-2019-13-decisions-relatives-au-droit-a-l-oubli
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000041541101?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=4&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000041569441?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=4&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.laquadrature.net/wp-content/uploads/sites/8/2020/02/1090394890_1901249.pdf
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000041782236?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000041785967?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
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(ECLI:FR:CECHR:2020:431350

.20200327) 
• National security 

Conseil d’État, judgment No 

430810 of 19 June 2020 

(ECLI:FR:CECHR:2020:430810

.20200619) 

 

• Transparency 

• Powers of supervisory 

authorities 

Arts. 4(16), 6(1)(a), 7, 12, 13, 

55, 56 

Conseil d’État, judgment No 

434684 of 19 June 2020 

(ECLI:FR:CECHR:2020:434684

.20200619) 

• CNIL’s cookie guidelines Arts. 4(11), 6(1)(a), 7, 13, 14, 95 

Conseil d’État, ordinance No 

440916 of 19 June 2020 

(ECLI:FR:CEORD:2020:440916

.20200619) 

• Data minimisation 

• Security obligations 

• Pseudonymisation 

• Information obligations 

• Data transfers 

Art. 4(5), 5(1)(c), 11, 14, 21(6), 

25, 28, 32, 37, 44-45, 89 

Conseil d’État, judgment No 

441065 of 26 June 2020 

(ECLI:FR:CEORD:2020:441065

.20200626) 

• Temperature checks 

• Processing of sensitive data 

• DPIA 

Arts. 4(1)(2), 7, 8, 9, 35 

Conseil d’État, judgment No 

442017 of 24 July 2020 

(ECLI:FR:CEORD:2020:442017

.20200724) 

• Information obligations 

• Data transfers 

Art. 14 

Conseil d’État, ordinance No 

444937 of 13 October 2020 

(ECLI:FR:CEORD:2020:444937

.20201013)  

• Data transfers 

• Use of US cloud providers 

after Schrems II  

Arts. 44-50 

Conseil d’État, judgment No 

433311 of 4 November 2020 

(ECLI:FR:CECHR:2020:433311

.20201104)  

• Storage limitation 

• Security obligations 

• Administrative fine 

Arts. 5(1)(e), 32, 83 

Conseil d’État, judgment No 

428451 of 25 November 2020 

(ECLI:FR:CECHR:2020:428451

.20201125) 

 

• Processing of health data Arts. 4(15), 9, 25, 28 

Conseil d’État, judgment No 

429571 of 10 December 2020 

(ECLI:FR:CECHR:2020:429571

.20201210)  

• Processing of credit card 

data in the context of online 

purchase of goods and 

services 

• Power to adopt 

recommendations 

Arts. 6, 58(3)(b), 9,  

Conseil d’État, judgment No 

437808 of 1 March 2021 

(ECLI:FR:CECHR:2021:437808

.20210301) 

 

• Temporal applicability of 

the GDPR 

• Proportionality of the 

administrative fine 

Arts. 5(1)(c), 12, 13, 14, 21, 44, 

83 

Conseil d’État, judgment No 

449212 of 4 March 2021 

(ECLI:FR:CEORD:2021:449212

.20210304) 

 

• Cookies 

• E-Privacy Directive 

• Main establishment 

• Competence of supervisory 

authorities 

Arts. 4(16), 56 

https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042040546?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042040556?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042040572?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042074680?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042168723?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=3&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042444915?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=2&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042499856?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=2&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042570046?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=2&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000042659632?dateDecision=&dateVersement=&isAdvancedResult=&juridiction=CONSEIL_ETAT&juridiction=COURS_APPEL&page=2&pageSize=10&query=2016%2F679&searchField=ALL&searchProximity=&searchType=ALL&sortValue=DATE_DESC&tab_selection=cetat
https://www.legifrance.gouv.fr/ceta/id/CETATEXT000043205058?dateDecision=&init=true&page=1&query=2016%2F679&searchField=ALL&tab_selection=cetat
https://www.conseil-etat.fr/fr/arianeweb/CE/decision/2021-03-04/449212
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Conseil d’État, ordinance No 

450163 of 12 March 2021 

 

 

• Data transfers 

• Use of US cloud providers 

after Schrems II 

Arts. 44, 45, 46, 48 

Germany 
Regional Court of Würzburg 

(LG Würzburg), judgment of 13 

September 2018 (11 O 1741/18 

UWG) 

• Injunction due to non-

compliance with the GDPR 

• Incomplete Privacy Policy 

on a website 

Art. 13 

District Court of Diez (AG Diez) 

judgment of 7 November 2018 

(8 C 130/18) 

• Compensation Arts. 6, 82 

Regional Labour Court of 

Baden-Württemberg (LAG 

Baden-Württemberg), judgment 

of 20 December 2018 (Sa 11/18) 

• Right of access Art. 15 

Higher Regional Court of 

Dresden (OLG Dresden), 

judgment of 11 June 2019 (4 U 

760/19) 

• Minor damages Art. 82 

Federal Court of Justice (BGH), 

judgment of 24 September 2019 

(VI ZB 39/18) 

• Enforcement of civil law 

claims 

Arts. 6, 23 

Administrative Court of Gießen 

(VG Gießen), judgment of 23 

October 2019 (4 K 252/19.GI) 

• Right of access 

• Insolvency 

Arts. 4(10), 15(1) 

Federal Constitutional Court 

(BVerfG), judgment of 6 

November 2019 (1 BvR 16/13) 

• Right to be forgotten Art. 17 

Federal Constitutional Court 

(BVerfG), judgment of 6 

November 2019 (1 BvR 276/17) 

• Right to be forgotten Art. 17 

Regional Court of Munich I (LG 

Munich I), judgment of 7 

November 2019 (34 O 

13123/19) 

• Security measures for the 

processing of sensitive 

personal data 

Arts. 17, 32, 82 

Higher Regional Court of the 

State of Saxony-Anhalt (OLG 

Naumburg), judgment of 7 

November 2019 (9 U 6/19) 

• Processing of health data by 

pharmacists 

Arts. 4(11), 7, 9 

Higher Regional Court of 

Cologne (OLG Cologne), 

judgment of 14 November 2019 

(15 U 89/19) 

• Exceptions to the right to 

erasure 

Art. 17(3) 

Higher Regional Court of 

Cologne (OLG Cologne), 

judgment of 14 November 2019 

(15 U 126/19) 

• Interplay between the ‘right 

to object’ and the ‘right to 

erasure’ under the GDPR 

Arts. 17, 21, 85 

Regional Labor Court of 

Düsseldorf (LAG Düsseldorf), 

judgment of 16 December 2019 

(4 Ta 413/19) 

• Right of access Art. 15 

Administrative Court of 

Hamburg (VG Hamburg), 
judgment of 16 January 2020 

(17 K 3920/19) 

• Legal basis 

• Publication of salary 

Art. 6 

https://www.conseil-etat.fr/Media/actualites/documents/2021/03-mars/450163.pdf
https://www.gesetze-bayern.de/(X(1)S(j2mbaovi0zfac4ciqsaifj4c))/Content/Document/Y-300-Z-BECKRS-B-2018-N-22735?hl=true&AspxAutoDetectCookieSupport=1
https://openjur.de/u/2116788.html
http://lrbw.juris.de/cgi-bin/laender_rechtsprechung/document.py?Gericht=bw&nr=27411
https://www.justiz.sachsen.de/esamosplus/pages/index.aspx
https://juris.bundesgerichtshof.de/cgi-bin/rechtsprechung/document.py?Gericht=bgh&Art=en&Datum=Aktuell&Sort=12288&Seite=0&nr=101546&pos=8&anz=497
https://www.lareda.hessenrecht.hessen.de/bshe/document/LARE190036249
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2019/11/rs20191106_1bvr001613.html
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2019/11/rs20191106_1bvr001613.html
https://www.gesetze-bayern.de/(X(1)S(0gax15vswr34pbes0xqozhut))/Content/Document/Y-300-Z-BECKRS-B-2019-N-28276?hl=true&AspxAutoDetectCookieSupport=1
https://www.landesrecht.sachsen-anhalt.de/bsst/document/KORE557332019
https://www.justiz.nrw.de/nrwe/olgs/koeln/j2019/15_U_89_19_Urteil_20191114.html
https://www.justiz.nrw.de/nrwe/olgs/koeln/j2019/15_U_126_19_Urteil_20191114.html
https://www.justiz.nrw.de/nrwe/arbgs/duesseldorf/lag_duesseldorf/j2019/NRWE_LAG_D_sseldorf_4_Ta_413_19_Beschluss_20191216.html
https://openjur.de/u/2195221.html
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State Labour Court of Baden-

Württemberg (LAG Baden-

Württemberg), judgment of 23 

January 2020 (5 Ta 123/19) 

• Right of access Art. 15 

Lower Saxony Finance Court 

(Niedersächsisches 

Finanzgericht), judgment of 28 

January 2020 (12 K 213/19) 

• Scope of application of 

GDPR (income taxes) 

Arts. 2(2)(a), 15 

Regional Court of Berlin (LG 

Berlin), judgment of 18 

February 2020 ((526 OWi LG) 

212 Js-OWi 1/20 (1/20), 526 

OWiG LG 1/20) 

• Fines (annulled) 

• Attribution of GDPR 

violation to a company 

Art. 83 

Higher Regional Court of 

Frankfurt (OLG Frankfurt), 

judgment of 19 February 2020 

(6 W 19/20) 

• Sending of legal pleadings 

to the Bar Association for 

the purpose of examining 

possible breaches of 

professional ethics 

Arts. 6, 79 

Administrative court of Mainz 

(VG Mainz), judgment of 20 

February 2020 (1 K 467/19.MZ) 

• Health data Arts. 4(2)(15), 5, 6, 7, 9, 28, 58 

Regional Labour Court of 

Mecklenburg-Western 

Pomerania (LAG Mecklenburg-

Western Pomerania), judgment 

of  25 February 2020 (5 Sa 

108/19) 

• Dismissal of a data 

protection officer 

Art. 37 

Higher Regional Court of 

Stuttgart (OLG Stuttgart), 

judgment of 27 February 2020 

(2 U 257/19) 

• Transparency 

• Unfair commercial practices 

Art. 13 

Labor Court of Düsseldorf 

(ArbG Düsseldorf), judgment of 

5 March 2020 (9 Ca 6557/18) 

• Compensation for non-

material damages 

Arts. 6, 15, 82 

Administrative Court of (VGH  

München), judgment of 9 March 

2020 (11 ZB 19.991) 

• Transfer of data to the 

police 

Arts. 5, 6, 23 

Administrative Court of Baden-

Württemberg (VGH Baden-

Wüttemberg), judgment of 10 

March 2020 (1 S 397/19) 

• Legal basis for corrections 

of the register of residents 

• Restriction of processing 

Arts. 5, 16, 17, 18, 23, 99 

Lower Saxony Higher 

Administrative Court (OVG 

Lüneburg), judgment of 15 April 

2020 (8 ME 36/20) 

• Legal basis Art. 6 

Administrative Court of Munich 

(VGH München), judgment of 

15 April 2020 (5 CS 19.2087) 

• Access to public documents Arts. 4(1), 6, 86 

Administrative court of 

Gelsenkirchen (VG 

Gelsenkirchen), judgment of 27 

April 2020 (20 K 6392/18) 

• Right of access 

• Copy of the examination 

papers 

Arts. 12(5), 15(3) 

Higher Administrative Court of 

(VGH  München), judgment of 
20 May 2020 (12 B 19.1648) 

• Legal basis Art. 6 

http://lrbw.juris.de/cgi-bin/laender_rechtsprechung/document.py?Gericht=bw&nr=30338
http://www.dbovg.niedersachsen.de/jportal/?quelle=jlink&docid=STRE202075040&psml=bsndprod.psml&max=true
https://gesetze.berlin.de/bsbe/document/KORE209362021
https://www.lareda.hessenrecht.hessen.de/bshe/document/LARE200000476
http://www.landesrecht.rlp.de/jportal/portal/t/51h/page/bsrlpprod.psml;jsessionid=B44E3577658B2ECE6F36ABB73F4AFB30.jp23?doc.hl=1&doc.id=MWRE200001331&documentnumber=1&numberofresults=555&doctyp=juris-r&showdoccase=1&doc.part=L&paramfromHL=true#focuspoint
http://www.landesrecht-mv.de/jportal/portal/page/bsmvprod.psml;jsessionid=BB99774BA67E1DDBCB1B6108C544108F.jp22?doc.id=JURE200004715&st=ent&doctyp=juris-r&showdoccase=1&paramfromHL=true#focuspoint
https://lrbw.juris.de/cgi-bin/laender_rechtsprechung/document.py?Gericht=bw&GerichtAuswahl=OLG+Stuttgart&Art=en&Datum=2020&nr=30648&pos=0&anz=2
https://www.justiz.nrw.de/nrwe/arbgs/duesseldorf/arbg_duesseldorf/j2020/9_Ca_6557_18_Urteil_20200305.html
file://///kant/jus-seri-u1/lucat/pc/Desktop/München
http://lrbw.juris.de/cgi-bin/laender_rechtsprechung/document.py?Gericht=bw&nr=30900
http://www.dbovg.niedersachsen.de/jportal/portal/page/bsndprod.psml;jsessionid=14A26BEE94C635B3B27C3C73F8CB3260.jp12?doc.id=MWRE200001392&st=null&doctyp=juris-r&showdoccase=1&paramfromHL=true#focuspoint
https://www.gesetze-bayern.de/(X(1)S(vj41vwelyq1foajy40ac5vts))/Content/Document/Y-300-Z-BECKRS-B-2020-N-6798?hl=true&AspxAutoDetectCookieSupport=1
https://www.justiz.nrw.de/nrwe/ovgs/vg_gelsenkirchen/j2020/20_K_6392_18_Urteil_20200427.html
https://www.gesetze-bayern.de/(X(1)S(z5slllujwhi13u2kaf3ell42))/Content/Document/Y-300-Z-BECKRS-B-2020-N-10398?AspxAutoDetectCookieSupport=1
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Federal Court of Justice (BGH), 

judgment of 28 May 2020 (I ZR 

7/16) 

• Cookie consent 

• Follow up to Planet49 Case 

Arts. 4(11), 7, 94, 95 

Administrative Court of Baden-

Württemberg (VGH Baden-

Wüttemberg), judgment of 25 

June 2020 (1 S 1739/20) 

• Provision of contact details 

in restaurants during the 

corona pandemic 

Arts. 5, 6, 9 

Administrative court of Mainz 

(VG Mainz), judgment of 22 

July 2020 (1 K 473/19.MZ) 

• Necessary features of a 

complaint 

Arts. 15, 17, 51, 55, 77 

Federal Court of Justice (BGH), 

judgment of 27 July 2020 (VI 

ZR 405/18) 

• Right to be forgotten Art. 17 

Regional Court of Hamburg (LG 

Hamburg), judgment of 4 

September 2020 (324 S 9/19) 

• Compensation  Art. 82 

Regional Labor Court of 

Düsseldorf (LAG Düsseldorf), 

judgment of 3 November 2020 

(12 Sa 186/19) 

• Protection of health data Arts. 9, 32 

Regional Court of Landshut (LG 

Landshut), judgment of 6 

November 2020 (51 O 513/20) 

• Compensation Art. 82 

Regional Court of Bonn (LG 

Bonn), judgment of 11 

November 2020 (29 OWi 1/20) 

• Fines (reduced) Arts. 32, 83 

Federal Constitutional Court 

(BVerfG), judgment of 14 

January 2021 (1 BvR 2853/19) 

 

• Compensation Art. 82 

Greece 
Council of State, judgments 

1759-1760/2019 
• Processing of religious data Arts. 5(1)(a) and (b), 9(1) 

Supreme Court, judgment 

3/2020 of 15 July 2020 
• Information duties Arts. 13-14 

Hungary 
Metropolitan Court, judgment of 

9 July 2019 (P.20491 / 2019/6) 

(available here) 

• Right to be forgotten 

• Compensation 

Arts. 17, 82 

Metropolitan Court, judgment of 

10 July 2019 (K.700223 / 

2019/14) (appealed: see below) 

(available here) 

• Failure to notify a data 

breach 

• Data on political opinions 

• Criteria for deciding 

whether to impose an 

administrative fine and for 

deciding on the amount of 

the fine 

Arts. 9(1), 33-34, 83(2) 

Supreme Court, judgment of 7 

September 2020 

(Kf.39029/2020/14) (available 

here) 

• Processing of religious data 

• Lawfulness 

• International transfers 

• Security requirements 

• Powers of supervisory 

authority  

Arts. 6, 9, 44 et seq, 51 et seq 

https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020067.html?nn=10690868
http://lrbw.juris.de/cgi-bin/laender_rechtsprechung/document.py?Gericht=bw&GerichtAuswahl=Verwaltungsgerichte&Art=en&Datum=2020&nr=31735&pos=0&anz=206
http://www.landesrecht.rlp.de/jportal/portal/t/93h/page/bsrlpprod.psml;jsessionid=D1A90AAB90DC7E966EC8EA9F3074F1A5.jp12?pid=Dokumentanzeige&showdoccase=1&js_peid=Trefferliste&documentnumber=1&numberofresults=12&fromdoctodoc=yes&doc.id=MWRE200003368&doc.part=L&doc.price=0.0&doc.hl=1&doc.norm=all#focuspoint
https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020095.html
https://openjur.de/u/2293308.html
https://www.justiz.nrw.de/nrwe/arbgs/duesseldorf/lag_duesseldorf/j2020/NRWE_LAG_D_sseldorf_12_Sa_186_19_Urteil_20200311.html
https://www.gesetze-bayern.de/Content/Document/Y-300-Z-BECKRS-B-2020-N-33148?hl=true
https://www.lg-bonn.nrw.de/behoerde/presse/zt_archiv_060/Archiv-2020/Pressemitteilung27-2020-vom-11_11_2020-Bussgeld-gegen-Telekommunikationsd___.pdf
https://www.bundesverfassungsgericht.de/e/rk20210114_1bvr285319.html
http://www.adjustice.gr/webcenter/portal/ste/pageste/epikairotita/apofaseis?contentID=DECISION-TEMPLATE1569240425675&_afrLoop=716571359313550#!%40%40%3F_afrLoop%3D716571359313550%26centerWidth%3D65%2525%26contentID%3DDECISION-TEMPLATE1569240425675%26leftWidth%3D0%2525%26rigthWidth%3D35%2525%26showFooter%3Dfalse%26showHeader%3Dtrue%26_adf.ctrl-state%3Daswpsp4xh_165
http://www.areiospagos.gr/nomologia/apofaseis_DISPLAY.asp?cd=MHD6PNTCR0J2ASGUPJH5N4LKL0U2LV&apof=3_2020&info=%D0%CF%CB%C9%D4%C9%CA%C5%D3%20-%20%20%CF%CB%CF%CC%C5%CB%C5%C9%C1
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
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Metropolitan Court, judgment of 

2 October 2019 (P.20216 / 

2019/14) (appealed: see below) 

(available here) 

• Right to be forgotten  

• Journalistic activities 

• Compensation 

Arts. 4 (1), (2) and (11), 5, 6(1), 

10, 17, 21, 79(1), 82 (1) and (6) 

Metropolitan Court, judgment of 

9 October 2019 (P.21114 / 

2019/7) (appealed: see below) 

(available here) 

• Right to be forgotten 

• Compensation 

Arts. 17, 82 

Metropolitan Court, judgment of 

17 October 2019  (P.23554 / 

2018/28) (available here) 

• Right of access 

• Security requirements 

Arts. 15, 32 

Metropolitan Court, judgment of 

21 November 2019 (P.20804 / 

2019/1) (appealed: see below) 

(available here) 

• Access to data of deceased 

individuals 

Arts. 2, 15 

Metropolitan Court of Appeals, 

judgment of 27 November 2019 

(Pf.20774 / 2019/5) (available 

here) 

• Right to be forgotten 

• Journalistic activities 

Arts. 17, 85 

Metropolitan Court of Appeals, 

judgment of 9 January 2020 

(Pf.20970 / 2019/5) (available 

here) 

• Publication of the DPIA Art. 35 

Metropolitan Court of Appeals, 

judgment of 28 January 2020 

(Pf.21061 / 2019/5) (available 

here) 

• Right to be forgotten 

• Compensation 

Arts. 17, 82 

Metropolitan Court of Appeals, 

judgment of 28 January 2020 

(Pf.21030 / 2019/4) (available 

here) 

• Right to be forgotten  

• Journalistic activities 

• Compensation 

Art. 17 

Metropolitan Court, judgment of 

13 February 2020 (P.22741 / 

2019/5) (appealed: see below) 

(available here) 

• Right to be forgotten 

• Journalistic activities 

• Data on political opinions 

and trade union membership 

Arts. 6(1)(f), 9, 17, 85 

Metropolitan Court of Appeals, 

judgment of 24 March 2020 

(Pf.21167 / 2019/8) (available 

here) 

• Access to data of deceased 

individuals 

Art. 2, 15 

Metropolitan Court of Appeals, 

judgment of 14 May 2020 

(Pf.20208 / 2020/5) (available 

here) 

• Right to be forgotten 

• Journalistic activities 

• Data on political opinions 

and trade union membership 

Arts. 6(1)(f), 9, 17, 85 

Metropolitan Court of Appeals, 

judgment of 4 June 2020 

(Pf.20128 / 2020/11) (available 

here) 

• Notion of personal data 

• Audio recordings  

• Right of access 

Arts. 4(1), 15 

Metropolitan Court of Appeals, 

judgment of 9 June 2020 

(Mf.31087 / 2020/6) (available 

here) 

• Dismissal of DPO Art. 38(3) 

Supreme Court, judgment of 10 

June 2020 (Kf.39065 / 2020/5) 

(available here) 

• Right of access Art. 15 

https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
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Supreme Court, judgment of 10 

June 2020 (Kf.37998 / 2019/10) 

(available here) 

• Failure to notify a data 

breach 

• Data on political opinions 

• Criteria for deciding 

whether to impose an 

administrative fine and for 

deciding on the amount of 

the fine 

Arts. 9(1), 33-34, 83(2) 

Supreme Court, judgment of 14 

December 2020 (Kf.39705 / 

2020/4) (available here) 

• Consent 

• Processing of employees’ 

health data  

Arts. 4(11), 9 

Iceland 
Reykjavík District Court, 

judgment of 26 June 2020 (Case 

No E-2176/2019) 

• Right of access Arts. 13, 14, 15, 23 

Ireland 
Supreme Court, Data Protection 

Commissioner -v- Facebook 

Ireland Ltd [2019] IESC 46 

(judgment of 31 May 2019) 

• International transfers Arts. 44-50 

Court of Appeal, Director of 

Public Prosecutions v Doherty 

[2019] IECA 209 (judgment of 

31 May 2019) 

• Data retention Arts. 2, 23, 95, 99 

High Court, Crosbie v The 

Governor of Mountjoy Prison 

[2020] IEHC 158 (judgment of 

13 March 2020) 

• Scope of application of the 

GDPR 

• Law Enforcement Directive 

Art. 2(2) 

Court of Appeal, Nowak v DPC 

[2020] IECA 174 (judgment of 1 

July 2020) 

• Notion of personal data 

• Right of access 

• Obligation to provide 

personal data in their 

‘original’ form 

Arts. 4(1), 15 

Court of Appeal, Nowak v DPC 

[2020] IECA 175 (judgment of 1 

July 2020) 

• Notion of personal data 

• Right of access 

• Obligation to provide 

personal data in their 

‘original’ form 

Arts. 4(1), 15 

High Court, Data Protection 

Commissioner -v- Facebook 

Ireland Ltd and Maximilian 

Schrems [2020] IEHC 537 

(judgment of 30 October 2020) 

• Allocation of legal costs in 

Schrems II litigation 

N/A 

Dublin Circuit Court, Tusla 

Child and Family Agency v Data 

Protection Commissioner [2020] 

(judgment of 4 November 2020) 

• Security obligations 

• Data breach notification 

Arts. 32-33 

Court of Appeal, Shawl Property 

Investments Limited -v- XY & 

Anor [2021] IECA 53 (judgment 

of 19 February 2021) 

• Damages for breach of 

privacy 

• Judicial activities 

Arts. 79, 82 

  

https://eakta.birosag.hu/anonimizalt-hatarozatok
https://eakta.birosag.hu/anonimizalt-hatarozatok
https://www.heradsdomstolar.is/Cache/Verdicts/b26dec4d-3cf3-4472-b1c1-7ac4eb55ed9b.pdf
https://www.courts.ie/view/judgments/c3bf728e-3360-4e25-8b3c-1fffa5441b23/95d0f845-7de5-4957-9689-58879866213b/2019_IESC_46_1.pdf/pdf
https://www.courts.ie/view/judgments/c0ea7276-739f-47c0-84fd-78394c96264f/c22cabdc-2bef-468c-b99b-af584a3abcad/2019_IECA_209_1.pdf/pdf
https://www.courts.ie/view/judgments/e4a121a3-e2eb-4f06-af3c-32899db8290f/718639cf-937c-4d22-92e7-f7f8ca4e1daf/2020_IEHC_158.pdf/pdf
https://www.courts.ie/view/judgments/273487f9-90b0-4441-8f89-ba2d24cb335e/4c2089c8-0b8e-44fb-980d-23d388d92d70/2020_IECA_174%20(Unapproved).pdf/pdf
https://www.courts.ie/view/judgments/39fa5795-a604-46b7-9a22-6e935fd168d2/d6e08ace-5764-4220-a8c6-c39a9333098b/2020_IECA_175%20(Unapproved).pdf/pdf
https://www.courts.ie/acc/alfresco/c71a44e0-d0b2-4903-8c28-edca50a4d616/2020_IEHC_537.pdf/pdf#view=fitH
https://www.dataprotection.ie/en/news-media/press-releases/data-protection-commission-fine-tusla-child-and-family-agency-confirmed-court
https://www.courts.ie/view/judgments/173edc3e-f251-4a5c-bbdb-37ccdbf64524/3c5b5e41-085e-4de8-9b20-d98b0c5504e7/2021_IECA_53%20(Unapproved).pdf/pdf
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Italy 
TAR Trieste, judgment No 287 

of 13 September 2018 (N. 

00135/2018 REG.RIC.) 

• DPO certification Arts. 37, 39 

Constitutional Court, judgment 

No 20 of 19 February 2019 
• Publication of the revenues 

of public officials 

Arts. 6(1)(c), 86 

Court of Rieti, judgment of 7 

March 2019 (R.G. n. 2008/2018) 
• Conditions applicable to 

child’s consent in relation to 

information society services 

Art. 8 

Court of Cassation, judgment No 

19681 of 22 July 2019 
• Right to be forgotten Art. 17 

Court of Rome, judgment No 

10789 of 1 August 2019 
• Consent  

• Direct marketing 

• EPD 

• Annulment of fine 

Art. 4(11) 

TAR Lecce, judgment No 1468 

of 13 September 2019 (N. 

00182/2019 REG.RIC.) 

• Data protection officer 

(legal person/external) 

Art. 37 

Supreme Court of Cassation, 

judgment No 26778 of 21 

October 2019 

• Data minimisation principle Art. 5(1)(c) 

TAR Lazio, judgment No 3316 

of 17 March 2020 (N. 

01061/2020 REG.RIC.) 

• Video surveillance 

• LED 

N/A 

Court of Cassation, judgment No 

7559 of 27 March 2020 
• Right to be forgotten Arts. 17, 9(2)(j), 89 

Supreme Court of Cassation, 

judgment No 9147 of 19 May 

2020 

• Right to be forgotten Arts. 17, 85 

Supreme Court of Cassation, 

judgment No 28720 of 16 

December 2020 

• Concept of personal data 

• Right to rectification  

Arts. 4(1), 16 

Court of Milan, ordinance of 9 

February 2021 (N. R.G. 

2020/44578) 

• Data of deceased people 

• Right of access 

Art. 15 

Council of State, judgment of 29 

March 2021 (N. 01825/2020 

REG.RIC.; N. 01996/2020 

REG.RIC.) 

• Transparency  

• Free online services  

• Competence of the lead 

supervisory authority 

• Unfair commercial practices 

Arts. 12(7), 13, 56 

Latvia 
Regional Administrative Court, 

judgment of 29 June 2018 

(ECLI:LV:ADAT:2018:0629.A4

20146817.5.S) 

• Data protection officer Arts. 37-39 

Supreme Court, judgment of 22 

February 2019 

(ECLI:LV:AT:2019:0222.A420

236416.10.L) 

• Submission of a complaint 

to a supervisory authority is 

not a precondition for 

starting court proceedings 

for a violation of the GDPR  

Arts. 12(4), 77-79 

Supreme Court, judgment of 8 

April 2020 
• Data protection officer 

(qualification) 

Art. 37(5) 

https://www.giustizia-amministrativa.it/portale/pages/istituzionale/visualizza/?nodeRef=&schema=tar_ts&nrg=201800135&nomeFile=201800287_20.html&subDir=Provvedimenti
https://www.cortecostituzionale.it/actionSchedaPronuncia.do?anno=2019&numero=20
http://www.studiolegaledamoli.it/wp-content/uploads/2019/04/Tribunale-di-Rieti.pdf
https://dirittodiinternet.it/wp-content/uploads/2019/09/19681_07_2019_no-index.pdf
https://www.dataguidance.com/sites/default/files/sentenza_n._10789_del_2019.pdf
https://www.giustizia-amministrativa.it/portale/pages/istituzionale/visualizza/?nodeRef=&schema=tar_le&nrg=201900182&nomeFile=201901468_01.html&subDir=Provvedimenti
http://www.italgiure.giustizia.it/xway/application/nif/clean/hc.dll?verbo=attach&db=snciv&id=./20191021/snciv@s10@a2019@n26778@tO.clean.pdf
https://www.giustizia-amministrativa.it/portale/pages/istituzionale/visualizza/?nodeRef=&schema=tar_rm&nrg=202001061&nomeFile=202003316_20.html&subDir=Provvedimenti
http://images.go.wolterskluwer.com/Web/WoltersKluwer/%7Bb7db0060-b1d2-47eb-b328-422e7fd02feb%7D_cassazione-civile-ordinanza-7559-2020.pdf
https://www.cdnlex.it/wp-content/uploads/2020/05/Corte-di-Cassazione-Sezione-1-civile-Ordinanza-19-05-2020-n.-9147.pdf
https://www.laleggepertutti.it/451645_segnalazione-soci-alla-centrale-rischi-e-legittima
https://dirittodiinternet.it/wp-content/uploads/2021/02/Apple-eredita%CC%80-digitale-Tribunale.pdf
https://www.giustizia-amministrativa.it/portale/pages/istituzionale/visualizza/?nodeRef=&schema=cds&nrg=202001825&nomeFile=202102631_11.html&subDir=Provvedimenti
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:ADAT:2018:0629.A420146817.5.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:AT:2019:0222.A420236416.10.L
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:AT:2020:0408.A420210619.6.L
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(ECLI:LV:AT:2020:0408.A420

210619.6.L) 

Regional Administrative Court, 

judgment of 29 May 2020 

(ECLI:LV:ADAT:2020:0529.A4

20213218.13.S) 

• Video surveillance 

• Legal basis 

Art. 6 

Supreme Court, judgment of 30 

September 2020 

(ECLI:LV:AT:2020:0930.A420

213318.13.S) 

• Processing of data by 

judicial authorities 

• Anonymisation of court 

rulings 

Arts. 5(1)(b), 9(2)(f), 23(1)(f) 

Supreme Court, judgment of 30 

September 2020 

(ECLI:LV:AT:2020:0930.A420

260716.6.S) 

• Notion of personal data 

• Notion of biometric data 

• Biological material 

Art. 4(1) and (14) 

Supreme Court, judgment of 30 

October 2020 

(ECLI:LV:AT:2020:1030.A420

242416.5.S) 

• Video surveillance 

• Purely personal or 

household activity 

• Legal basis 

Arts. 2(2)(c), 6 

Regional Administrative Court, 

judgment of 23 December 2020 

(ECLI:LV:ADAT:2020:1223.A4

20294018.12.S) 

• Legal basis Arts. 6(1)(a), (c) and (e) 

Regional Administrative Court, 

judgment of 26 January 2021 

(ECLI:LV:ADAT:2021:0126.A4

20203019.12.S) 

• Processing of health data Arts. 4(15), 9(2)(h) 

Regional Administrative Court, 

judgment of 29 January 2021 

(ECLI:LV:ADAT:2021:0129.A4

20192819.10.S) 

• Journalistic activities 

• Personal activity 

• Right of access 

• Handling of complaints 

Arts. 2(2)(c),12(3), 15,17(3)(a), 

57(1)(f), 77, 78, 85 

Liechtenstein 
Supreme Administrative Court 

of Liechtenstein 

(Verwaltungsgerichtshof), 

judgment 2018/150 (appealed: 

see below) 

• Right of access Art. 15  

State’s Court of Justice 

(Staatsgerichtshof), judgment 

2019/057 

• Right of access Art. 15 

Lithuania 
Supreme Administrative Court, 

judgment of 18 November 2020 

(Administracinė byla Nr. eAS-

766-525/2020) 

• Supervisory authority’s 

failure to impose an 

administrative fine 

Arts. 58(2), 83 

Vilnius District Court, judgment 

of 24 November 2020 

(Civilinė byla Nr. e2-28446-

925/2020) 

• Right of access  Art. 15(1) 

Vilnius District Administrative 

Court, judgment of 3 December 

2020 (Administracinė byla Nr. 

eI2-4192-811/2020) 

• Video surveillance  

• Information duties 

Arts. 6(1)(f), 13 

Vilnius District Administrative 

Court, judgment of 10 December 
• Information duties Arts. 12-15 

https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:ADAT:2020:0529.A420213218.13.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:AT:2020:0930.A420213318.13.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:AT:2020:0930.A420260716.6.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:AT:2020:1030.A420242416.5.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:ADAT:2020:1223.A420294018.12.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:ADAT:2021:0126.A420203019.12.S
https://manas.tiesas.lv/eTiesasMvc/eclinolemumi/ECLI:LV:ADAT:2021:0129.A420192819.10.S
https://www.gerichtsentscheidungen.li/default.aspx?z=jQJciD1MeSkFWouRNilDnpiHLJMKp_tEqgorAUOzjfydiwPH2_AbwPYbXfJ100fjA4cOuDR66FqC3794tmKKwp1Jw7s1
https://www.gerichtsentscheidungen.li/default.aspx?z=2ZYm2o0-dz0q937fWbBhXPJdArCQ4h2_A9ymKwpgRqnSgaepnkpYN8A0M4t9kwqgfVy-_L8TuMO7GLOoPRzDQg2
http://liteko.teismai.lt/viesasprendimupaieska/tekstas.aspx?id=40fa93bd-dc12-439d-80c7-a3b1801c820e
http://liteko.teismai.lt/viesasprendimupaieska/tekstas.aspx?id=decb33f7-f934-494b-86a5-a2d2367fe38d
http://liteko.teismai.lt/viesasprendimupaieska/tekstas.aspx?id=ea4d3ebc-27fb-4253-8625-f46650f7b730
http://liteko.teismai.lt/viesasprendimupaieska/tekstas.aspx?id=0c4734b0-05a2-4726-aa8a-76ab3b54572f
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2020 (Administracinė byla 

Nr. I2-3534-1066/2020) 
• Right of access 

Supreme Administrative Court, 

judgment of 27 January 

2021(Administracinė byla 

Nr. eP-1-629/2021) 

• Processing of health data Arts. 6, 9 

Luxembourg 
Court of Appeal, judgment of 15 

July 2020 (CAL-2019-00278) 
• Right to be forgotten 

• Right to object 

• Journalistic activities 

Arts. 17, 21, 85 

Malta 
Court of Appeal, ALLIED 

NEWSPAPERS LIMITED vs 

PROJECTS MALTA LTD 

(ECLI:MT:AAMM:2020:12286

9) (available here) 

• Journalistic activities Art. 85 

Court of Appeal, LEO VEGAS 

GAMING P.L.C. vs ILK-

KUMMISSARJU GHALL-

INFORMAZZJONI U L-

PROTEZZJONI TAD-DATA 

(ECLI:MT:AAMM:2020:12157

7) (available here) 

• Notion of controller 

(affiliates) 

• Record of processing 

activities 

Arts. 4(7), 30 

Court of Appeal, UTTIGIEG 

GEORGE vs ZARB GAUCI 

MAISTRE REBECCA SIVE 

BECKY 

(ECLI:MT:AINF:2020:121602) 

(available here) 

• Health data Art. 9 

Small Claims Tribunal, 

ZAMMIT DANIEL vs 

BARTOLUCCIO ROCCO 

(ECLI:MT:TTZ:2020:120382) 

(available here) 

• Purely personal or 

household activity 

Art. 2 

Netherlands 
Court of Gelderland, judgment 

of 19 December 2018 

(ECLI:NL:RBGEL:2018:5551) 

• Sharing of sensitive data 

with third parties 

• Compensation 

Arts. 6, 9, 82 

Court of Amsterdam, judgment 

of 18 August 2019 

(ECLI:NL:RBAMS:2019:6005) 

• Use of fingerprint-based 

authorization system for a 

cash register 

Art. 9 

Court of Appeal of Amsterdam, 

judgment of 3 September 2019 

(ECLI:NL:GHAMS:2019:3232) 

• Removal of data from a 

bank register 

Arts. 6(1)(c), 17 

Court of Amsterdam, judgment 

of 25 September 2019 

(ECLI:NL:RBAMS:2019:8329) 

• Refusal to remove the 

applicant’s name from the 

online list of suspended and 

disbarred lawyers 

Arts. 12(3), 17, 18, 21 

Court of Zeeland-West-Brabant, 

judgment of 21 October 2019 

(ECLI:NL:RBZWB:2019:4846) 

• Right to erasure Arts. 6, 17 

http://liteko.teismai.lt/viesasprendimupaieska/tekstas.aspx?id=4e778ad3-fee7-47ee-be90-e28f5c9c8887
https://judoc.public.lu/ECLI_LU_CA_2020_00107-0715.pdf
https://ecourts.gov.mt/onlineservices/Judgements/Details?JudgementId=0&CaseJudgementId=122869
https://ecourts.gov.mt/onlineservices/Judgements/Details?JudgementId=0&CaseJudgementId=121577
https://ecourts.gov.mt/onlineservices/Judgements/Details?JudgementId=0&CaseJudgementId=121602
https://ecourts.gov.mt/onlineservices/Judgements/Details?JudgementId=0&CaseJudgementId=120382
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBGEL:2018:5551&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2019:6005
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2019:3232
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2019:8329
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2019:4846
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Court of Midden-Nederland, 

judgment of 25 October 2019 

(ECLI:NL:RBMNE:2019:4954) 

• Image rights and data 

protection 

Arts. 33, 35, 36 

Court of Midden-Nederland, 

judgment of 5 November 2019 

(ECLI:NL:RBMNE:2019:5275) 

• Sick leave reporting Arts. 4(15), 9(2) 

Court of Appeal of Amsterdam, 

judgment of 5 November 2019 

(ECLI:NL:GHAMS:2019:3966) 

• Timing for exercising the 

right to object 

Art. 21 

Court of Appeal of Arnhem-

Leeuwarden, judgment of 5 

November 2019 

(ECLI:NL:GHARL:2019:9352) 

• Sharing of user-data with 

copyright holder 

Arts. 4(2), 6 

Council of State, judgment of 13 

November 2019 

(ECLI:NL:RVS:2019:3848) 

• Data access request to joint 

controllers 

Arts. 4(7), 15 

Court of The Hague, judgment 

of 13 November 2019 

(ECLI:NL:RBDHA:2019: 

12031) 

• Compensation Art. 82 

Court of Midden-Nederland, 

judgment of 15 November 2019 

(ECLI:NL:RBMNE:2019:5430) 

• Application of GDPR to 

events that occurred before 

25 May 2018 

Arts. 17(1)(d), 82, 99 

Court of Appeal of Arnhem-

Leeuwarden, judgment of 3 

December 2019 

(ECLI:NL:GHARL:2019:10345) 

• Right to be forgotten 

• Right to object 

Arts. 6, 17(3)(b), 21(1)  

Court of Rotterdam, judgment of 

12 December 2019 

(ECLI:NL:RBROT:2019:9757) 

• Disclosure of a deceased 

person’s genetic data 

Arts. 4(2)(15), 9 

Court of Noord-Nederland, 

judgment of 12 December 2019 

(ECLI:NL:RBNNE:2019:5169) 

• Removal of search results 

which linked to pages about 

criminal records 

Arts. 6(1)(f), 10, 17, 21 

Court of Amsterdam, judgment 

of 23 December 2019 

(ECLI:NL:RBAMS:2019:9887) 

• Search engine’s refusal to 

remove information on a 

disciplinary action against a 

doctor 

Arts. 6(1)(f), 12, 17, 9, 10 

Court of Midden-Nederland, 

judgment of 9 January 2020 

(ECLI:NL:RBMNE:2020:24) 

• Biometric data 

• Right to erasure 

• Freedom of expression 

Arts. 4(1) and (14), 6(1)(f), 17, 

85 

Court of Midden-Nederland, 

judgment of 10 January 2020 

(ECLI:NL:RBMNE:2020:73) 

• Medical data Arts. 9, 17 

Court of Noord-Nederland, 

judgment of  15 January 2020 

(ECLI:NL:RBNNE:2020:247) 

• Disclosure of personal data 

through a Facebook 

message 

Arts. 5(1)(f), 6, 32(2) 

Court of Rotterdam, judgment of 

21 January 2020 

(ECLI:NL:RBROT:2020:515) 

• Right of access Art. 15(3) 

Court of Rotterdam, judgment of 

21 January 2020 

0(ECLI:NL:RBROT:2020:483) 

• Right of access Art. 15(3) 

file://///kant/jus-seri-u1/lucat/pc/Desktop/judgment
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBMNE:2019:5275&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2019:3966
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2019:9352
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2019:3848
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2019:12031
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBMNE:2019:5430
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2019:10345
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBROT:2019:9757
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBNNE:2019:5169
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2019:9887&showbutton=true&keyword=AV
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBMNE:2020:24
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBMNE:2020:73&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBNNE:2020:247
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBROT:2020:515
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBROT:2020:483
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Council of State, judgment of 22 

January 2020 

(ECLI:NL:RVS:2020:180) 

• Amount of information to be 

provided pursuant to Art 15 

GDPR 

Art. 15 

Court of Gelderland, judgment 

of 4 February 2020 

(ECLI:NL:RBGEL:2020:622) 

• Failure to act of the 

competent supervisory 

authority 

Art. 57 

Court of Gelderland, judgment 

of 4 February 2020 

(ECLI:NL:RBGEL:2020:619) 

• Performance of a contract 

• Proportionality 

Arts. 5, 6(1)(b)  

Court of The Hague, judgment 

of 5 February 2020 

(ECLI:NL:RBDHA:2020:865) 

• Automated decision-making 

to combat fraud in the areas 

of tax and social security 

Art. 5, 6, 22, 35 

Court of The Hague, judgment 

of 11 February 2020 

(ECLI:NL:RBDHA:2020:1013) 

• Use of a digital 

questionnaire used to 

evaluate the psychological 

conditions of gun license 

applicants 

Arts. 6(1)(c), 15, 17, 22 

Council of State, judgment of 26 

February 2020 

(ECLI:NL:RVS:2020:594) 

• Video surveillance Arts. 5, 6, 14 

Court of Appeal of Amsterdam, 

judgment of 3 March 2020 

(ECLI:NL:GHAMS:2020:648) 

• Right of access Art. 15 

Court of Rotterdam, judgment of 

18 March 2020 

(ECLI:NL:RBROT:2020:2256) 

• Right to erasure Art. 17 

Council of State, judgment of 25 

March 2020 

(ECLI:NL:RVS:2020:849) 

• Access to police reports Arts. 2(2)(c), 15(1) 

Council of State, judgment of 1 

April 2020 

(ECLI:NL:RVS:2020:898) 

• Compensation for the 

unlawful sharing of 

sensitive personal data 

Arts. 79, 82 

Council of State, judgment of 1 

April 2020 

(ECLI:NL:RVS:2020:899) 

• Compensation Arts. 6(1)(f), 82, 99(3) 

Council of State, judgment of 1 

April 2020 

(ECLI:NL:RVS:2020:900) 

• Compensation for non-

material damages 

Arts. 79, 82 

Council of State, judgment of 1 

April 2020 

(ECLI:NL:RVS:2020:901) 

• Legal basis 

• Transparency 

• Compensation 

Arts. 6(1)(e), 13, 82(1) 

Court of Midden-Nederland, 

judgment of 9 April 2020 

(ECLI:NL:RBMNE:2020:1487) 

• Proportionality 

• Data minimisation 

• Legal basis 

• Right to erasure 

• Compensation 

Arts. 5, 6, 17, 82 

Court of Rotterdam, judgment of 

10 April 2020 

(ECLI:NL:RBROT:2020:3430) 

• Disclosure of medical data 

to the insurance company of 

a hospital 

Art. 9 

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:180
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBGEL:2020:622
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBGEL:2020:619
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2020:865
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2020:1013
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:594
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2020:648
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBROT:2020:2256
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:849
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:898
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:899
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:900
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:901
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBMNE:2020:1487
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBROT:2020:3430
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Court of Noord-Nederland, 

judgment of 18 April 2020 

(ECLI:NL:RBNNE:2020:1828) 

• Legal basis for sharing non-

anonymised court decisions 

with third parties 

Art. 6 

Court of Appeal of Arnhem-

Leeuwarden, judgment of 28 

April 2020 

(ECLI:NL:GHARL:2020:3374) 

• Sharing of data regarding 

eviction for growing hemp 

Arts. 6, 10 

Court of Appeal of Arnhem-

Leeuwarden, judgment of 28 

April 2020 

(ECLI:NL:GHARL:2020:3464) 

• Balancing of interests under 

Article 21(1) GDPR 

Arts. 5, 17 , 21 

Court of Oost-Brabant, judgment 

of 28 April 2020 

(ECLI:NL:RBOBR:2020:2437) 

• Right to erasure 

• Compensation 

Arts. 6(1)(e), 17(3), 82 

Court of Oost-Brabant, judgment 

of 7 May 2020 

(ECLI:NL:RBOBR:2020:2534) 

• Request for removal of 

registration in the Dutch 

Credit Registry 

Arts. 6(1)(e), 21(1), 79 

Court of Gelderland, judgment 

of 13 May 2020 

(ECLI:NL:RBGEL:2020:2521) 

• Household exemption 

• Minors 

Arts. 2(2)(c), 8(1) 

Court of Amsterdam, judgment 

of 15 May 2020 

(ECLI:NL:RBAMS:2020:2602) 

• Misinformation 

• Sharing of data on 

advertisers 

Art. 6 

Council of State, judgment of 12 

June 2020 

(ECLI:NL:RVS:2020:1379) 

• Powers of supervisory 

authorities 

• Obligation of a supervisory 

authority to investigate 

Arts. 51-58  

Court of Appeal of The Hague, 

judgment of 16 June 2020 

(ECLI:NL:GHDHA:2020:1180) 

• Right to object Art. 21(1) 

Court of Zeeland-West-Brabant, 

judgment of 19 June 2020 

(ECLI:NL:RBZWB:2020:2658) 

• Request for removal of 

personal data 

Arts. 4(7), 15, 82 

Court of Zeeland-West-Brabant, 

judgment of 19 June 2020 

(ECLI:NL:RBZWB:2020:2631) 

• Timing for responding to a 

data subject’s request 

Art. 12 

Court of Appeal of Amsterdam, 

judgment of 23 June 2020 

(ECLI:NL:GHAMS:2020:1802) 

• Right to be forgotten Art. 17 

Court of Appeal of Amsterdam, 

judgment of 7 July 2020 

(ECLI:NL:GHAMS:2020:1984) 

• Legitimate interest Art. 6(1)(f) 

Court of Zeeland-West-Brabant, 

judgment of 14 July 2020 

(ECLI:NL:RBZWB:2020:3052) 

• Credit ratings Arts. 6, 21 

Court of Amsterdam, judgment 

of 22 July 2020 

(ECLI:NL:RBAMS:2020:3945) 

• Balancing of interests Arts. 5, 6(1)(f) 

Council of State, judgment of 22 

July 2020 

(ECLI:NL:RVS:2020:1743) 

• Legal aid to exercise data 

subject’s rights 

Arts. 15-22 

Court of Appeal of 's-

Hertogenbosch, judgment of 6 
• Legal obligation 

• Legitimate interest 

Arts. 6(1)(c) and (f), 17(1), 21(1) 

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBNNE:2020:1828
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2020:3374
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2020:3464
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBOBR:2020:2437
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBOBR:2020:2534
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBGEL:2020:2521
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2020:2602
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:1379
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHDHA:2020:1180
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2020:2658
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2020:2631
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2020:1802
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2020:1984
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2020:3052
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2020:3945
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:1743
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHSHE:2020:2536
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August 2020  (ECLI: NL: 

GHSHE: 2020: 2536) 
• Right to erasure 

• Right to object 

Council of State, judgment of 30 

September 2020 

(ECLI:NL:RVS:2020:2315) 

• Right to erasure Arts. 5, 6, 17 

Council of State, judgment of 30 

September 2020 

(ECLI:NL:RVS:2020:2316) 

• Lawfulness 

• Right to erasure 

• Purpose limitation 

Arts. 5(1)(b), 6(4), 17(3)(e) 

Council of State, judgment of 14 

October 2020 

(ECLI:NL:RVS:2020:2419) 

• Right of access Art. 15 

Council of State, judgment of 28 

October 2020 

(ECLI:NL:RVS:2020:2559) 

• Right of access Art. 15 

Council of State, judgment of 4 

November 2020 

(ECLI:NL:RVS:2020:2642) 

• Right to rectification Art. 16 

Council of State, judgment of 18 

November 2020 

(ECLI:NL:RVS:2020:2738) 

• Right of access (to data of 

third parties) 

Art. 15 

Council of State, judgment of 9 

December 2020 

(ECLI:NL:RVS:2020:2915) 

• Information necessary to 

confirm the identity of the 

data subject 

Art. 12(6) 

Council of State, judgment of 9 

December 2020 

(ECLI:NL:RVS:2020:2927) 

• Information necessary to 

confirm the identity of the 

data subject 

Art. 12(6) 

Council of State, judgment of 27 

January 2021 

(ECLI:NL:RVS:2021:154) 

• Right of access 

• Right to object 

• Right to erasure 

Arts. 9(2)(b), 15, 17, 21 

Court of Amsterdam, judgment 

of 11 February 2021 

(ECLI:NL:RBAMS:2021:794) 

 

• Right to object 

• Right to erasure 

Arts. 17, 21  

Court of Amsterdam, judgment 

of 11 March 2021 

(ECLI:NL:RBAMS:2021:1020) 

• Right of access 

• Transparency 

• Profiling 

• Automated decision-making 

• Right to data portability 

Arts. 15, 4(4),  5(1)(a), 20, 22 

Court of Amsterdam, judgment 

of 11 March 2021 

(ECLI:NL:RBAMS:2021:1018) 

• Profiling 

• Automated decision-making 

• Transparency 

• Right of access 

• Compensation 

Arts. 4(4), 5(1)(a), 15, 22, 82 

Court of Amsterdam, judgment 

of 11 March 2021 

(ECLI:NL:RBAMS:2021:1019) 

• Profiling 

• Automated decision-making 

• Right of access 

• Right to data portability 

• Transparency 

Arts. 4(4), 15, 20, 22 

  

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2315&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2316
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2419
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2559&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2642
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2738&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2915&showbutton=true&keyword=AVG
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2020:2927
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2021:154
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2021:794&showbutton=true&keyword=2016%2f679
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2021:1020
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2021:1018&showbutton=true&keyword=uber
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2021:1019&showbutton=true&keyword=ola+cabs
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Norway 
Oslo District Court, judgment 

TOSLO-2019-98312 (17 

December 2019) (appealed: see 

below) 

• Legitimate interest 

• Right to object 

Arts. 6(1)(f), 21 

Borgarting Court of Appeal, 

judgment LB-2020-18230 (5 

February 2021) 

• Legitimate interest 

• Right to object 

Arts. 6(1)(f), 21 

Poland 
Provincial Administrative Court 

of Warsaw, judgment of 11 

December 2019 (II SA/Wa 

1030/19) 

 

• Information obligations Art. 14 

Provincial Administrative Court 

of Warsaw, judgment of 16 

September 2020 (II SA/Wa 

2640/19) 

• Lawfulness Arts. 5(1)(a), 6(1) 

Provincial Administrative Court 

of Warsaw, judgment of 25 

September 2020 (II SA/Wa 

2754/19) 

• Processing of health data 

• Mandatory vaccinations 

Arts. 6, 9, 23 

Provincial Administrative Court 

of Warsaw, judgment of 25 

September 2020 (II SA/Wa 

2514/19) 

• Processing of health data Arts. 9(2)(g) and (f), 58(1) 

Provincial Administrative Court 

of Warsaw, judgment of 28 

September 2020 (II SA/Wa 

2443/19) 

• Lawfulness Arts. 5(1)(a), 6(1), 57(1)(a) and 

(f), 58(2)(b) 

Provincial Administrative Court 

of Warsaw, judgment of 29 

September 2020 (II SA/Wa 

2475/19) 

• Right of access 

 

Arts. 5(1)(a), 12(1), 15(1)(c), 

57(1)(a)and (f), 58(2)(c) 

Provincial Administrative Court 

of Warsaw, judgment of 30 

September 2020 (II SA/Wa 

2412/19) 

• Video surveillance 

• Legitimate interests 

• Obligation to designate a 

DPO (notions of core 

activity and large scale) 

Arts. 6(1)(f), 37(1)(b) and (c) 

Provincial Administrative Court 

of Warsaw, judgment of 8 

October 2020 (II SA/Wa 378/20) 

• Scope of application of the 

GDPR 

• Data of deceased people 

• Processing of data for 

achieving purposes  

• Failure to act of a 

supervisory authority 

Art. 2(2)(a) and Rec. 27, 158 

Provincial Administrative Court 

of Warsaw, judgment of 19 

October 2020 (II SA/Wa 

2837/19) 

• Lawfulness 

• Right to be forgotten 

• Right to object 

• Re-use of public sector 

information 

Arts. 5, 6(1)(f), 17, 21 

Provincial Administrative Court 

of Warsaw, judgment of 20 

October 2020 (II SA/Wa 768/20) 

• Principle of data 

minimisation 

Art. 5(1)(c) 

https://lovdata.no/dokument/TRSIV/avgjorelse/toslo-2019-98312
https://lovdata.no/dokument/LBSIV/avgjorelse/lb-2020-18230
http://orzeczenia.nsa.gov.pl/doc/30EDD316DA
http://orzeczenia.nsa.gov.pl/doc/6B27E4F2E1
http://orzeczenia.nsa.gov.pl/doc/C456E129DA
http://orzeczenia.nsa.gov.pl/doc/84DA37F8D1
http://orzeczenia.nsa.gov.pl/doc/FF4E9DEE89
http://orzeczenia.nsa.gov.pl/doc/921D07F598
http://orzeczenia.nsa.gov.pl/doc/3793F89D84
http://orzeczenia.nsa.gov.pl/doc/3693CD60F8
http://orzeczenia.nsa.gov.pl/doc/0507A9A0EB
http://orzeczenia.nsa.gov.pl/doc/8ED10FC8EA
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Provincial Administrative Court 

of Warsaw, judgment of 22 

October 2020 (II SA/Wa 

1953/19) 

• Processing of customers’ 

data after the expiry of a 

contract with a bank 

Arts. 6(1)(c) and (f), 17(3)(b) 

and (e) 

Provincial Administrative Court 

of Warsaw, judgment of 23 

October 2020 (II SA/Wa 

2581/19) 

• Right to be forgotten 

• Journalistic activities 

Arts. 17, 85 

Provincial Administrative Court 

of Warsaw, judgment of 27 

October 2020 (II SA/Wa 310/20) 

• Determination of the 

purposes and means of 

processing by the processor 

• Criteria to calculate the 

amount of the fine 

Arts. 5, 28(10), 29, 83 

Provincial Administrative Court 

of Warsaw, judgment of 29 

October 2020 (II SA/Wa 396/20) 

• Information obligations Art. 14 

Provincial Administrative Court 

of Warsaw, judgment of 6 

November 2020 (II SA/Wa 

185/20) 

• Data minimisation Art. 5(1)(c) 

Provincial Administrative Court 

of Warsaw, judgment of 10 

November 2020 (II SA/Wa 

273/20) 

• Legal basis 

• Processing of children’s 

data 

Art. 6(1)(c) 

Provincial Administrative Court 

of Warsaw, judgment of 16 

November 2020 (II SA/Wa 

781/2) 

• Storage limitation principle 

• Retention of data for 

possible future use in legal 

proceedings 

Arts. 5(1)(e), 6(1), 9(2), 17(1)(a) 

Provincial Administrative Court 

of Warsaw, judgment of 24 

November 2020 (II SA/Wa 

1132/20) 

• Data protection principles 

• Legal basis 

Arts. 5, 6(1)(c) and (e) 

Provincial Administrative Court 

of Warsaw, judgment of 27 

November 2020 (II SA/Wa 

1542/20) 

• Powers of supervisory 

authority 

Art. 58 

Provincial Administrative Court 

of Warsaw, judgment of 3 

December 2020 (II SA/Wa 

519/20) 

• Legal basis 

• Processing of employees’ 

data 

Art. 6(1)(c) 

Provincial Administrative Court 

of Warsaw, judgment of 4 

December 2020 (II SAB/Wa 

456/20) 

• Inactivity of supervisory 

authority 

Arts. 77, 78(2) 

Provincial Administrative Court 

of Warsaw, judgment of 18 

December 2020 (II SA/Wa 

989/20) 

• Access to data of third 

parties 

Arts. 6(1)(f), 15, 58 

Supreme Administrative Court, 

judgment of 15 January 2021 

(III OSK 2892/21) 

• Processing of health data Arts. 6, 9 

Provincial Administrative Court 

of Gdańsk, judgment of 20 

January 2021 (II SA/Gd 576/19) 

• Access to documents Art. 86 

http://orzeczenia.nsa.gov.pl/doc/3F87EA06A7
http://orzeczenia.nsa.gov.pl/doc/CD6979A4DB
http://orzeczenia.nsa.gov.pl/doc/942DE6198F
http://orzeczenia.nsa.gov.pl/doc/A551442AE1
http://orzeczenia.nsa.gov.pl/doc/F67B869E47
http://orzeczenia.nsa.gov.pl/doc/39A061EDA0
http://orzeczenia.nsa.gov.pl/doc/18F0417E0D
http://orzeczenia.nsa.gov.pl/doc/5C081F166A
http://orzeczenia.nsa.gov.pl/doc/30E61FCB03
http://orzeczenia.nsa.gov.pl/doc/49A2C1D18E
http://orzeczenia.nsa.gov.pl/doc/0C6C05E64D
http://orzeczenia.nsa.gov.pl/doc/D6B498CAFD
http://orzeczenia.nsa.gov.pl/doc/5D57568123
http://orzeczenia.nsa.gov.pl/doc/5C5B3DA1BE
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Provincial Administrative Court 

of Warsaw, judgment of 20 

January 2021 (II SAB/Wa 

484/20) 

• Inactivity of supervisory 

authority 

Arts. 77, 78(2) 

Portugal 
Central Administrative Court 

North (TCAN), judgment of 25 

January 2019 

(ECLI:PT:TCAN:2019:01775.1

8.6BEBRG.9E) 

 

• Access to documents 

• Legal basis 

• Data protection principles 

Arts. 5, 6 

Central Administrative Court — 

South (TCAS), judgment of 7 

March 2019 

(ECLI:PT:TCAS:2019:836.18.6

BESNT.E5) 

 

• Health data Arts. 4(15), 9 

Central Administrative Court — 

North (TCAN), judgment of 12 

June 2019 

(ECLI:PT:TCAN:2019:00175.1

9.5BEAVR.8F) 

• Notion of personal data Arts. 1(1), 4(1), 6(1) 

Court of Appeal of Porto (TRP), 

judgment of 11 July 2019 

(ECLI: PT: TRP: 2019: 

1606.17.4T8PVZ.P1) 

 

 

• Legitimate interest Art. 6(1)(f) 

Constitutional Court, judgment 

No 464/2019 of 18 September 

2019 

• National security Arts. 5(1)(a), 23(1) 

Court of Appeal of Lisbon 

(TRL) judgment of 26 

September 2019 

(ECLI:PT:TRL:2019:1981.14.2

TBOER.L1.2.CD) 

 

• Consent Art. 4(11) 

Court of Appeal of Lisbon 

(TRL) judgment of 26 

September 2019 

(ECLI:PT:TRL:2019:1981.14.2

TBOER.L1.2.CD) 

 

• Consent Art. 4(11) 

Central Administrative Court — 

North (TCAN), judgment of 27 

September 2019 (00631 / 

19.5BEPRT) 

 

• Notion of personal data Arts. 1(1), 4(1), 6(1) 

Court of Appeal of Coimbra 

(TRC), judgment of 26 June 

2020 (4354/19.7T8CBR-A.C2) 

 

• Notion of personal data 

• Legitimate interests 

• Trade union membership 

 

Arts. 4(1), 6(1)(f), 9(2)(f) 

Court of Appeal of Lisbon 

(TRL), judgment of 6 February 

2020 (18479 / 16.7T8LSB-B.L1-

2) 

• Notion of personal data 

• Legitimate interest  

Arts. 4(1), 6(1)(f) 

http://orzeczenia.nsa.gov.pl/doc/A866BE9A0F
https://jurisprudencia.csm.org.pt/ecli/ECLI:PT:TCAN:2019:01775.18.6BEBRG.9E
https://jurisprudencia.csm.org.pt/ecli/ECLI:PT:TCAS:2019:836.18.6BESNT.E5
https://jurisprudencia.csm.org.pt/ecli/ECLI:PT:TCAN:2019:00175.19.5BEAVR.8F/#ecli-title
http://www.dgsi.pt/jtrp.nsf/56a6e7121657f91e80257cda00381fdf/f62bcb4c7174c4d1802584cd003ea4a0?OpenDocument&Highlight=0,2016%2F679
http://www.tribunalconstitucional.pt/tc/acordaos/20190464.html
https://jurisprudencia.csm.org.pt/ecli/ECLI:PT:TRL:2019:1981.14.2TBOER.L1.2.CD#integral-text
https://jurisprudencia.csm.org.pt/ecli/ECLI:PT:TRL:2019:1981.14.2TBOER.L1.2.CD#integral-text
http://www.dgsi.pt/jtcn.nsf/89d1c0288c2dd49c802575c8003279c7/0be00c6fc7001a5c802584bf005f92ca?OpenDocument&Highlight=0,2016%2F679
http://www.dgsi.pt/jtrc.nsf/c3fb530030ea1c61802568d9005cd5bb/18aeffd15973832f8025859d004d0763?OpenDocument&Highlight=0,2016%2F679
http://www.dgsi.pt/jtrl.nsf/33182fc732316039802565fa00497eec/e922d7c5a0ca56aa8025851200533efd?OpenDocument&Highlight=0,2016%2F679
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Romania 
High Court of Cassation and 

Justice, Decision No 2260/2018 
• Further processing 

• Audio/video recording for 

the prevention of criminal 

offences 

Art. 6(4) 

High Court of Cassation and 

Justice, Decision No 3992/2018 
• Medical data General reference to GDPR 

High Court of Cassation and 

Justice, Decision No 67/2020 
• Anonymisation of data Art. 14(1) 

High Court of Cassation and 

Justice, Decision No 334/2020 
• Right to be forgotten Arts. 17, 21(1), 22(2) 

Slovakia 
Supreme Court, judgment of 8 

October 2019 (ECLI: SK: 

NSSR: 2019: 1017200205.1) 

• Notion of personal data Art. 4(1) 

Regional Court of Bratislava, 

judgment of 22 January 2020 

(ECLI:SK:KSBA:2020:1019200

666.2) 

• Access to documents Art. 86 

Regional Court of Bratislava, 

judgment of 29 April 2020 

(ECLI:SK:KSBA:2020:1018201

115.2) 

• Legal obligation 

• Legitimate interest 

• Location data 

Art. 6(1)(c) and (f) 

Slovenia 
Maribor Higher Court (VSM), 

judgment of 11 June 2019 

(ECLI: SI: VSMB: 2019: 

I.CP.374.2019) 

 

• Right to be forgotten 

• Compensation for non-

pecuniary damage 

Art. 17 

Ljubljana Higher Court (VSL), 

judgment of 20 November 2019 

(ECLI: SI: VSLJ: 2019: 

II.CP.1931.2019) 

 

• Notion of personal data 

• Location data 

• Legal basis 

• E-Privacy Directive 

Arts. 4(1), 6 

Higher Labor and Social Court 

(VDSS), judgment of 5 May 

2020 

(ECLI:SI:VDSS:2020:PDP.679.

2019) 

 

• Lawfulness 

• Processing in the 

employment context 

Art. 6 

Ljubljana Higher Court (VSL), 

judgment of 18 June 2020 

(ECLI: SI: VSLJ: 2020: 

PRP.345.2019) 

• Lawfulness 

• Legal obligation 

• Administrative fines 

Arts. 6, 83 

Supreme Court (VSRS), 

judgment of 28 August 2020 

(ECLI: SI: VSRS: 2020: 

II.IPS.23.2020) 

• Right to be forgotten 

• Compensation for non-

pecuniary damage 

Art. 17 

Spain 
Constitutional Court, judgment 

No 58/2018 
(ECLI:ES:TC:2018:58) 

• Right to erasure Art. 17 

http://www.scj.ro/en/1093/Jurisprudence-details?customQuery%5B0%5D.Key=id&customQuery%5B0%5D.Value=156923
http://www.scj.ro/en/1093/Jurisprudence-details?customQuery%5B0%5D.Key=id&customQuery%5B0%5D.Value=153354
http://www.scj.ro/en/1093/Jurisprudence-details?customQuery%5B0%5D.Key=id&customQuery%5B0%5D.Value=157697
http://www.scj.ro/1093/Detalii-jurisprudenta?customQuery%5B0%5D.Key=id&customQuery%5B0%5D.Value=170254
https://obcan.justice.sk/infosud/-/infosud/i-detail/rozhodnutie/a60b1f38-b2ea-402d-b100-c3b6d9ef6b8e%3Ad9168f61-d419-4ef2-acf1-249afa674d42
https://obcan.justice.sk/infosud/-/infosud/i-detail/rozhodnutie/39e85581-74fe-43bb-964e-55eb2b464ea4%3Ade3a655a-28cd-4566-860b-f7a72080884f
https://obcan.justice.sk/infosud/-/infosud/i-detail/rozhodnutie/16885693-df92-4d2e-bbf5-7b586296b91e%3A84203742-774e-406c-8efe-aba506ef6dd5
http://www.sodnapraksa.si/search.php?q=%22Uredba%20(EU)%202016/679%22&database%5bSOVS%5d=SOVS&database%5bIESP%5d=IESP&database%5bVDSS%5d=VDSS&database%5bUPRS%5d=UPRS&database%5bNEGM%5d=NEGM&_submit=i%C5%A1%C4%8Di&rowsPerPage=20&page=0&id=2015081111433640
http://www.sodnapraksa.si/search.php?q=%22Uredba%20(EU)%202016/679%22&database%5bSOVS%5d=SOVS&database%5bIESP%5d=IESP&database%5bVDSS%5d=VDSS&database%5bUPRS%5d=UPRS&database%5bNEGM%5d=NEGM&_submit=i%C5%A1%C4%8Di&rowsPerPage=20&page=0&id=2015081111435812
http://www.sodnapraksa.si/search.php?q=%22Uredba%20(EU)%202016/679%22&database%5bSOVS%5d=SOVS&database%5bIESP%5d=IESP&database%5bVDSS%5d=VDSS&database%5bUPRS%5d=UPRS&database%5bNEGM%5d=NEGM&_submit=i%C5%A1%C4%8Di&rowsPerPage=20&page=0&id=2015081111438432
http://www.sodnapraksa.si/search.php?q=Zakon%20o%20varstvu%20osebnih%20podatkov&database%5bSOVS%5d=SOVS&database%5bIESP%5d=IESP&database%5bUPRS%5d=UPRS&database%5bNEGM%5d=NEGM&_submit=i%C5%A1%C4%8Di&order=date&direction=desc&rowsPerPage=20&page=0&id=2015081111438757
http://www.sodnapraksa.si/search.php?q=%22Uredba%20(EU)%202016/679%22&database%5bSOVS%5d=SOVS&database%5bIESP%5d=IESP&database%5bVDSS%5d=VDSS&database%5bUPRS%5d=UPRS&database%5bNEGM%5d=NEGM&_submit=i%C5%A1%C4%8Di&rowsPerPage=20&page=0&id=2015081111440464
https://hj.tribunalconstitucional.es/HJ/docs/BOE/BOE-A-2018-9534.pdf
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Constitutional Court, judgment 

No 76/2019 

(ECLI:ES:TC:2019:76) 

• Data on political opinions Art. 9 

Tribunal Supremo, judgment No 

129/2019 

(ECLI:ES:TS:2019:3739) 

• Health data Art. 4(15) 

Tribunal Supremo, judgment No 

304/2019 

(ECLI:ES:TS:2019:1436) 

• Consent of employees for 

video calls 

Arts. 4(1),(2) and (11), 6, 7, 9 

Tribunal Supremo, judgment No 

1062/2019 

(ECLI:ES:TS:2019:2484) 

• Notion of personal data 

(data on energy 

consumption) 

• Pseudonymisation 

Arts. 4(1), 4(5) 

Tribunal Supremo, judgment No 

1690/2019 

(ECLI:ES:TS:2019:3890) 

• Territorial scope of 

application 

Art. 3 

Tribunal Supremo, judgment No 

815/2020 

(ECLI:ES:TS:2020:1771) 

• Voice recordings 

• Household exemption  

Arts. 2(2), 4(1), 6(1)(f) 

Tribunal Supremo, judgment No 

840/2020 

(ECLI:ES:TS:2020:2031) 

• Voice as personal data Arts. 4(1), 6(1)(f) 

Tribunal Supremo, judgment No 

772/2020 

(ECLI:ES:TS:2020:1562) 

• Notion of controller 

• Notion of processor 

Arts. 4(7)(8), 24, 28, 82(2) 

Tribunal Supremo, judgment No 

1134/2020 

(ECLI:ES:TS:2020:4442) 

• Processing of employees’ 

data 

Arts. 6(1)(b) and (f), 9 

Tribunal Supremo, judgment No 

1175/2020 

(ECLI:ES:TS:2020:2873) 

• Right to be forgotten Art. 17 

Tribunal Supremo, judgment No 

1176/2020 

(ECLI:ES:TS:2020:2918) 

• Right to be forgotten Art. 17 

Tribunal Supremo, judgment No 

1471/2020 

(ECLI:ES:TS:2020:3568) 

• Direct marketing 

• Legitimate interests 

• Right to object 

Arts. 6(1)(f), 5, 21 

Tribunal Supremo, judgment No 

1476/2020 

(ECLI:ES:TS:2020:3761) 

• Direct marketing 

• Legitimate interests 

• Right to object 

Arts. 6(1)(f), 5, 21 

Tribunal Supremo, judgment No 

1477/2020 

(ECLI:ES:TS:2020:3762) 

• Direct marketing 

• Legitimate interests 

• Right to object 

Arts. 6(1)(f), 5, 21 

Tribunal Supremo, judgment No 

1511/2020 

(ECLI:ES:TS:2020:3701) 

• Direct marketing 

• Legitimate interests 

• Right to object 

Arts. 6(1)(f), 5, 21 

Tribunal Supremo, judgment No 

1513/2020 

(ECLI:ES:TS:2020:4450) 

• Direct marketing 

• Legitimate interests 

• Right to object 

Arts. 6(1)(f), 5, 21 

Tribunal Supremo, judgment No 

1562/2020 

(ECLI:ES:TS:2020:3891) 

• Direct marketing 

• Legitimate interests 

Arts. 6(1)(f), 5, 21 

https://hj.tribunalconstitucional.es/HJ/docs/BOE/BOE-A-2019-9548.pdf
http://www.poderjudicial.es/search/TS/openDocument/101c567dcc2b5ef2/20191203
http://www.poderjudicial.es/search/contenidos.action?action=contentpdf&databasematch=TS&reference=8762969&optimize=20190517&publicinterface=true
http://www.poderjudicial.es/search/openDocument/36f4171fa1525d61
https://www.poderjudicial.es/search/openDocument/36f4171fa1525d61
http://www.poderjudicial.es/search/openDocument/be3ed1805caef54c
http://www.poderjudicial.es/search/TS/openDocument/13f5b0e40782fc6c/20200707
http://www.poderjudicial.es/search/TS/openDocument/8033d44429a982d8/20200618
https://www.poderjudicial.es/search/AN/openDocument/2c34aa6e8e54fd57/20210121
http://www.poderjudicial.es/search/documento/TS/9263458/Real%20Decreto%20alarma%20sanitaria%20Covid-19/20200930
http://www.poderjudicial.es/search/SentenciasDictadas/documento/TS/9263459/20200930
https://www.poderjudicial.es/search/AN/openDocument/c1f5b647e74892ef/20201113
https://www.poderjudicial.es/search/AN/openDocument/d23ff2f557436d09/20201124
https://www.poderjudicial.es/search/AN/openDocument/ebc14c11c4c5a895/20201124
https://www.poderjudicial.es/search/AN/openDocument/157ac2641c417ea0/20201123
https://www.poderjudicial.es/search/AN/openDocument/a44912b2cde3002a/20210122
https://www.poderjudicial.es/search/AN/openDocument/de06af527df61a69/20201203
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• Right to object 

Tribunal Supremo, judgment No 

1620/2020 

(ECLI:ES:TS:2020:4399) 

• Direct marketing 

• Legitimate interests 

• Right to object 

Arts. 6(1)(f), 5, 21 

Tribunal Supremo, judgment No 

54/2021 

(ECLI:ES:TS:2021:150) 

• Scope of application of the 

GDPR 

• Criminal investigations 

Art. 2(2)(d) 

Tribunal Supremo, judgment No 

244/2021 

(ECLI:ES:TS:2021:698) 

• Processing of data of a 

religious organisation 

• Right to erasure 

Arts. 9(2)(d), 17 

Audiencia Nacional, judgment 

of 23 April 2019 

(ECLI:ES:AN:2019:1801) 

• Right to be forgotten Art. 17 

Audiencia Nacional, judgment 

of 29 November 2019 

(ECLI:ES:AN:2019:4627) 

• Processing of health data Arts. 4(15), 9 

Audiencia Nacional, judgment 

of 31 January 2020 

(ECLI:ES:AN:2020:525) 

• Right to be forgotten Art. 17 

Audiencia Nacional, judgment 

of 24 November 2020 

(ECLI:ES:AN:2020:3995) 

• Anti-doping testing 

• Notion of health data 

Arts. 4(15) 

Audiencia Nacional, judgment 

of 4 December 2020 

(ECLI:ES:AN:2020:3689) 

• Main establishment  

• Right of access 

• Right to erasure 

• Right to object 

Arts. 4(16), 15, 17, 21 

Audiencia Nacional, judgment 

of 26 February 2021 

(ECLI:ES:AN:2021:578) 

• Principle of accuracy 

• Administrative fines 

• Fault of the controller 

Arts. 5(1)(d), 58(2)(i), 83 

Sweden 
Administrative Court of 

Stockholm, judgment of 17 June 

2020 (Mål: 9379-19, 9408-19) 

• Processing of sensitive data 

by a religious organisation 

Art. 9(2)(d) 

Administrative Court of 

Stockholm, judgment of 20 June 

2020 (Mål: 8483-19, 8487-19, 

8489-19) 

• Video surveillance 

• Lawfulness 

Art. 6 

Administrative Court of 

Stockholm, judgment of 14 

August 2020 (Mål: 20577-19) 

• Validity of consent 

• Processing of sensitive data 

• Facial recognition 

Arts. 4(11), 9 

Administrative Court of 

Stockholm, judgment of 23 

November 2020 (Mål: 7565-20) 

• Right to be forgotten 

• Reduction of administrative 

fine 

Arts. 17, 83 

Supreme Administrative Court, 

judgment of 19 February 2021 

(Mål: 433-20) 

• Principle of purpose 

limitation 

• Principle of data 

minimisation 

• Access to documents 

• Law Enforcement Directive 

Art. 5(1)(b) and (c) 

https://www.poderjudicial.es/search/AN/openDocument/eae9143d898d546a/20210112
https://www.poderjudicial.es/search/AN/openDocument/e50f0965039fc946/20210209
https://www.poderjudicial.es/search/AN/openDocument/71b6de422ac3fa96/20210309
https://www.poderjudicial.es/search/AN/openDocument/3e264256be8041eb/20190524
https://www.poderjudicial.es/search/AN/openDocument/9b2f26a1dc6a2453/20200204
https://www.poderjudicial.es/search/AN/openDocument/163adf5ed09de260/20200325
https://www.poderjudicial.es/search/AN/openDocument/067a18d2d8fd5dc9/20210122
https://www.poderjudicial.es/search/AN/openDocument/531008aa190673a2/20210113
https://www.poderjudicial.es/search/AN/openDocument/52c2d7a2a876c5d9/20210325
https://www.domstol.se/en/nyheter/2020/06/forbudet-mot-att-behandla-personuppgifter-i-obehorighetsarenden-om-praster-upphavs/
https://www.domstol.se/en/nyheter/2019/06/forvaltningsratten-andrar-datainspektionens-beslut-om-kamerabevakning-vid-gransovergangar/
https://www.domstol.se/en/nyheter/2020/08/gymnasienamnden-i-skelleftea-kommun-hade-inte-ratt-att-registrera-elevers-narvaro-med-hjalp-av-ansiktsigenkanning/
https://www.domstol.se/forvaltningsratten-i-stockholm/nyheter/2020/11/googles-rutin-strider-mot-gdpr/
https://www.domstol.se/globalassets/filer/domstol/hogstaforvaltningsdomstolen/2021/domar-och-beslut/433-20.pdf
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United Kingdom 
NT 1 & NT 2 v Google LLC 

[2018] EWHC 799 (QB) (13 

April 2018) (available here) 

• Right to erasure Art. 17 

Stunt v Associated Newspapers 

Ltd [2018] EWCA Civ 1780 (30 

July 2018) (available here) 

• Freedom of expression 

• Judicial remedy 

Arts. 79, 82, 85 

CL, R (on the application of) v 

The Secretary of State for the 

Home Department [2018] 

EWHC 3333 (Admin) (06 

December 2018) (available here) 

• Police powers of obtaining 

and storing information 

Arts. 4, 5, 6 

El Gizouli, R (On the 

Application Of) v The Secretary 

of State for the Home 

Department [2019] EWHC 60 

(Admin) (18 January 2019) 

(available here) 

• Transfer to the US 

authorities of material 

resulting from a UK police 

investigation 

• Scope of application of the 

GDPR 

Arts. 2(2), 44-50 

Doorstep Dispensaree Ltd v The 

Information Commissioner 

[2019] UKFTT 2018 – 0265 

(GRC) (24 January 2019) 

(available here) 

• Power of the UK DPA to 

serve an Information Notice 

Arts. 51 et seq 

CJ (international video-link 

hearing: data protection) 

Jamaica [2019] UKUT 126 

(IAC) (12 March 2019) 

(available here; appealed, see 

below) 

• Diplomatic missions 

• Objection to the transfer of 

personal data to a third 

country 

• Objection to the processing 

of sensitive personal data 

• Right to erasure 

Arts. 3, 6(1), 17, 21, 23, 44, 45, 

46, 49(1)(e) 

Mircom International Content 

Management & Consulting Ltd 

& Ors v Virgin Media Ltd & 

Anor [2019] EWHC 1827 (Ch) 

(16 July 2019) (available here) 

• Notion of personal data 

• Notion of controller 

• Notion of recipient 

Arts. 4(1), (7) and (9) 

Club Los Claveles, Albert 

Fletcher, Roger Lindsay, Terry 

Smith And Walter Farquhar 

Against First National Trustee 

Company Ltd [2019] Csoh 66 

(29 August 2019) (available 

here) 

• Judicial remedies Arts. 4(1), 6, 79 

Bridges, R (On Application of) v 

The Chief Constable of South 

Wales Police [2019] EWHC 

2341 (Admin) (4 September 

2019) (available here; appealed, 

see below) 

• Processing of biometric data Arts. 4(1) and (14), 9 

Lloyd v Google LLC [2019] 

EWCA Civ 1599 (2 October 

2019) (available here) 

• Class actions Art. 80 

Open Rights Group & Anor, R 

(On the Application Of) v 

Secretary of State for the Home 

Department & Anor [2019] 

• Derogations Arts. 2, 12-22, 23 

https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2018/799.html&query=(2016/679)
https://www.bailii.org/ew/cases/EWCA/Civ/2018/1780.html
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2018/3333.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2019/60.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/uk/cases/UKFTT/GRC/2019/2018_0265.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/uk/cases/UKUT/IAC/2019/126.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2019/1827.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/scot/cases/ScotCS/2019/2019_CSOH_66.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2019/2341.html&query=(2016/679)
https://www.bailii.org/ew/cases/EWCA/Civ/2019/1599.html
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EWHC 2562 (Admin) (03 

October 2019) (available here) 

Mustard v Flower & Ors [2019] 

EWHC 2623 (QB) (11 October 

2019) (available here) 

• Recording of a consultation 

with or examination by a 

doctor 

• Purely personal activity 

Arts. 2(2)(c) 

The decision in relation to 

possible contempt of court by 

XY Council in social work 

referral proceedings concerning 

the S children [2020] SC GLA 

40 (15 November 2019) 

(available here) 

• Subject access request 

• Redaction of document 

• Lawfulness 

Arts. 6(1)(c), 15 

Scott v LGBT Foundation Ltd 

[2020] EWHC 483 (QB) (3 

March 2020) (available here) 

• Verbal disclosure of medical 

data 

• Vital interests 

Arts. 4(1) and (2), 9 

Dawson-Damer v Taylor 

Wessing LLP [2020] EWCA Civ 

352 (11 March 2020) (available 

here) 

• Notion of personal data 

• Notion of filing system 

Art. 4(1) and (6) 

WM Morrison Supermarkets plc 

v Various Claimants [2020] 

UKSC 12 (1 April 2020) 

(available here) 

• Vicarious liability for data 

breaches 

Arts. 33-34, 82 

Greystoke v The Financial 

Conduct Authority [2020] 

EWHC 1011 (QB) (28 April 

2020) (available here) 

• Right of access Art. 15 

ST (A Minor) & Anor v L 

Primary School (Rev 2) [2020] 

EWHC 1046 (QB) (30 April 

2020) (available here) 

• Fairness and lawfulness 

principle 

Art. 5(1)(a) 

HRH The Duchess of Sussex v 

Associated Newspapers Ltd 

(Rev 1) [2020] EWHC 1058 

(Ch) (1 May 2020) (available 

here) 

• Compensation 

• Journalistic activities 

Arts. 82, 85 

Reclaiming Motion yy Club Los 

Claveles and Others Against 

First National Trustee Company 

Ltd [2020] [2020] CSIH 33 (16 

June 2020) (available here) 

• Judicial remedies Arts. 6, 79 

Stanley v London Borough of 

Tower Hamlets [2020] EWHC 

1622 (QB) (26 June 2020) 

(available here) 

• Personal data breach 

• Compensation for damages 

Art. 82 

Dalton, R (On the Application 

Of) v The Crown Prosecution 

Service (CPS) [2020] EWHC 

2013 (Admin) (27 July 2020) 

(available here) 

• Right of access  Art. 15 

Johnson v Secretary of State for 

the Home Department [2020] 

EWCA Civ 1032 (6 August 

2020) (available here) 

• Diplomatic missions 

• Objection to the transfer of 
personal data to a third 

country 

Arts. 3, 6(1), 17, 21, 23, 44, 45, 

46, 49(1)(e) 

https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2019/2562.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2019/2623.html&query=(2016/679)
https://www.bailii.org/scot/cases/ScotSC/2020/40.pdf
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2020/483.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWCA/Civ/2020/352.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/uk/cases/UKSC/2020/12.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2020/1011.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2020/1046.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2020/1058.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/scot/cases/ScotCS/2020/2020_CSIH_33.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2020/1622.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2020/2013.html&query=(2016/679)
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWCA/Civ/2020/1032.html&query=(2016/679)
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• Objection to the processing 

of sensitive personal data 

• Right to erasure 

R (Bridges) v Chief Constable of 

South Wales Police & 

Information Commissioner 

[2020] EWCA Civ 1058 (11 

August 2020) (available here) 

• Processing of biometric data Arts. 4(1) and (14), 9 

Lees v Lloyds Bank Plc [2020] 

EWHC 2249 (Ch) (24 August 

2020) (available here) 

• Right of access 

• Judicial remedy 

Arts. 15, 79 

Elgizouli v SoS  [2020] EWHC 

2516 (Admin) (22 September 

2020) (available here) 

• Transfer of data to the US Arts. 44-50 

S (A Child) v TikTok Inc. & Ors 

[2020] EWHC 3589 (QB) (30 

December 2020) (available here)  

• Processing of data of minors 

• Compensation for damages 

Arts. 8, 82 

Soriano v Forensic News LLC & 

Ors [2021] EWHC 56 (QB) (15 

January 2021) (available here) 

• Territorial scope of 

application  

Arts. 3, 79 

M, R (On the Application Of) v 

The Chief Constable of Sussex 

Police [2021] EWCA Civ 42 (19 

January 2021) (available here) 

• Processing of children’s 

data 

• Law Enforcement Directive 

Arts. 6(1)(f), 9 

Leave.EU and Eldon v 

Information Commissioner 

[2021] UKUT 26 (AAC) (8 

February 2021) (available here) 

• Consent 

• Unsolicited promotional 

massages 

• Powers of supervisory 

authorities 

Arts. 4(11), 58 

 

 

 

https://www.judiciary.uk/wp-content/uploads/2020/08/R-Bridges-v-CC-South-Wales-ors-Judgment.pdf
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2020/2249.html&query=(2016/679)
https://www.judiciary.uk/judgments/elgizouli-v-sos/
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/QB/2020/3589.html&query=(2016/679)
https://www.bailii.org/ew/cases/EWHC/QB/2021/56.html
https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWCA/Civ/2021/42.html&query=(2016/679)
https://www.bailii.org/uk/cases/UKUT/AAC/2021/26.pdf
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Appendix 2: 

 

EDPB Papers Adopted between 1 August 2019 - 31 December 2020 
 

Compiled by Michalina Nadolna Peeters 

 

 
Source: https://edpb.europa.eu/our-work-tools/our-documents_en 

 

Note: This appendix only includes papers of the EDPB (not of national authorities), and those 

adopted between 1 August 2019 and 31 December 2020. It omits some which are of limited 

significance for the GDPR. 

 

Date Adopted Title  
Relevant Articles 

of the GDPR 

OPINIONS 

15 December 

2020 

Opinion 32/2020 on the draft decision of the Dutch 

Supervisory Authority regarding the Controller Binding 

Corporate Rules of Equinix 

45, 46, 47, 63, 64, 

70, 76 

8 December 

2020 

Opinion 28/2020 on the draft decision of the Spanish 

Supervisory Authority regarding the Controller Binding 

Corporate Rules of Iberdrola Group 

45, 46, 47, 63, 64, 

70, 76 

8 December 

2020 

Opinion 27/2020 on the draft decision of the Danish 

Supervisory Authority regarding the Controller Binding 

Corporate Rules of Coloplast Group 

45, 46, 47, 63, 64, 

70, 76 

31 July 2020 Opinion 25/2020 on the draft decision of the Swedish 

Supervisory Authority regarding the Controller Binding 

Corporate Rules of Tetra Pak 

45, 46, 47, 63, 64, 

70, 76 

31 July 2020 Opinion 24/2020 on the draft decision of the Norwegian 

Supervisory Authority regarding the Controller Binding 

Corporate Rules of Jotun 

45, 46, 47, 63, 64, 

70, 76 

23 July 2020 Opinion 23/2020 on the draft decision of the competent 

supervisory authority of Italy regarding the approval of the 

requirements for accreditation of a certification body 

pursuant to Article 43.3 (GDPR) 

42, 43, 57, 63, 64, 

70 

23 July 2020 Opinion 22/2020 on the draft decision of the competent 

supervisory authority of Greece regarding the approval of 

the requirements for accreditation of a certification body 

pursuant to Article 43.3 (GDPR) 

42, 43, 57, 63, 64, 

70 

23 July 2020 Opinion 21/2020 on the draft decision of the competent 

supervisory authority of the Netherlands regarding the 

approval of the requirements for accreditation of a 

certification body pursuant to Article 43.3 (GDPR) 

42, 43, 57, 63, 64, 

70, 83 

23 July 2020 Opinion 20/2020 on the draft decision of the competent 

supervisory authority of Greece regarding the approval of 

the requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41GDPR 

40, 41, 57, 63, 64, 

70 
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23 July 2020 Opinion 19/2020on the draft decision of the competent 

supervisory authority of Denmark regarding the approval 

of the requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41 GDPR 

40, 41, 57, 63, 64, 

70, 83 

23 July 2020 Opinion 18/2020 on the draft decision of the competent 

supervisory authority of the Netherlands regarding the 

approval of the requirements for accreditation of a code of 

conduct monitoring body pursuant to article 41GDPR 

40, 41, 57, 63, 64, 

70 

19 May 2020 Opinion 17/2020 on the draft Standard Contractual Clauses 

submitted by the SISA (Article 28(8) GDPR) 

25, 28, 30, 32, 33, 

34, 35, 36, 63, 64 

25 May 2020 Opinion 16/2020 on the draft decision of the competent 

supervisory authority of the Czech Republic regarding the 

approval of the requirements for accreditation of a 

certification body pursuant to Article 43.3 (GDPR) 

42, 43, 57, 58, 63, 

64, 70 

25 May 2020 Opinion15/2020 on the draft decision of the competent 

supervisory authorities of Germany regarding the approval 

of the requirements for accreditation of a certification body 

pursuant to Article 43.3 (GDPR) 

42, 43, 57, 63, 64, 

70 

25 May 2020 Opinion 14/2020 on the draft decision of the competent 

supervisory authority of Ireland regarding the approval of 

the requirements for accreditation of a certification body 

pursuant to Article 43.3 (GDPR) 

42, 43, 57, 63, 64, 

70 

25 May 2020 Opinion 13/2020 on the draft decision of the competent 

supervisory authority of Italy regarding the approval of the 

requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41 GDPR 

40, 41, 57, 63, 64, 

70 

25 May 2020 Opinion 12/2020 on the draft decision of the competent 

supervisory authority of Finland regarding the approval of 

the requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41 GDPR 

40, 41, 57, 63, 64, 

70 

25 May 2019 Opinion 11/2020 on the draft decision of the competent 

supervisory authority of Ireland regarding the approval of 

the requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41GDPR 

40, 41, 57, 63, 64, 

70, 83 

25 May 2020 Opinion 10/2020 on the draft decision of the competent 

supervisory authorities of Germany regarding the approval 

of the requirements for accreditation of a code of conduct 

monitoring body pursuant to article 41GDPR 

40, 41, 57, 63, 64, 

70 

14 April 2020 Opinion 9/2020 on the draft decision of the Irish 

Supervisory Authority regarding the Process or Binding 

Corporate Rules of Reinsurance Group of America 

45, 46, 47, 63, 64, 

70, 76 

14 April 2020 Opinion 8/2020 on the draft decision of the Irish 

Supervisory Authority regarding the Controller Binding 

Corporate Rules of Reinsurance Group of America 

45, 46, 47, 63, 64, 

70, 76 

22 April 2020 Opinion 7/2020 on the draft list of the competent 

supervisory authority of France regarding the processing 

operations exempt from the requirement of a data 

protection impact assessment (Article 35(5) GDPR) 

35, 63, 64, 70 

29 January 

2020 

Opinion 6/2020 on the draft decision of the Spanish 

Supervisory Authority regarding the Controller Binding 

45, 46, 47, 63, 64, 

70, 76 
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Corporate Rules of Fujikura Automotive Europe Group 

(FAE Group) 

29 January 

2020 

Opinion 5/2020 on the draft decision of the competent 

supervisory authority of Luxembourg regarding the 

approval of the requirements for accreditation of a 

certification body pursuant to Article 43.3 (GDPR) 

42, 43, 57, 58, 63, 

64 

29 January 

2020 

Opinion 4/2020 on the draft decision of the competent 

supervisory authority of the United Kingdom regarding the 

approval of the requirements for accreditation of a 

certification body pursuant to Article 43.3 (GDPR) 

42, 43, 57, 63, 64 

28 January 

2020 

Opinion 3/2020 on the France data protection supervisory 

authority draft accreditation requirements for a code of 

conduct monitoring body pursuant to article 41 GDPR 

40, 41, 57, 63, 64, 

70 

28 January 

2020 

Opinion 2/2020 on the Belgium data protection 

supervisory authority draft accreditation requirements for 

a code of conduct monitoring body pursuant to article 41 

GDPR 

40, 41, 57, 63, 64, 

70, 83 

28 January 

2020 

Opinion 1/2020 on the Spanish data protection supervisory 

authority draft accreditation requirements for a code of 

conduct monitoring body pursuant to article 41 GDPR 

40, 41, 57, 63, 64, 

70 

2 December 

2019 

Opinion 17/2019 on the UK data protection supervisory 

authority draft accreditation requirements for a code of 

conduct monitoring body pursuant to article 41 GDPR 

40, 41, 57, 63, 64, 

70 

12 November 

2019 

Opinion 16/2019 on the draft decision of the Belgian 

Supervisory Authority regarding the Binding Corporate 

Rules of ExxonMobil Corporation 

45, 46, 47, 63, 64, 

70, 76 

8 October 

2019 

Opinion 15/2019 on the draft decision of the competent 

supervisory authority of the United Kingdom regarding the 

Binding Corporate Rules of Equinix Inc. 

45, 46, 47, 63, 64, 

70, 76 

DECISIONS 

9 November 

2020 

Decision 01/2020 on the dispute arisen on the draft 

decision of the Irish Supervisory Authority regarding 

Twitter International Company under Article 65(1)(a) 

GDPR 

4(7), 4(24), 5, 24, 

28, 32, 33, 34, 52, 

58, 60, 63, 65, 83 

GUIDELINES 

15 December 

2020 

Guidelines 10/2020 on restrictions under Article 23 GDPR 

(for public consultations)  

5, 12, 13, 14, 15, 

16, 17, 18, 19, 20, 

21, 22, 23, 34, 35, 

36, 57, 58, 70, 77, 

83, 85, 89 

8 October 

2020 

Guidelines 9/2020 on relevant and reasoned objection 

under Regulation 2016/679 (for public consultations) 

1, 2, 4(24), 5, 6, 

7, 13, 14, 51, 56, 

60, 65, 70, 83 

2 September 

2020 

Guidelines 8/2020 on the targeting of social media users 

(for public consultations) 

2, 4(1), 4(7), 4(9), 

4(11), 5, 6, 7, 9, 

12, 13, 14, 15, 22, 
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24, 25, 26, 28, 32, 

35, 37, 70  

2 September 

2020 

Guidelines 07/2020 on the concepts of controller and 

processor in the GDPR (for public consultations) 

3, 4, 4(1), 4(2), 

4(7), 4(8), 4(9), 

4(10), 5, 6, 9, 13, 

14, 24, 26, 28, 29, 

30, 32, 33, 34, 35, 

36, 37, 40, 42, 43, 

45, 46, 48, 58, 70 

15 December 

2020 

Guidelines 06/2020 on the interplay of the Second 

Payment Services Directive and the GDPR (after public 

consultations) 

1, 4(4), 4(11), 5, 

6, 7, 9, 11, 12, 13, 

14, 15, 22, 23, 24, 

25, 35, 70, 94 

4 May 2020 Guidelines 05/2020 on consent under Regulation 2016/679 4(11), 4(25), 5, 6, 

7, 8, 9, 13, 14, 16, 

17, 18, 19, 20, 21, 

22, 26, 46, 49, 70, 

88, 89, 94, 95 

21 April 2020 Guidelines 04/2020 on the use of location data and contact 

tracing tools in the context of the COVID-19 outbreak 

4(11), 6, 7, 9, 23, 

70 

21 April 2020 Guidelines 03/2020 on the processing of data concerning 

health for the purpose of scientific research in the context 

of the COVID-19 outbreak 

4, 4(1), 4(11), 

4(15), 5, 6, 7, 9, 

12, 13, 14, 15, 16, 

17, 18, 19, 20, 21, 

22, 32, 35, 44, 45, 

46, 49, 70, 89 

15 December 

2020 

Guidelines 2/2020 on articles 46(2)(a) and 46(3)(b) of 

Regulation 2016/679 for transfers of personal data between 

EEA and non-EEA public authorities and bodies (after 

public consultations) 

2, 4(26), 5, 6, 9, 

13, 14, 15, 17, 22, 

23, 44, 45, 46, 49, 

64, 70 

28 January 

2020 

Guidelines 1/2020 on processing personal data in the 

context of connected vehicles and mobility related 

applications (for public consultations) 

2, 4(10), 4(11), 5, 

6, 7, 9, 10, 13, 14, 

22, 23, 25, 26, 28, 

35, 36, 70 

7 July 2020 Guidelines 5/2019 on the criteria of the Right to be 

Forgotten in the search engines cases under the GDPR -

part 1 (after public consultations) 

5, 6, 8, 9, 17, 21, 

55, 70, 85, 89 

20 October 

2020 

Guidelines 4/2019 on Article 25 Data Protection by Design 

and by Default (after public consultation) 

1, 4(1), 4(2), 4(5), 

5, 6, 11, 12, 13, 

14, 15, 16, 17, 18, 

19, 20, 21, 22, 24, 

25, 32, 34, 35, 40, 

42, 58, 70, 83 

29 January 

2020 

Guidelines 3/2019 on processing of personal data through 

video devices (after public consultation) 

2, 4, 4(2), 4(10), 

4(14), 5, 6, 7, 9, 

11, 12, 13, 15, 16, 

17, 18, 19, 20, 21, 

22, 24, 25, 32, 35, 

36, 37, 44, 70, 88 
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8 October 

2019 

Guidelines 2/2019 on the processing of personal data under 

Article 6(1)(b) GDPR in the context of the provision of 

online services to data subjects (after public consultation) 

1, 3, 5, 6, 7, 8, 9, 

13, 14, 17, 21, 68, 

70 

12 November 

2019 

Guidelines 3/2018 on the territorial scope of the GDPR 

(Article 3) (after public consultation) 

3, 4(7), 4(8), 

4(16), 8, 9, 10, 

13, 14, 23, 27, 28, 

29, 30, 31, 32, 33, 

37, 38, 50, 56, 58, 

70, 83 

RECOMMENDATIONS 

10 November 

2020 

Recommendations 02/2020 on the European Essential 

Guarantees for surveillance measures  

45, 46, 70 

10 November 

2020 

Recommendations 01/2020 on measures that supplement 

transfer tools to ensure compliance with the EU level of 

protection of personal data (for public consultations)  

5, 13, 14, 30, 44, 

45, 46, 47, 49, 70 

LETTERS (selected) 

7 October 

2020 

Letter to Mr. Miguel de Serpa Soares, Under-Secretary-

General for Legal Affairs and United Nations Legal 

Counsel United Nations 

45, 46, 49 

24 August 

2020 

Letter to Ms. Birgit Sippel, MEP 58, 64, 65, 70, 83 

3 December 

2019 

Letter to Mr. Johannes Gungl, BEREC Chair 2018, and 

Mr. Jeremy Godfrey, BEREC Chair 2019 

4(11), 12, 13 

OTHER 

15 December 

2020 

Information note on data transfers under the GDPR to the 

United Kingdom after the transition period  

45, 46, 49 

15 December 

2020 

Statement on the end of the Brexit transition period 3, 4(16), 27, 45, 

46, 49 

15 December 

2020 

Statement on the protection of personal data processed in 

relation with the prevention of money laundering and 

terrorist financing 

5 

23 July 2020 Frequently Asked Questions on the judgment of the Court 

of Justice of the European Union in Case C-311/18 - Data 

Protection Commissioner v Facebook Ireland Ltd and 

Maximillian Schrems  

28, 44, 46, 49 

22 July 2020 Information note on BCRs for Groups of 

undertakings/enterprises which have ICO as BCR Lead SA 

12, 30, 38, 47, 77, 

79 

17 July 2020 Statement on the Court of Justice of the European Union 

Judgment in Case C-311/18 - Data Protection 

Commissioner v Facebook Ireland and Maximillian 

Schrems 

45, 49 

16 June 2020 Statement on the data protection impact of the 

interoperability of contact tracing app 

9, 11, 23, 28,  

16 June 2020 Statement on the processing of personal data in the context 

of reopening of borders following the COVID-19 outbreak 

6, 9, 28 
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2 June 2016 Statement on restrictions on data subject rights in 

connection to the state of emergency in Member States 

5, 12, 13, 14, 15, 

16, 17, 18, 19, 20, 

21, 22, 23, 34, 57, 

70 

19 March 2020 Statement on the processing of personal data in the context 

of the COVID-19 outbreak 

6, 9, 46 

18 February 

2020 

Contribution of the EDPB to the evaluation of the GDPR 

under Article 97 

3, 4(23), 5, 6, 7, 

9, 12, 13, 14, 15, 

16, 17, 18, 19, 20, 

21, 22, 25, 28, 30, 

32, 33, 34, 35, 40, 

41, 42, 43, 45, 46, 

47, 49, 52, 54, 56, 

58, 60, 61, 62, 64, 

65, 66, 70, 71, 75, 

77, 80, 83, 97 

28 January 

2020 

EDPB Document on the procedure for the approval of 

certification criteria by the EDPB resulting in a common 

certification, the European Data Protection Seal 

42, 43, 63, 64, 65, 

70 
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