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Abstract— In this paper, we examine the spectrum of a
digital radio frequency memory (DRFM) linear rate gate
stealer (RGS) electronic attack (EA) signal. The spectrum
has two noticeable characteristics. The first is a small,
yet measurable, center frequency shift from the input cen-
ter frequency. The second is the presence of harmonics
(spectral lines) of significant magnitude centered on either
side of the shifted center frequency. The primary source
of these spectral characteristics is the discrete nature of
the DRFM. We develop expressions to predicted the cen-
ter frequency shift and the locations of the harmonics as
function of the radar and DRFM parameters. These spec-
tral characteristics should be of interest to radar and EA
engineers since they could potentially effect system perfor-
mance. Signal intelligence analysts should also find these
spectral characteristics of interest since they provide addi-
tional clues for assessing EA systems.

I. INTRODUCTION

In a pulse radar system, the target range is tracked au-
tomatically using a split range gate system consisting of
an early range gate and a late range gate [1, 176-177]. The
early and late range gates are contiguous in time (range)
and are approximately one pulsewidth wide. The combi-
nation of the early and late range gates is referred to as
the range tracking gate. The range tracking point is the
center of the range tracking gate (i.e., the joint between
the early and late range gates). Initially, the position of
the range tracking gate is set using range information ob-
tained during search operations. After placing the range
tracking gate over the target, a control loop is used to
continuously adjusted the range tracking point to center
the range tracking gate on the target. The error signal
used in the control loop is based on the difference between
the energy in the early and late range gates. The control
loop is designed to balance the energy level between the
early and late range gates. That is, as the target moves
in range, the energy levels in the early and late range
gates are not equal and the resulting error signal is used
to reposition the range tracking gate in an attempt to
balance the energy between the gates.

tWork accomplished while assigned to the former 84 Test
Squadron of the 53 Wing, Tyndall AFB, FL.
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The target’s range and velocity, as well as the azimuth
and elevation angles to the target, play a critical role in
successfully engaging the target. Typically, an electronic
attack (EA) system or jammer is employed on the target
to deny the radar target information (range, velocity, az-
imuth and elevation angles) or to inject false target infor-
mation into the radar. The range gate stealer (RGS) tech-
nique is one of the most fundamental EA techniques used
to deny accurate range information to the radar. With
the RGS technique, the EA system transmits a pulse of
radio frequency (RF) energy that initially arrives at the
radar time coincident with the target pulse. That is, both
the jamming and target pulses are initially present in the
range tracking gate. After a short period of time coin-
cidence, the EA system begins to continuously delay the
jamming pulse (RGS signal) with respect to the target
pulse. The delayed jamming pulse attempts to draw the
range tracker off the true target. If successful, the range
tracker tracks the false (jamming) target until the EA sys-
tem turns off the RGS signal. Without the RGS signal
in the range tracking gate, the radar breaks range lock
and initiates a search for the true target. The use of RGS
to cause range break locks will complicate and hamper
the successful engagement of the target. Several methods
exist for generating RGS signals, with the most recent
method using DRFM devices.

A DRFM EA system consist of five primary com-
ponents: down converter, analog-to-digital converter
(ADC), memory, digital-to-analog converter (DAC), and
up converter. The basic operation of the DRFM is as
follows. The received radar signal is down converted and
sampled by the ADC. The samples are then stored in
memory. The samples are later recalled from memory,
passed through the DAC, up converted, and transmit-
ted. Once the radar signal is stored in memory, the radar
signal parameters can be manipulated by changing the
stored samples and recalled at anytime to produce a wide
range of EA signals. For the relatively simple case of lin-
ear RGS, the DRFM EA system retransmits a copy of the
radar pulse with a linearly increasing time delay with re-
spect to the received radar pulse. Due to its digital nature,
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the DRFM can only delay the pulse in discrete steps (time
delay resolution) at discrete time intervals (update rate).
The discrete time delay resolution and update rate of the
DRFM introduce two noticeable spectral characteristics.
The first is a small, yet measurable, center frequency shift
from the input center frequency. The second is the pres-
ence of harmonics (spectral lines) of significant magnitude
centered on either side of the shifted center frequency. In
this paper, we examine these DRFM linear RGS spectral
characteristics.

The remainder of this paper is organized as follows. In
Section I, we develop expressions to predict the size of the
center frequency shift and the location of the harmonics.
In Section III, we provide simulation results to verify the
expressions presented in Section II. Finally, we give some
concluding remarks in Section IV.

II. ANALYSIS

Let z(t) be the signal input to the EA system, then
output signal y(¢) during RGS operations is given by

y(t) == (t = (1)), (1)

where ¢(t) is the time delay function that determines the
amount of delay between the received and transmitted
signals. Ideally, the time delay function of a linear RGS
signal is a linear continuous function of time. That is, the
ideal linear RGS time delay function is given by

c(t) = ci(t) = o, (2)
where « is the delay (pull-off) rate. Due to its discrete
nature, a DRFM based EA system must approximate the
ideal time delay function with a piece-wise continuous
function of time (i.e., a stair step function). The time
delay function of the DRFM based RGS signal can be
written as

(3)

c(t) = eq(t) = ﬁZu(t —nT,),
where
1 ift>0,

ul) {0,

Figure 1 depicts the ideal and DRFM time delay func-
tions. The step size (8) and step length (7.) are de-
termined by the time resolution and update rate of the
DRFM and the linear RGS parameter . The DRFM
time delay resolution (¢4) and update rate (t5) are set at
the factory based on realistic target dynamics and radar
specifications. The time delay resolution is selected such
that at each update the jamming target pulse does not
move outside the range tracking gate of the radar. Once
the time delay resolution is set, the update rate is set to
achieve the maximum jamming target range rate or pull-
off rate (i.e., amax = ta/ts). Thus, in general, 5 = t4 to

otherwise.
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Fig. 1. Notional time delay functions for the ideal and DRFM linear
RGS cases.

ensure that jamming target pulse does not move outside
the range tracking gate and T, is a multiple of ¢ such
that 8/T. < a. That is,

T. = [ta/(tsa)]ts, (4)

where [-] denotes the next larger integer operation.

For pulse radar systems, the input signal to the DRFM
is a sinusoid modulated by a pulsed waveform. We ignore
the pulsed waveform in the following analysis since it sim-
ply causes a replication of the spectrum at the pulse rep-
etition frequency and an overall shaping of the spectrum.
Thus, the input signal to the DRFM can be considered to
be a sinusoid and the output linear RGS is given as

y(t) = 2 fo(t=B L, ult-nT))

()

— i2mfot g2 foBY, u(t—nTe)
N—— ?

carrier phase change

where fo is the transmit frequency of the radar. We ob-
serve from Eqn. (5) that the discrete time delay updates
of the DRFM linear RGS signal represent discrete changes
in phase of the output signal relative to the input signal.
The phase change per update cycle is

Agp = =27 (foB — [2foB] + Lfof]), (6)

where |-| denotes the next lower integer operation. We
note that these phase changes occur every T. seconds.
Thus, the output signal is a sinusoid with a time vary-
ing phase, which translates into a frequency shift of the
output signal relative to the input signal. The frequency
shift of the output signal relative to the input signal is [2,
280]

fo = Ap = (foB—[2foB] + LfoB])

oAt T. (™)

As noted earlier, the phase changes occur every T, and
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thus, we can write the output signal in the following gen-
eral form:
y(t) =Y pu(t)5(t = nT). (8)
Using the Fourier transformation relationship [3, 129]
> 6t —nT) < 1/TY 6(f —m/T), (9)

we conclude that the spectrum of the DRFM linear RGS
will have harmonics (spectral lines) spaced f. = 1/T.
Hertz apart. Thus, the DRFM spectrum will have spec-
tral lines at

f:f0+fs:l:nfca (10)

where n is an integer. The DRFM related parameters
and T, and the radar transmit frequency fy determine the
frequency shift f, and the spacing of the harmonics f..

III. SIMULATION RESULTS

To verify the validity of the above analysis, we present
the results of several computer simulation runs. For
the results presented here, the sample rate is 10 KHz
(a generic airborne pulse Doppler medium pulse repeti-
tion frequency), each coherent processing interval (CPI)
is 1024 samples or 102.4 msec, the amplitude weighting
is a Hanning function, and the frequency offset (Doppler
shift) is 4000 Hz. The RGS profile is separated into three
CPIs. The first CPI has only samples with no time de-
lays (i.e., the DRFM’s discrete nature does not effect the
spectrum). The second CPI contains 512 samples of no
delay and 512 samples with the staircase delay. The third
CPI contains 1024 samples with the staircase delay. The
simulation also zero padded the 1024 samples after win-
dowing to 2048 samples. The combination of a 10 KHz
sampling rate and a 2048 complex FFT gives a frequency
bin spacing of 4.8828125 Hz (= 10000 Hz/2048) and 3 dB
filter bandwidth of 4.3 Hz. However, the Hanning window
broadens the 3 dB filter bandwidth to approximately 7.3
Hz [4]. The DRFM and radar transmit frequency param-
eters for the simulation are as follows:

Case 1: walk time of 10 sec, delay time of 10 usec,
update rate of 1.5 msec, time delay resolution of
4.44 nsec and center frequency of 9.655 GHz (a =
10 usec/10 sec = 1 x 107°),

Case 2: walk time of 8 sec, delay time of 6 usec,
update rate of 1.5 msec, time delay resolution of
4.44 nsec and center frequency of 9.655 GHz (o =
6 usec/8 sec = 0.75 x 1079),

Case 3: walk time of 10 sec, delay time of 10 usec,
update rate of 1.5 msec, time delay resolution of
4.44 nsec and center frequency of 9.68468 GHz (o =
10 usec/10 sec = 1 x 107°)

Figure 2 shows the spectrum for Case 1. From Eqn. (7),
the predicted frequency shift is 29.29 Hz and the fre-
quency shift from Fig. 2 is 28 Hz. From Eqn. (4), T, =

29

4.5 msec which yields a harmonic spacing of 222.22 Hz.
Figure 2 (CPI 3) shows a left and right harmonic spac-
ing of 219 Hz and 224 Hz, respectively. Figure 3 shows
the spectrum for Case 2. From Eqn. (7), the predicted
frequency shift is 22.97 Hz and the frequency shift from
Fig. 3 is 22 Hz. From Eqn. (4), T. = 6.0 msec which yields
a harmonic spacing of 166.67 Hz. Figure 3 (CPI 3) shows
a left and right harmonic spacing of 165 Hz and 166 Hz,
respectively. Figure 4 shows the spectrum for Case 3.
An examination of Figure 4 reveals the absence of a fre-
quency shift or harmonics. The absence of a frequency
shift or harmonics is due to the fact that the combina-
tion of DRFM parameters and radar transmit frequency
for Case 3 yields a 27 phase change per update cycle or
equivalently, a zero phase change per update cycle. That
is, the Case 3 DRFM linear RGS signal can be considered
to have a constant phase. In general, we observe excellent
agreement between the predicted and simulation results.

IV. CoNcLusION

In this paper, we demonstrated that the spectrum of a
DRFM linear RGS signal is not a clean copy of the radar
signal as conventional wisdom (RGS techniques only at-
tack the time domain process) might imply. The discrete
nature of the DRFM for linear RGS techniques causes
a small center frequency shift and harmonics within the
Doppler processing band of the radar. The size of the cen-
ter frequency shift and the strength and location of the
harmonics is depended on the radar, DRFM and RGS
parameters. These spectral harmonics should not be ig-
nore by the radar and EA systems engineers since they
could potentially effect system performance. For exam-
ple, the DRFM linear RGS harmonics basically act as a
narrowband noise source which could trigger the wrong
(radar engineer perspective) or unintended (EA engineer
perspective) response from the radar. The presence of the
spectral harmonics also provides the signal intelligence
analyst with additional clues for assessing threat EA sys-
tems. Finally, additional work should be done to expand
the analysis and computer simulation to include parabolic
RGS techniques along with an investigation to determine
if the discrete nature of the DRFM impacts other EA
techniques, such as velocity gate stealers.
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