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Abstract. Shor’s algorithm imposes a threat to many classical and pop-
ular cryptographic algorithms because it can leverage the computing
power of a quantum computer to efficiently factorize big numbers and
solve the discrete logarithm problem. Due to the Mosca theorem the
chance is 50% that quantum computers with enough computation power
exist by 2031 and can break all standard asymmetric cryptographic sig-
nature and encryption schemes. As a consequence, attackers would be
able to spoof the cryptographic signature of over-the-air updates for elec-
tronic control units and inject manipulated firmware/software into the
vehicle to execute arbitrary code. Post-quantum cryptographic (PQC)
schemes are resilient against attacks exploiting Shor’s and other quan-
tum algorithms. In this paper we analyze the constraints of promising
PQC candidates (regarding the threat of quantum computers) for secu-
rity use cases in the automotive domain. Practical results show that they
can not only offer advantages regarding security against the future threat
of quantum computers, but also outperform existing cryptographic algo-
rithms.

Keywords: Automotive Domain · Electronic Control Unit · Post-Quantum
Cryptography · Secure Software Update.

1 Introduction

Connected modern vehicles already contain up to 100 electronic control units
(ECUs), forming in-vehicle networks and communicating to infrastructure. Al-
though this enables instant access to information worldwide and increases the
comfort in our daily life, each additional interface adds a new attack vector from
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a cyber security perspective. Security countermeasures mainly leverage cryp-
tography to reach its goals of integrity, authenticity and confidentiality. Those
cryptographic algorithms rely on mathematical problems, which are not fea-
sible to solve with the computational power of modern systems in reasonable
time frame [11,12]. However, the involvement and continuously improvement of
quantum computer may break these security assumptions.

Classical computer systems use the binary states 0 and 1 as the smallest
information. In contrast, quantum computers use so called ‘qubits’, which can
describe the superposition of states by using the laws of quantummechanics. This
enables quantum computers to encode exponentially more information than tra-
ditional computer systems [25]. Shor’s algorithm proves that the quantum archi-
tecture empowers computers to solve mathematical problems like integer factor-
ization of the Rivest–Shamir–Adleman (RSA) algorithm or computing discrete
logarithms of Diffie-Hellman in attainable polynomial time, cf. [12, 41]. Even
the latest trend to use Elliptic-Curve Cryptography (ECC) in asymmetric cryp-
tography is vulnerable to quantum computers [13]. According to [35], 2048-bit
RSA will be broken with a chance of 50% in 2031. Also the study of the Fed-
eral Office for Information Security clearly indicates that today’s cryptographic
algorithms might imposed to a future threat due to the fast development in the
research domain of quantum computing technologies [2]. Hence, building algo-
rithms which on the one hand preserve their cryptographic assumption in the
era of quantum computers, so called Post-Quantum Cryptography (PQC), and
on the other hand run on traditional computers and embedded systems became
the major challenge. Compared to asymmetric cryptography which is highly af-
fected by quantum computers, symmetric cryptography, such as the Advanced
Encryption Standard (AES), can preserve their security level in the age of quan-
tum computers, by doubling the length of the key. Using Grover’s algorithm
quantum computers can only accelerate the exhaustive brute-force search for
the secret symmetric key, cf. [21].

As a consequence, to prevent the threat of quantum computers, the Amer-
ican National Institute of Standards and Technology (NIST) initiated in 2016
an open competition to gather, evaluate and standardize quantum-resistant can-
didates. From the initial 69 candidates in the first round, only 26 got into the
second round due to security weaknesses, merges, withdrawals and selection,
cf. [14]. The competition collects PQC algorithms for signature schemes, en-
cryption schemes, key exchange and key encapsulation mechanisms (KEMs) to
replace asymmetric algorithms like RSA, Edwards-curve Digital Signature Al-
gorithm (EdDSA), and Diffie-Hellman (DH). Since the PQC candidates follow
various approaches, they are grouped by the underlying mathematical problems
which shall ensure their security, cf. [13, 15]. Besides the security, the groups
possess different characteristics according to the size of the keys, size of the
ciphertexts/signatures, and their performance. While the candidates try to op-
timize those properties without decreasing security, some constraints already
restrict the application of groups for specific use-cases.
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Based on the latest outcome of the NIST competition, this paper investigates
how PQC algorithms with suitable properties can be conveyed into the automo-
tive domain. In its PQC-report, NIST names crypto agility—the capability of
seamlessly replacing cryptographic algorithms (in the field after deployment)—
as one of the most crucial challenges, cf. [15]. Achieving crypto agility becomes
even more important and harder for resource efficient automotive embedded sys-
tems with limited computational power and product life cycles of about 20 years,
cf. [22]. Therefore, getting an overview of the properties of PQC candidates and
gaining experience about their runtime behaviors on such systems is of the ut-
most importance for this challenge. Further, this work shall show that suitable
PQC candidates can run in the automotive environment, and replace existing
cryptographic implementations with quantum-resistant algorithms.

The use case of secure software updates is taken as an example. This automo-
tive use case leads to the highest risks in the age of quantum computers according
to the results of our threat analysis and risk assessment (TARA). After a pre-
selection process of PQC algorithms for the chosen use case, a demonstration
setup compares the asymmetric signature scheme EdDSA to chosen PQC candi-
dates as possible quantum-resistant replacements. The paper completes with a
conclusion and an outlook of future PQC challenges in the automotive domain.

The rest of the paper is structured as follows. Section 2 provides an introduc-
tion to the various post quantum cryptographic algorithms and schemes. After
an overview of related work in Section 3, the result of a threat analysis and risk
assessment on ECU use cases is described in Section 4. Before we conclude the
paper in Section 6 the results of our case study is provided in Section 5.

2 Background

This section gives an overview of PQC families and schemes that are resilient to
the computation power of quantum computers and according to today’s knowl-
edge still provide security in the existence of quantum computers. This because
up to now no efficient algorithm is found to solve the mathematical problems
the schemes utilize in the cryptographic algorithms. The application contexts of
these schemes are not always the same.While some schemes can only be used to
handle signatures (i.e., generating and verifying signatures), other schemes only
provide encryption and decryption operations [13, 14].

2.1 Hash-based Cryptography

Hash-based PQC schemes are among the oldest and most understood PQC
schemes. This group of PQC schemes exploits one-way functions together with
the concept of one-time signature schemes to generate a signature. An encryp-
tion service is not offered by this kind of PQC schemes. The security of hash
based signatures relies on the unforgeability and second pre-image resistance of
the used one-way hash function [12,13]. Quantum computers can only accelerate
the exhaustive search for pre-image for a given hash value to the square root
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using Grover’s algorithm, and therefore these one-way functions are considered
post-quantum secure [8, 20, 36].

Like in classic asymmetric schemes, hash-based signature schemes are gen-
erated by using a private key and can be verified with a public key. However, a
property of this scheme is that each individual message needs to be signed with
individual private keys and the amount of signatures that can be generated is
limited. In other words, two different messages must be signed with two different
private keys in order not to sacrifice the security of the scheme. Thus, a state
management is required to avoid using the same key twice [12, 13]. Therefor,
stateful hash-based signature schemes can only sign a limited a mount of mes-
sages pair private public key pair. The amount of required signatures needs to
know during the key generation process when the private ephemeral keys and
the root public key are generated. The most prominent representatives of hash-
based signature schemes are SPHINCS, LMS, and XMSS— LMS and XMSS is
currently standardized by IETF [14,24].

2.2 Code-based Cryptography

Code-based PQC schemes utilize coding schemes and concepts known from the
area of error-correcting, thus the principles of code-based schemes are well stud-
ied and the security behind the schemes is well understood. Their major draw-
back is the size of the parameters, such as huge public keys (most schemes require
≥ 1 Mbyte for the public key). Since code-based signing operations are inefficient
in terms of resource consumption, their main application is public key encryp-
tion. Code-based encryption schemes are often leveraged as KEM to securely
transport symmetric keys, encapsulated by the encryption with the receiver’s
public key, and only decipherable by the owner of the corresponding private
key [13,18,38].

Error-correcting codes are traditionally used to detect and correct bit errors
during the transmission of a message via an unreliable communication channel.
This concept is adapted to establish a secure communication via an insecure
channel by injecting errors in the original message in a way that a third party
cannot reconstruct the original message anymore. The trusted receiving party
can reconstruct the original message with the knowledge of the position of the
injected errors and error correcting codes. The knowledge of the position of
the errors are shared between the two parties by a public private key scheme.
The security in this approach stems from the property that a random code
cannot be distinguished from a code word, therefore the code generation element
needs to be scrambled, but still efficient to use for the decryption operation [13,
18]. Most of the code-based schemes are based on McElice and Niederreiter
cryptosystems [33,37].

2.3 Lattice-based Cryptography

Lattice-based cryptography iscurrently the most popular candidate for research
on PQC, due to its efficient implementations and simplicity. A lattice is gener-
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ated by a set of points in n-dimensional space with a periodic structure and is
defined as the set of all their integer combinations. The wide field of different
lattice-based mathematical problems yielded various signature schemes, as well
as encryption and KEM schemes as candidates for PQC. The most important
lattice-based computational problem is Shortest Vector Problem (SVP), which
is to approximate the minimal Euclidean length of non-zero vectors in a lattice.
The non-polynomial (NP)-hard SVP problem is believed to be hard to solve even
with abilities of quantum computers. Lattice-based PQC schemes attract public
attention due to their balance between efficient computation and reasonable key
sizes [13,14,19,36]. Prominent examples for lattice based signatures are Dilithium
and qTesla, and NTRU and NewHope for lattice-based encryption/KEM [14].

2.4 Multivariate-based Cryptography

Multivariate-based cryptography builds asymmetric public key cryptosystems
based on the NP-hardness of solving multivariate quadratic (MQ) systems of
equations over a finite field F . After [32] was published as a first proposal for
multivariate public key cryptosystems (MPKC) in 1988, a lot of MPKC based
signature and encryption schemes have been developed. On the one hand, they
require large key sizes. On the other hand, they outmatch RSA and ECC on
encryption and signature verification according to performance. Although most
of the published MPKC based encryption schemes have been already broken, the
signature schemes preserves the NP-hard MQ-problem. Four of these candidates
are selected to the second round of the NIST post quantum submission. However,
according to [23] only few security proofs for MPKC based algorithm have been
published [14,23,32].

Most of the MPKCs use a composite function of multiple itself invertible
maps as trapdoor function with the NP-hard problem of inverting after the com-
position. MPKC distinguishes between under-defined equations and over-defined
equations. Multivariate signature schemes rely on under-defined equations, which
have more variables than polynomials and, thus have more than one solution. In
contrast, multivariate encryption schemes using over-defined equations have (at
most) exactly one solution and less variables than polynomials [23, 34].

2.5 Isogeny-based Cryptography

Isogeny-based cryptography is a very young field compared to the post-quantum
cryptosystems discussed above, that has first been proposed in 1997 and, thus,
have relatively new security assumptions. The basic idea of isogeny-based schemes
is to reuse operations related to ECC. However, the so called supersingular el-
liptic curve isogeny cryptography changes the mathematical problem from the
hardness of point computations on a single curve to the hardness of computations
between a large numbers of curves via isogenies. While the first problem—used
in popular ECC algorithm like EdDSA, Elliptic Curve Diffie-Hellman (ECDH)—
can be broken by quantum computers, the latter is assumed to resist the capa-
bilities of quantum computers. Furthermore, the computation among multiple
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curves can serve as the base to convey the exchange of symmetric key pendant of
DH into PQC, as proposed by the Supersingular Isogeny Diffie-Hellmann (SIDH)
scheme in [28]. SIDH has the advantage of small key sizes and the capability of
supporting an ephemeral key exchange to achieve perfect forward secrecy [17,28].

2.6 Summary

All the various classes of schemes have their own advantages and disadvantages.
Algorithms of each class are usually inheriting the class specific features, and
the related advantages and disadvantages. Therefore, the selection of PQC al-
gorithms fitting to a security use case should start with an investigation on the
features of the classes of PQC schemes.

In addition, not all schemes can be used for encryption or signature opera-
tions. Table 1 summarizes the advantages and disadvantageous of each class of
PQC schemes and the supported operations in terms of encryption or signature
operations.

Table 1.Overview of the characteristics of the various classes of schemes from PQC [36]

Class of Scheme Signature Encryption or Description
Key Exchange

Hash-based Y N Based on well-established security of sym-
metric hash function. Verification opera-
tion is reasonably fast. Statful hash-based
signatures can only sign a limited number
of messages per public private key pair.

Multivariate-based Y N* Based on multivariate polynomial equa-
tions. Large public keys (27.9 kBytes to
75kBytes)

Code-based N* Y Old coding schemes have a mature secu-
rity level but large public keys (1 MBytes
to several MBytes). The newer, more ef-
ficient coding-schemes with smaller public
keys are less trusted at the moment. (e.g.
QC-MDPC)

Lattice-based Y Y The schemes have a good balance between
performance and key sizes (1-4 kBytes).
However the security is not as matures as
it is for code-based or hash-based schemes.

Isogeny-based Y Y Related to ECC algorithms, slow but
very small ciphertexts/keys. Isogeny based
schemes are a relatively new field of re-
search, hence security proofs are not as
well investigated as security proofs of hash-
based schemes.

*: Proposals exist but they are currently not considered competitive.
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3 Related Work

While in the last two years, the research and development of PQC candidates
is mainly driven by the competition of the NIST standardization process [14]
and the standardization of XMSS by the IETF [24], the origin of most PQC
candidates (e.g. [32, 33, 37]) is older than the research field for PQC schemes
itself. The constant evolvement and improvement of quantum computers, making
the threat more and more realistic, led to an arising amount of research and
development in this field already in the last few years.

In 2015, the EU funded a PQC research to encounter the threat of quantum
computers on the security of classic cryptographic algorithms. One part of the
published European Telecommunications Standards Institute (ETSI) whitepa-
per covers a case study about the vulnerability of modern communication pro-
tocols and standards—such as X.509, Secure Shell (SSH) and Transport Layer
Security (TLS)—and further provides high level requirements for future PQC
algorithms, which could replace the vulnerable algorithms in each protocol [13].
In 2016, Google conveyed the ongoing research activities on PQC candidates into
a first draft for a real world implementation of the TLS handshake in Google
Chrome Canary and combined RSA/(EC)Digital Signature Algorithm (DSA)
with the lattice-based NewHope algorithm to assure the session key exchange
is quantum secure [10]. The same algorithm has been ported on a security chip
by the silicon vendor Infineon in 2017. In the corresponding press release, the
silicon vendor emphasizes that the upcoming threat arising of quantum comput-
ers already needs to be taken in serious consideration today, especially for the
automotive domain with the long production life cycles [4, 22]. For embedded
systems, [29] ported optimized versions of most of the NIST’s PQC candidates
on a Cortex-M4 based microcontroller. Further, this project measured and doc-
umented properties of each ported algorithm, such as size of the keys and ci-
phertexts/signatures and the running time of the cryptographic operations on
the targeted system [29]. In [26] the authors demonstrated that XMSS signa-
ture verification can achieve the same timings as EdDSA and RSA. Running
on a smart-card with hardware accelerators for AES and EdDSA, they used
AES-based hash functions to accelerate the hash generation.

4 Analysis of ECU Related Security Use Cases

In this section, we focus on a TARA of the automotive basic security use cases:
secure software download, secure diagnosis, secure boot, and secure onboard
communication. The architecture for the use cases was abstracted in order to
get a very generic data flow graph fitting the use cases on an abstract level.
The idea behind that is to get a general understanding of which use case out of
these four has the highest risk impact, if the classic asymmetric cryptographic
algorithms are not secure anymore.
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4.1 Use Case description:

The basic automotive use cases from above are considered for the application of
PQC-based algorithms, because these are applicable to most ECUs. Hence, this
provides the opportunity for the coverage of most applications in the automotive
domain.

Secure Software Update: Secure software update describes the update pro-
cedure of an ECU by flashing the software stored and running on an ECU. This
update procedure needs to be secured in a way that only authentic software can
be used for the update of the ECU. As of today, this typically means that only
legitimated software of the manufacturer shall be flashed into the ECU [9].

Secure Diagnosis: The secured diagnosis service is used to read and update
configuration and parameter settings or to initialize the secure software update
process. Only authorized entities shall have access to the service of reading or
updating the device settings and configuration or initiate the secure software
update process, cf. [1].

Secure Boot: Secure boot shall ensure that only authentic and valid software
is executed on the ECU. Usually the integrity and authenticity check of the
software is done during the boot phase of an ECU [42].

Secure Onboard Communication: Secure Onboard communication allows
for an authentic communication between ECU in the in-vehicle network. It safe-
guards message integrity and authenticity to secure safety-critical messages [3].

4.2 Threat Analysis and Risk Assessment

TARA has become a golden standard in the industry to identify appropriate
countermeasures and actions to ensure the aimed security level of a product.
For decades TARA is a common method in the software development industry
for to identify threats and corresponding risk to lose assets that ensure the cor-
rect functionality of the developed software. However, performing a TARA is a
quite young concept in the automotive industry, but is strongly recommended
in automotive secure development guidelines like the SAEJ3061 [39] and is also
considered in the upcoming ISO-SAE standard ISO-SAE21434 -Road vehicles –
Cybersecurity engineering. Up to now there is no standard on how to perform a
TARA in the automotive industry, otherwise we oriented on the TARA method-
ology proposed in the research project HAVENS [31] and developed our own
method based on different established standards from other industry branches
- like the ISO27005 [27], and recommendations from governmental offices like
the federal office for information security. The threat model used for our TARA
is based on the STRIDE model. In addition, the threat identification step is
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following the STRIDE approach by Microsoft [30]. The risk assessment part of
our TARA is oriented on the proposal from the HEAVENS project and the risk
assessment of the common criteria evaluation standard [16].

We performed a TARA for each of the automotive basic security use cases,
focusing on the elements that utilize an asymmetric cryptographic operation in
order to verify data, authenticate users. Due to the STRIDE approach we fo-
cus on the data transfer from and to the asymmetric cryptographic operation.
The asymmetric cryptographic operation itself is modeled as an atomic process
with all its STRIDE typical properties according to threats and possible security
goals. Therefore, only the process element in the data flow diagram represent-
ing the authentication verification, or authorization process using asymmetric
cryptography is investigated, as well as, all incoming and outgoing data commu-
nication to or from the process node. These identified threats are then quantified
in terms of likelihood of exploitation and severity of the impact on the security
concept of the use case in case the exploitation was successful. This combination
of impact and likelihoods translates to a risk level starting with quality manage-
ment (QM ) over Low, Medium, High to Critical, where QM does only require
very little to no actions, while Critical indicates a risk with a very high dam-
age and a high probability so that immanent actions for placing sophisticated
countermeasures are needed.

Tab. 2 summarizes the results of the TARA for each use case. This table
depicts the summarized amount of identified risks per ECU-focused automotive
security use case as well as the number of risks per risk level for each use case.
The use case of Secure Software Update has the highest number of risks with
the critical risk level and the most identified risk regarding quantum computer
attacks, under the assumption security control for software verification is broken
because the asymmetric cryptographic scheme is broken. The high and critical
risk level ratings result from the ability of an attack that any arbitrary software
can be uploaded and execute on the ECU. Also the upcoming security solution
of security updates would not work in this case because the adversary can either
replay an update of the malicious software. The second critical use case is Secure
Diagnosis, followed by the use cases Secure Boot and Secure Onboard Commu-
nication. The high risk level for the use case Secure Diagnosis is based on the
fact that an adversary might have the ability to change configuration parameter
of an ECU, if he can overcome the secure access control. The changes in the
configuration parameter can than result in functional changes of the ECU with

Table 2. Overview on TARA results on all the automotive basic security use cases

Use case
Number of Risk

QM Low Medium High Critical Total

Secure Software Update 1 2 2 6 2 13
Secure Diagnosis 3 4 1 8
Secure Boot 1 4 1 6
Secure Onboard Communication 3 1 4
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high safety related impacts, e.g., configuration settings of a brake controller. It
is important to highlight that the TARA of Secure Onboard Communication is
focused on the authentic communication of the in-vehicle network on typical au-
tomotive bus technologies, such as Controller Area Network (CAN) or CAN-FD
bus, because the protected communication measure for Ethernet bus networks
inside the vehicle can easily be adapted from solutions of the IT security world.

5 Case Study on Secure Software Updates

PQC schemes are important for secure software update or secure flashing since
the basic signature and verification are mainly performed by public key cryp-
tosystems, such as RSA, ECC. Our TARA retrieved the corresponding threat
described as: ‘Disclosure of public key’, with a risk level of high. The threat
impact is that the public key information might be used together with Shor’s
algorithm to retrieve the corresponding private key on a quantum computer. A
follow up threat would be that the attacker would be able to create valid signa-
tures for own spoofed firmware images, which could be deployed to the vehicle
and would be considered as valid by the affected ECU. As a consequence, the at-
tacker could compromise the ECU and execute arbitrary code. Furthermore, an
attacker is able to send some spoofed messages to the in-vehicle network, e.g. to
initiate brake commands. Therefore, it is suggested to use post quantum-based
signature schemes.

5.1 Automotive Requirements

For the use case of secure software updates, the signature generation and verifi-
cation have automotive specific requirements. The most important requirement
is that the security of the signature scheme must be well understood and resis-
tant against classical cryptographic attacks, as well as resistant against quantum
computer attacks. The public key for the signature verification, which must be
stored in ECU, shall have a small size. Either the public key itself or its hash
value must be stored in a secure tamper-resistant memory location, e.g. one-time
programmable memory. The selected scheme and its implementation for the sig-
nature verification shall focus on speed and code size to optimize the cost. In
contrast, the performance of key-pair and signature generation is out of scope,
since it is performed in a resource-rich backend. In addition, the verification
performed at the telematic control unit (TCU) might be different to the one
performed on ECU due to different platforms and costs, respectively.

5.2 Selecting Adequate PQC Schemes

From the requirements defined in Section 5.1, the proper PQC schemes for the
use case of secure software updates shall be pre-selected. Today, EdDSA is a
widely used signature scheme which is taken as a reference in this paper. Based
on values measured by [40], the algorithm’s properties are compared against
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promising PQC schemes, which proceeded the second round of the NIST com-
petition. EdDSA has small public key sizes, small signature sizes and a fast
signature verification. However, from Shor’s algorithm, we know that it can be
broken by quantum computers [41].

The PQC classes of code-based and supersingular isogeny-based cryptogra-
phy are neglected, since none of their signature candidates entered in the compe-
tition [14]. Multivariate-based signature schemes stand out by their fast signature
verification and extreme small signature sizes. Nevertheless, their extreme large
public key size and their rare security proofs conflict with two important auto-
motive requirements. Thus, they are not selected as candidates for the use case
of secure software updates in an automotive environment [23,40].

Although hash-based PQC schemes have medium large signature sizes as
well as medium verification duration, they outstand by their well understood
security proofs and their small public key sizes. The hash-based algorithm XMSS
is standardized by Internet Engineering Task Force (IETF), making it a reliable
candidate for future (automotive) protocols. However the constraint of most
hash-based schemes, especially of XMSS, to maintain a state and only provide a
limited number of signatures per key, must be taken into account for the use case
of secure software updates on automotive ECUs [12,24]. Compared to the update
frequency of modern apps and smartphones, updates for automotive ECUs are
quite rare. Therefore, the number of signatures for one XMSS key should be
sufficient. Yet, considering the long life span of vehicles in the field and an
increasing frequency for future updates, the amount of updates can increase.
In that case, some public-key-infrastructure scheme should be established, to
enable the roll-out of new keys by updates.

Lattice-based signature schemes have medium size public keys and medium
sized signatures. Their signature verification is fast. Therefore, the PQC candi-
date Dilithium with an outstanding performance meets the automotive require-
ments for secure software updates, which is chosen for the experiment in this
paper [40].

5.3 Experimental Results

In this section, discuss our reference implementation we used for a resource and
performance comparison of the signature verification process. We implement a
hash-based cryptographic algorithm (XMSS) with a security level of 4 and a tree

Table 3. Comparisons of XMSS, Dilithium and EdDSA on ARM Cortex M4

Algorithm Public Key Signature Cycles Cycles Avg exec. time
(Security Level) Size (Bytes) Length (Bytes) per Byte (msec @ 168 MHz)

XMSS C (4) 68 2,340 87.120.741 37,231 518
XMSS ASM (4) 68 2,340 32,635,088 13,946 194
Dilithium (3) 1,472 2,701 6,225,805 2,305 37

EdDSA 32 64 3,126,848 48,857 18
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size of 64, a lattice-based cryptographic algorithm (Dilithium) with a security
level of 3. The provided security levels of the PQC algorithms are referring to the
security levels defined in the PQC NIST competitions [14]. Hence, level 3 equals
the today’s security level of AES-192, while level 4 is the same security level as
finding a collision in SHA-384. For comparison with nowadays in use signature
schemes we also implemented a current public key cryptographic signature stan-
dard (EdDSA). In our implementation the signature scheme uses the ed25519
curve as underling elliptic curve. One variant of XMSS implements the hash
algorithm in optimized assembly instructions and the other variant implements
the hash algorithm in non-optimized C code, to simulate automotive constraints.
The other algorithms are solely implemented in C code.

In the use case of software updates, signatures will be generated at the back-
end followed by sending the signed package to the ECU to verify and install
the package. While the backend is simulated by a Raspberry Pi 3 B [7] running
Ubuntu 16.04, the ECU is simulated by a microcontroller running a 32-bit ARM
Cortex M4 at 168 MHz, 196 kB SRAM memory, and 1 MByte of flash mem-
ory [5]. The code is cross-compiled using the GNU-ARM embedded toolchain
version ‘6-2017-q2-update’ at an optimization level of 2 [6]. The over-the-air up-
date communication between the backend and the ECU is emulated by a serial
wired UART connection. According to the risk analysis of Sect. 5, we focus on
the performance of the verification on the ECU platform.

Based on the pre-selection in Sect. 5.2, the signature algorithms XMSS,
Dilithium, EdDSA with ed25519 are ported to the ECU for comparison. From
the performance of the signature verification process in C code, XMSS has the
longest running time with 518 ms, which is slower by more than factor 10 com-
pared to the competitors. Although the assembly optimized variations reduces
the duration of XMSS to 194 ms and, thus, compared to the C variation reduced
by the factor of 2.5, it still takes more 5 times as long as the competitors. While
Dilithium takes approximately twice as long as EdDSA (37 ms vs. 18 ms), the
ratio of clock cycles per signature bytes is significantly better than EdDSA (cf.
Tab. 3) according to the clock cycles per signature byte. For the comparison of
the signature verification process only the signature validation itself is measured
and compared, the hashing of the message is excluded in this evaluation.

6 Conclusion and Future Work

This paper has shown that the threat arising from quantum computers affect
the security of vehicles. In the use case of secure software updates, our TARA
revealed the risk of arbitrary code execution by spoofing the signature of updates,
once quantum computer have the ability to reveal the secret private key. In our
demonstration setup we successfully proved that PQC algorithms can replace
vulnerable signature schemes. We also pointed out that the quantum-resistant
signature verification of Dilithium can outperform the well established EdDSA
on the cycles per byte metric. Although our XMSS implementation did not
achieve the same performance as EdDSA. In [26] the performance of the XMSS
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size of 64, a lattice-based cryptographic algorithm (Dilithium) with a security
level of 3. The provided security levels of the PQC algorithms are referring to the
security levels defined in the PQC NIST competitions [14]. Hence, level 3 equals
the today’s security level of AES-192, while level 4 is the same security level as
finding a collision in SHA-384. For comparison with nowadays in use signature
schemes we also implemented a current public key cryptographic signature stan-
dard (EdDSA). In our implementation the signature scheme uses the ed25519
curve as underling elliptic curve. One variant of XMSS implements the hash
algorithm in optimized assembly instructions and the other variant implements
the hash algorithm in non-optimized C code, to simulate automotive constraints.
The other algorithms are solely implemented in C code.

In the use case of software updates, signatures will be generated at the back-
end followed by sending the signed package to the ECU to verify and install
the package. While the backend is simulated by a Raspberry Pi 3 B [7] running
Ubuntu 16.04, the ECU is simulated by a microcontroller running a 32-bit ARM
Cortex M4 at 168 MHz, 196 kB SRAM memory, and 1 MByte of flash mem-
ory [5]. The code is cross-compiled using the GNU-ARM embedded toolchain
version ‘6-2017-q2-update’ at an optimization level of 2 [6]. The over-the-air up-
date communication between the backend and the ECU is emulated by a serial
wired UART connection. According to the risk analysis of Sect. 5, we focus on
the performance of the verification on the ECU platform.

Based on the pre-selection in Sect. 5.2, the signature algorithms XMSS,
Dilithium, EdDSA with ed25519 are ported to the ECU for comparison. From
the performance of the signature verification process in C code, XMSS has the
longest running time with 518 ms, which is slower by more than factor 10 com-
pared to the competitors. Although the assembly optimized variations reduces
the duration of XMSS to 194 ms and, thus, compared to the C variation reduced
by the factor of 2.5, it still takes more 5 times as long as the competitors. While
Dilithium takes approximately twice as long as EdDSA (37 ms vs. 18 ms), the
ratio of clock cycles per signature bytes is significantly better than EdDSA (cf.
Tab. 3) according to the clock cycles per signature byte. For the comparison of
the signature verification process only the signature validation itself is measured
and compared, the hashing of the message is excluded in this evaluation.

6 Conclusion and Future Work

This paper has shown that the threat arising from quantum computers affect
the security of vehicles. In the use case of secure software updates, our TARA
revealed the risk of arbitrary code execution by spoofing the signature of updates,
once quantum computer have the ability to reveal the secret private key. In our
demonstration setup we successfully proved that PQC algorithms can replace
vulnerable signature schemes. We also pointed out that the quantum-resistant
signature verification of Dilithium can outperform the well established EdDSA
on the cycles per byte metric. Although our XMSS implementation did not
achieve the same performance as EdDSA. In [26] the performance of the XMSS
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implementation was similar to the performance of the EdDSA implementation.
However, it is important to emphasize that the authors in [26] exploited a AES-
based hash functions to accelerate the hash generation. This improvement might
also be used to speed up the signature verification in our setup and make XMSS
competitive to EdDSA and Dilithium on the signature verification.

The development of PQC algorithms is just at the beginning, especially for
the automotive domain. Thus, this topic needs much more research. Future work
shall analyze the security of other automotive specific use-cases against the threat
of quantum computers. Especially the question shall be investigated, how PQC
algorithms can serve as protection in applications with real-time constraints of
today’s automotive standards, e.g., the communication between electronic con-
trol units (ECU) within the in-vehicle network. Moreover, future researches can
analyze whether the additional code size of promising PQC candidates is a se-
lection criterion for automotive ECUs with the small memory. The analysis shall
compare the PQC candidates against today’s on-quantum resistant counterparts
with the constraints for automotive software code, e.g., assembler optimizations
are prohibited. From a hardware perspective, an open question would be how
PQC algorithms perform on automotive ECUs when leveraging their hardware
accelerators, e.g. for hash computations. Furthermore, future work can investi-
gate the impact of PQC algorithms on the cryptographic architecture decisions
of ECUs which have integrated hardware security modules following the EVITA
specification [42].
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