
 

 
  

 

 
 

 

 
 

Defending Assessment Security 
in a Digital World 

Defending Assessment Security in a Digital World explores the phenomenon of 
e-cheating and identifes ways to bolster assessment to ensure that it is secured 
against threats posed by technology. 

Taking a multi-disciplinary approach, the book develops the concept of assess-
ment security through research from cybersecurity, game studies, artifcial intelli-
gence and surveillance studies.Throughout, there is a rigorous examination of the 
ways people cheat in diferent contexts, and the efectiveness of diferent approaches 
at stopping cheating.This evidence informs the development of standards and met-
rics for assessment security, and ways that assessment design can help address 
e-cheating. Its new concept of assessment security both complements and chal-
lenges traditional notions of academic integrity. 

By focusing on proactive, principles-based approaches, the book equips educa-
tors, technologists and policymakers to address both current e-cheating as well as 
future threats. 

Phillip Dawson leads research into academic integrity at the Centre for Research 
in Assessment and Digital Learning (CRADLE), at Deakin University in 
Melbourne, Australia. He uses his background in assessment and cybersecurity to 
protect education from cheating. His work involves unorthodox methods like 
computer hacking and paying professional cheaters. 
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1 E-Cheating 

We are in the midst of a global panic about student cheating. Concerns about stu-
dents outsourcing their work to ‘contract cheating’ websites, which produce 
bespoke assignments for a fee, regularly appear in the media.Alarming statistics are 
presented, such as 16% of students admitting to having paid someone online to do 
their work and only 1% of those cheating being caught (Lee, 2019). Cheating 
devices are being sold to students online; machine learning tools are being used by 
students to do their homework (Dawson, in press); and YouTube stars make big 
money selling product placement advertising for cheating services (Jefreys & 
Main, 2018). 

One thing unites this new context for cheating: technology.Whether it’s man-
aging the logistics of providing cheating services, like an essay mill’s e-commerce 
site, pushing cheating to students through social media, or sophisticated artifcial 
intelligence producing papers for students, technology is pervasive in the current 
cheating landscape. 

On the fip side, technology is also heralded as part of the solution to cheating, 
ranging from locking down students’ computers while they complete assignments 
(Dawson, 2016) to fying drones above exam halls to spot cheaters (Reuters, 2017). 
Technology poses both great promise and great peril for the problem of cheating. 
And this is without considering the potential benefts of future technologies to 
both cheaters and those who wish to stop them. 

This is a book about technologised cheating, or ‘e-cheating’, and what we can 
do about it.The book is primarily targeted at researchers, educators, technologists 
and leaders in the feld of higher and professional education. But it’s also a topic of 
basic human interest; who doesn’t love a good story about cheating? The book 
explores the current and likely future states of e-cheating, what can be done to 
secure assessment in this new world, and some of the challenges we are likely to 
face along the way. 

Why a book specifcally focused on e-cheating? Firstly, because with new 
technologies come new ways to cheat.The rise of the World Wide Web in the 
late 1990s was associated with a rise in copy-paste plagiarism. Similar panics 
about new technologies can be found as far back as Socrates complaining about 
the emergence of writing as producing students who appear to know things 
they actually do not know (see Plato’s dialogue ‘Phaedrus’, sections 257c–279c). 
New technologies challenge norms about what is acceptable in education. 



    

 

 

 

  

     
 

  
 

 

 
 

2 E-Cheating 

The frst step in addressing new cheating technologies is a systematic interroga-
tion of technology and cheating. 

In addition to interrogating technologised cheating, it is also essential to under-
stand and question technologies that are being used to address cheating. In my 
work, I have tried to empirically test the claims of vendors of anti-cheating tech-
nologies. I’ve published about my successful hacking and cheating attempts at 
computer-based exams (Dawson, 2016). I’ve tested out new machine learning 
tools to see if they really can build an authorship profle on a student to see if the 
student has contract cheated (Dawson, Sutherland-Smith, & Ricksen, 2020). I’d 
like to give you a third example here, about replicating the types of cheating 
approaches I’ve seen used successfully in online exams, but legally I’m not allowed 
to do so.This is infuriating. Just as we need to scrutinise cheaters and cheating busi-
nesses, we need permission to question and study those on the other side, who 
proft from attempts to stop cheating. Do their anti-cheating technologies actually 
work? 

The study of e-cheating benefts from its adjacent technological disciplines, 
such as artifcial intelligence and cybersecurity, which ofer us new metaphors and 
methodologies to study cheating.These include the notion of ‘penetration testing’ 
a system to fnd its vulnerabilities; the holding of hacking competitions with boun-
ties for those who can demonstrate successful hacks; and the study of ‘social 
engineering’ to fnd non-technical breaches (Schneier, 2018). As Schneier notes, 
with the integration of computers into all facets of society,‘computer security will 
become everything security’ (p. 7), which means that the lessons of cybersecurity 
apply to cheating as much as anywhere else. 

Why care so much about cheating? I could ask the same question of you read-
ing this book – what motivated you to read about cheating? There are many 
answers to this question, often quite personal ones. Cheating might just feel funda-
mentally unfair or unethical.You might believe cheating damages learning and the 
reputations of educational systems. Philosophers have argued extensively about the 
moral wrongness of cheating (Bouville, 2009). But the biggest concern I have 
about cheating is a fairly pragmatic one: it leads to people being accredited as hav-
ing met particular learning outcomes they have not actually met.When I go to the 
doctor or drop my kids of at school, I place great trust in the capabilities of profes-
sionals whom I hope have earned their qualifcations honestly. Cheating creates an 
unsafe situation where incompetent and dishonest professionals walk amongst us. 

This is a book about the minority of students who e-cheat; the vast majority of 
students do not e-cheat or even cheat. However, for reasons of fairness, public 
safety, trust in education systems and productivity, we need to do our best to stop 
the small minority that do. So what proportion of students e-cheat? Little data is 
available that specifcally targets e-cheating. Some e-cheating behaviours are con-
sidered in large-scale self-report surveys such as Bretag et al.’s (2018) survey of 
Australian university students, which found that roughly 6% of students admitted 
to having engaged in ‘contract cheating’, such as the use of websites that provide 
custom-made assignments (Bretag et al., 2018). A synthesis of the literature by 
Newton (2018) found a much higher proportion on average, as high as 16% since 
2014; however, there was a very signifcant range in the fndings of individual 



  

  

 
      

  

  
 

 

 
 
 
 

 
 

 
 

  
 

 
 
 
 
 
 
 
 

  
 

  
 

3 E-Cheating 

research studies, with ten studies fnding prevalence of 20% or higher, and almost 
double that number of studies fnding prevalence of 1% or less.There is much less 
data about newer e-cheating behaviours, such as the use of unauthorised electronic 
tools, or the employment of computer-based exam impersonators. But what we 
know from contract cheating tells us that prevalence probably varies signifcantly 
between contexts and over time. 

You might have noticed this chapter uses the word ‘cheating’ a lot, and it has not 
yet used the term ‘academic integrity’.This is intentional and unashamed.The feld 
of academic integrity has tended to focus on the positive: education about the 
importance of integrity; about citing sources; on awareness campaigns and honour 
codes; and on cultural change (Fishman, 2014; McCabe, Treviño, & Butterfeld, 
1999, 2002).This is important work and I do not in any way wish to diminish it. 
However, the feld’s discomfort with the systematic study of the ways students 
cheat, including the seedy underbellies of cheating sites and hacker forums, has led 
to a somewhat dichotomous situation: you’re either pro-integrity or anti-cheating. 
This is a false dichotomy.We can, and we must, both promote academic integrity 
and seek to detect cheating. In my Australian context, doing both is legally required 
of universities (Australian Government, 2015).This book’s focus on e-cheating – in 
addition to the promotion of academic integrity – allows us to explore the nega-
tive, with a focus on technology. 

Before continuing, it’s important to acknowledge that cheating is contextual 
and socially constructed. In that spirit, here’s a bit about me, my biases and my 
worldview. Firstly, I come from the research area of assessment and feedback. I’m 
currently Associate Director of the Centre for Research in Assessment and 
Digital Learning (CRADLE) at Deakin University. I view cheating as an educa-
tional assessment problem, and situate my work on cheating and academic integ-
rity within my broader work on assessment in higher education. I take a pragmatic 
approach (Badley, 2003) to research and am comfortable working with qualita-
tive and quantitative methods; I think that with a bit of lateral thinking, evidence 
from a range of paradigms can be compatible. I’m located in Australia, which 
seems to have engaged rather extensively with academic integrity.When it comes 
to cheating, I am something of a sinner: my mum helped me cheat on a poster 
when I was in grade four; my dad gave me too much help on a story I was writ-
ing in grade seven; and I have Googled the answers to some online compliance 
quizzes. But apart from that I think I’m clean. Some things that others consider 
cheating (e.g. reading a study guide rather than the primary text, which McKibban 
& Burdsal, 2013 mention as a cheating behaviour) I don’t consider cheating, and 
some things that I think are cheating (e.g. using an online auto-paraphrase tool 
rather than paraphrasing manually) others might think are ok. I’m an online 
privacy obsessive: I use Virtual Private Networks (VPNs) to protect my Internet 
trafc; I have a sticker over my webcams to physically stop spying; and I’ve been 
a member of the Electronic Frontier Foundation. Finally,Turnitin has provided 
funding to my research centre for the direct costs of some of my research (but 
not for this book). I’m aware of some of the tensions in the above positioning. 
All of this is to say that you should read what I have to say in this book with a 
critical eye. 



 
 
 

 
 

 

  

   
 
 

  
  
  

 

   

 

 

 
  

4 E-Cheating 

This chapter introduces and defnes e-cheating, which is important as it’s a 
concept that is used across the whole book.The chapter goes on to explore ways 
in which e-cheating is currently happening, and what the best evidence is about its 
prevalence.The chapter includes a taxonomy for e-cheating, which is used later 
when discussing what can be done to prevent or detect diferent types of e-cheating. 
It also includes a roadmap for reading the rest of the book. 

Defning e-cheating 

This is not the frst text to use the term e-cheating. Other authors have studied 
technologised cheating before, and prepending an ‘e-’ to cheating is a somewhat 
obvious move – think e-assessment, e-bikes and e-waste.The term e-cheating has 
been used rather loosely, often with an implicit, straightforward defnition that 
e-cheating means technologised cheating (e.g. Gao, 2012; K. O. Jones, Reid, & 
Bartlett, 2008a, 2008b; Khan, 2010; Khan & Balasubramanian, 2012). Some other 
researchers have been more specifc, defning e-cheating as: 

• ‘student violations of academic integrity through the use of any technology 
oriented device’ (D. L. King & Case, 2014, p. 21); 

• ‘using information technology (IT) to aid in the process of cheating in a class. 
This includes the use of personal digital assistants (PDAs), camera or picture cell 
phones, two-way pagers, programmable calculators, computers, the Internet, and 
so on to gain an unfair advantage’ (D. L. King & Case, 2007, p. 71); 

• ‘Cheating through the use of electronic resources’ (Styron & Styron, 2010, p. 38); 
• ‘the use of the World Wide Web to assist with cheating’ (Rogers, 2006, p. 207); and 
• ‘the habit of students engaging ICT devices to indulge in examination mis-

conduct’1 (Omonijo, 2012, p. 388). 

Discussion of e-cheating has largely been restricted to relatively niche journals. 
At the time of writing, there is little use of the term e-cheating amongst the top 
educational technology journals: no mention in the British Journal of Educational 
Technology, one mention in The Internet and Higher Education (a brief and undefned 
discussion by Sellani & Harrington, 2002) and one mention in Computers & 
Education (a passing mention by Parks, Lowry,Wigand,Agarwal, & Williams, 2018). 
In the top higher education research journals, there has been a similar lack of 
engagement with the term, with no mention in Higher Education, Studies in Higher 
Education or Assessment & Evaluation in Higher Education.The top academic integ-
rity journals are similarly bereft of mentions of the term e-cheating, with no men-
tions in the International Journal of Educational Integrity, and one mention in the 
Journal of Academic Ethics (Molnar, 2015, a mention that is also in passing and 
undefned). 

Given that e-cheating is often used without defnition, and that the available 
defnitions are diverse, there is a need to defne it in this book before moving for-
ward. I defne e-cheating as: cheating that uses or is enabled by digital 
technology.To be clear, this includes hardware such as computers, smartphones, 
smartwatches and earpieces. It also includes software and online tools such as 



 
 

   

 
 

  

 

 

 
 
 
 
 
 
 
 

5 E-Cheating 

automated algebra solvers and auto-paraphrasing tools. E-cheating includes the use 
of technology like e-commerce platforms to logistically enable cheating and, as 
such, contract cheating counts as e-cheating where it is performed through 
technology. 

To avoid any doubt, I am of the view that cheating is socially constructed, and 
as such there are few absolutes.The acts and tools mentioned in the previous para-
graph are only e-cheating where they are forbidden, or where a reasonable person 
would think they are forbidden. Educators often incorporate some of the tools 
mentioned previously in their assessment designs, and in these cases they are obvi-
ously not e-cheating; for example, in a later-year engineering assignment, students 
might be expected to use software to solve some time-consuming algebra prob-
lems to enable them to focus on more advanced concepts. However, educators are 
often unaware of the full range of possible e-cheating approaches, which creates a 
grey area.To take the example of auto-paraphrase tools, which students can use to 
rewrite text and fool text-matching tools like Turnitin (Rogerson & McCarthy, 
2017): while few educational institutions explicitly prohibit these, I think most 
educators would probably regard them as cheating. As new technologies emerge, 
educators and institutions will likely become aware of them long after their uptake 
by students. It is therefore important to take a principles-based view of what 
e-cheating is, rather than attempting to categorically rule in or out every specifc 
cheating approach or technology. 

In our current digital world, exclusively ofine education is becoming less 
common.This is likely true for cheating as well. Does this mean that most cheating 
is now e-cheating – paralleling the earlier quote from Schneier that ‘computer 
security will become everything security’? If we take the example of bringing 
unauthorised notes into an examination: if those notes are scrawled on a piece of 
paper with a pen, it is not e-cheating. But what if those notes are typed and printed 
out? What if the student uses one of the many WikiHow guides on exam cheating 
to learn new ways to bring the notes into the exam? What if the notes are shared 
online? What if the student downloads a template to make the notes look like a 
label for their water bottle? For the purposes of this book, if the cheating involves 
technology, then it is e-cheating and it is relevant. However, the book will be 
focused primarily on those types of e-cheating where technology is more promi-
nent, such as cheating in online exams, contract cheating, and the use of unauthor-
ised digital tools like auto-paraphrase software. 

What is diferent about e-cheating? 

Have you ever heard a frustrated educator say ‘I wish the cheating students 
would just apply the same ingenuity to their studies as they do to cheating’? 
This is common in the conversations I have with educators when we talk about 
cheating. It is even part of conversations I have had with some computer-based 
exams vendors, who claim that only somebody very skilled, and who tried very 
hard, would be able to cheat on their exams. My response is usually this: 
e-cheating is diferent because it does not require any cleverness or hard work 
on the part of students. E-cheating can be packaged up and shared freely. 



 

 

 

 

 
  

 

 

  
 

 

 
 

 

 

  

6 E-Cheating 

E-cheating can be bought with a credit card. E-cheating is never more than a 
web search away. E-cheating can be anonymous. E-cheating is pushed to stu-
dents by social media and online advertisements. E-cheating usually rates higher 
on web searches than legitimate help (try a search for ‘essay help’ in your favou-
rite search engine). E-cheating is diferent to traditional cheating, and it requires 
us to think diferently. 

The technological afordances of copying and sharing are particularly transfor-
mative for e-cheating. Some countries are so afraid of these afordances that they 
shut down the Internet nationally during high-stakes examinations, out of fear that 
students will use it to share exam answers (Al Jazeera News, 2018; Gebre, 2019). 
Websites where students share answers to their homework have turned into multi-
billion dollar enterprises (I would provide citations here but I’m too scared to list 
them for fear they’ll come after me). However, copying and sharing applies not just 
to the content that is being assessed, but also to the approaches that can be used to 
cheat.A search for ‘how to cheat in [your favourite online exam tool]’ will likely 
yield many how-to guides.These can require some degree of skill to implement; 
however, a signifcant and under-explored threat posed by copying and sharing is 
the packaging up of software tools that automate cheating, particularly in online 
exams. As I have demonstrated in my work on computer-based exam cheating 
(Dawson, 2016), it is possible to package up cheating approaches so they can be 
implemented by non-technical students who would otherwise lack the capability 
to cheat in this way.This is the same problem computer security faces with ‘script 
kiddies’ – people who lack the ability to hack systems themselves but just down-
load pre-built hacking tools (Schneier, 2018). Just as hackers no longer need to 
deeply understand what they are doing in order to cause great damage, students 
who wish to cheat can have much of the process automated for them. Copying and 
sharing therefore makes e-cheating a much greater threat than traditional 
cheating. 

E-commerce, and its associated technologies and processes, also makes e-cheating 
more of a problem. Contract cheating – the outsourcing of assessed work – is a 
good example of a cheating approach that’s almost as old as the written word but 
has become much more of a problem in recent years.The advent of e-commerce 
sites and online advertising has facilitated sophisticated business models and logis-
tics, helping contract cheating fourish into a billion-dollar industry (BBC News, 
2019b).This business can be conducted with far greater privacy than face-to-face 
contract cheating, through anonymous payment methods like cryptocurrencies 
and privacy-enhancing technologies like encryption.But even without those more 
advanced technologies, basic web e-commerce allows students to anonymously 
recruit a writer who they will never meet. So while contract cheating has been 
around for a very long time, thanks to technology it has never been easier to cheat 
in this way. 

E-assessment has also created opportunities for a range of new e-cheating 
approaches that were not even a possibility before assessment was technologised. 
Before the advent of online exams, the threat of someone hacking into the exam 
to enable them to cheat was not a signifcant problem. Nor was the threat of 
students giving their login credentials to a third party to have them sit the exam. 



 

 

 

 

 
 

 
 

  
 

  
  

 
   

  
 

 
 

 

 
 

 
 

 
 

7 E-Cheating 

Yes, there were always ofine analogues of these cheating approaches, but the com-
puterisation of assessment now means there are new, additional ways to cheat. 

Finally, e-cheating is diferent because it changes and adapts at a diferent pace 
to traditional cheating.As part of the digital world of education, e-cheating inno-
vates at the speed of technology. New approaches to e-cheating are developed by 
technology startups dedicated solely to the e-cheating industry (e.g. Monorean, 
2019). New approaches to e-cheating are shared by students in forums. E-cheating 
professionals have their own discussion forums where they share their experiences 
and learn how to overcome new anti-cheating technologies. Review and com-
parison sites allow potential cheating students to shop around for the best deal.All 
of this means that educators, administrators, researchers and policymakers need to 
be kept up to date. It also means that we need to take new, principles-based 
approaches, rather than ‘playing whack-a-mole’ as each new threat emerges. 

Academic integrity, fraud, hacking and e-cheating 

E-cheating is important, but what is its relationship with other concepts? The most 
obvious connection is with academic integrity, a concept that has been studied for 
decades.The International Center for Academic Integrity defnes academic integ-
rity as ‘a commitment to fve fundamental values: honesty, trust, fairness, respect, 
and responsibility’ (Fishman, 2014).This is a positive mission, and one that has had 
signifcant impact on international practice. However, as acknowledged by the 
international academic integrity community, such a mission will never, on its own, 
completely stop cheating in general and e-cheating in particular.There will always 
be some individuals who are determined to cheat, and approaches like education 
around the fundamental values, and getting students to sign honour codes, will not 
stop them (McCabe et al., 2002).There is a need for parallel and complementary 
work into e-cheating.This includes e-cheating methods, the detection of e-cheat-
ing, and evidencing/proving cases of e-cheating. Compared to academic integrity, 
the study of e-cheating sounds negative. However, we have a responsibility to our 
communities to take reasonable measures to detect e-cheating, develop and imple-
ment measures to deter cheating, as well as continue to promote learning with 
integrity. 

E-cheating also has connections with fraud, which the Oxford English 
Dictionary defnes as ‘Criminal deception; the using of false representations to 
obtain an unjust advantage or to injure the rights or interests of another’ (Oxford 
English Dictionary, 2020b). Fraud could be considered the superset of e-cheating, 
and fraud laws could theoretically be used to prosecute e-cheating cases (Draper & 
Newton, 2017). However, fraud also includes a range of activities in education that 
go beyond our scope here, which makes it a less useful term than e-cheating. For 
example, in ‘Operation Varsity Blues’, several celebrities were charged with fraud 
for ofences relating to bribing university ofcials and infating grades (Colvin, 
2019; Paris, 2019).While important to address, these matters are more in the legal 
domain than the educational domain, so they are not the focus of this book. 

Hacking is also adjacent to, and overlaps with, e-cheating. In a computing sense, 
hacking can mean writing computer code, fnding workarounds to problems, or 



 
  

  
 

  
 

  
 

 

 

  

 
 

 

 

 
 

 
 

  
  
  
  

8 E-Cheating 

subverting or taking over a computer system (Oxford English Dictionary, 2020c). 
This last sense is the type of hacking that connects strongly with e-cheating.The 
ability to break in to an online exam tool or a learning management system pro-
vides many e-cheating opportunities. Hacking is thus one of the tools that can 
enable e-cheating. However, not all instances of hacking into educational institu-
tions and their systems are considered e-cheating in this book.As with fraud, more 
general cybercrime – such as breaking into a university’s student database and 
changing a student’s grades – is not considered e-cheating.The solutions to that 
problem are primarily in the domain of cybersecurity, rather than anything 
educational. 

An afordance-based taxonomy of e-cheating approaches 

Where regular cheating had centuries to evolve, e-cheating has developed rapidly 
over mere decades. It will likely continue to change rapidly as technology and our 
digital world evolve.The study of e-cheating therefore needs to consider not just 
the approaches of today, but the approaches of tomorrow. Rather than focusing on 
particular e-cheating approaches, which will change over time, we need to focus 
on the impacts of diferent approaches to cheating. Rather than focusing on just 
the approaches that are completely feasible right now, we need to be forward-
looking and consider what might evolve in the near future. In this section, I pro-
pose a taxonomy to consider e-cheating approaches, characterised by their 
afordances.An afordance is ‘[a] property of an object or an aspect of the environ-
ment, esp. relating to its potential utility’ (Oxford English Dictionary, 2020a). 
Focusing on the afordances that might threaten assessment, rather than the 
e-cheating approaches we are currently aware of, allows us to manage the e-cheat-
ing threat in a principles-based rather than reactionary way. This means we can 
think forward about what is allowed or not; we also won’t be surprised when new 
threats occur within a particular afordance category. 

Introducing another typology is necessary for this book as existing typologies 
tend to focus on cheating activities rather than their consequences. For example, 
McKibban and Burdsal’s (2013) empirical work identifes fve cheating factors 
(creative padding; interactive cheating; false personal excuses; taking credit for 
others’ work; and exam cheating), but none of them would facilitate comparison 
in terms of the impact of the student’s activity.Their paper also focuses on some 
activities that are arguably just strategic behaviour on the part of students (e.g. 
reading a condensed version of a text rather than the prescribed text), and it does 
not consider modern technology or contract cheating. Focusing on specifc cheat-
ing activities, rather than on the impacts of those activities, can lead to us being 
blindsided when new approaches emerge. 

The taxonomy in this chapter consists of four fundamental e-cheating afordances: 

• Providing access to unauthorised information; 
• Cognitive ofoading to a tool; 
• Outsourcing work to a person; and 
• Disrupting the assessment process. 



 
 
 

 

 
 

 

 

 

 
  

  

9 E-Cheating 

Each of these high-level afordances will be discussed in the next section, along 
with examples. Before that, however, I wish to again emphasise one important 
caveat: these approaches are cheating only insofar as they are disallowed in a par-
ticular setting, either through policy, cultural norms or educator instructions. Many 
efective assessment approaches make productive use of the same afordances as 
e-cheating approaches do. 

Providing access to unauthorised information 

Some e-cheating approaches aford students access to information they should not 
have.This is the equivalent of sneaking notes into an exam hall, in that it provides 
the student with an unfair advantage; it also invalidates the assessor’s judgement, 
which was meant to be made on student work without access to such materials. 
There are two main subcategories of this afordance:breaching information restric-
tions; and accessing questions, exemplars, solutions or answers. 

Breaching information restrictions 

This afordance applies only to assessment tasks that depend on restricting student 
access to information which students would usually have access to – for example, 
online examinations that do not allow students to use a web browser.The easiest 
way to thwart this particular afordance of e-cheating is to design assessment tasks 
that do not depend on information restrictions.There are numerous examples of 
e-cheating approaches that breach information restrictions: 

INFORMATION-SMUGGLING DEVICES 

A range of devices are available online for the sole purpose of bringing unauthor-
ised information into exam settings. An exhaustive list would be unfeasible but 
could include earpieces that connect to an MP3 player; wristwatches that can be 
used to store information; and calculators that can store hundreds of thousands of 
words in a searchable fle (Ruby Devices, 2019). In terms of their ability to breach 
information restrictions, these devices are simply a new twist on the old approach 
of sneaking notes into an examination or writing formulae on your arm. 

RUNNING AN ONLINE EXAMINATION WITHIN A VIRTUAL MACHINE,AND RUNNING 

A WEB BROWSER IN THE HOST OPERATING SYSTEM 

Many online examination tools restrict the programs that can be used by a student 
in their exam. I have previously demonstrated that it is possible to run some online 
exam tools within a virtual machine.You might have encountered a virtual machine 
before if you have ever run Windows on a Mac, within a window, to allow you to 
use some specialist software that only runs on Windows – I used to do this to run 
a particular version of the NVivo qualitative data analysis program. I have previ-
ously demonstrated the virtual machine approach can allow access to web browsers 
and other unauthorised information (Dawson, 2016). At the time of writing, 



 
 

 
 

  
 

  
  

  
 

   

 

 
  

 
  

   
 
 

10 E-Cheating 

cybersecurity researchers have also demonstrated this approach is currently func-
tional with some online exam tools, despite vendors being made aware of the 
problem (Chase, 2018). 

TEXT INPUT HARDWARE 

Online exam tools can be set up to deny students access to their computer’s 
flesystem. One method of bypassing this information restriction is to use hard-
ware approaches, such as a USB key injector (HakShop, 2014), which is a device 
that tells a computer it is a USB keyboard but is really a tiny computer the size 
and shape of a USB drive.These devices can input specifc text at a specifc rate 
at a particular time, which the host computer is not able to distinguish from text 
typed on a keyboard.These tools can be hidden inside a computer and used to 
bring notes, ‘cheat sheets’ or completed essays into an online exam environment 
(Dawson, 2016). 

Accessing questions, solutions, answers and exemplars 

The previous subcategory focused on ‘real world’ information the student would 
normally have access to but is denied under some assessment conditions. In con-
trast, this subcategory is about secret assessment-related information that the 
student should not be able to access.This includes e-cheating approaches that pro-
vide students access to exam questions ahead of time, to allow them to prepare; 
access to the solutions or answers for an assignment; or access to previous student 
work to use as an unauthorised exemplar. Specifc approaches that provide this 
afordance include: 

‘BRAINDUMPS’ OF EXAM QUESTIONS 

Several websites exist where people ‘dump’ the contents of their brains immedi-
ately after taking an examination, trying to remember as many questions as possible 
(for example, BrainDumps.com, 2019).These sites then combine questions from 
multiple test-takers in an attempt to reconstruct the examination, so that future 
test-takers can practise on the actual test questions. Braindump sites are very popu-
lar with industry certifcation tests. 

ESSAY BANKS AND ASSIGNMENT TRADING SITES 

These websites store past student work, which current students can purchase either 
for a fee or for credits that are earned by uploading work.When educators reuse 
assignments from year to year, these sites provide students with access to solutions 
for their assignments.There is some debate about the moral and legal standing of 
these sites. In Australia, there is a current campaign called ‘Right to Publish’ 
(Responsible Student Publishers Association, 2019) that argues for students’ rights 
to share and proft from their work, which they claim is being breached by 
universities. 
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FORENSIC ANALYSIS TO IDENTIFY QUESTIONS AND ANSWERS 

When computer programs are running they store information in memory and can 
communicate with other devices on a network. It is possible for other computer 
programs to access what is in the computer’s memory or to intercept communica-
tions between machines.These and other forensic approaches can be used to iden-
tify exam questions and answers. In my work I have established the potential 
feasibility of a ‘cold boot’ attack, in which a computer’s memory contents are 
analysed after it has been turned of and on again (Dawson, 2016).This range of 
approaches is much more challenging to implement for the frst time than other 
approaches, however, if they are implemented by one person they could be pack-
aged up and shared with other less technical users. 

Cognitive ofoading to a tool 

When I was a child, using a calculator in some exams was considered cheating.The 
educational justifcation for this was that I would not be carrying around a calcula-
tor with me every day, so I needed to learn to do the work in my head.Variations 
of this same logic are used to justify restrictions on the sorts of tools students are 
allowed to use in their assessments. As has been discussed earlier, concerns about 
student use of tools in education date back to Socrates’ criticism of writing. Be it 
writing things down to avoid having to remember them, or using a computer 
program to solve a difcult algebra problem so that you don’t have to do it yourself, 
people engage in all manner of ‘cognitive ofoading’; that is, ‘the use of physical 
action to alter the information processing requirements of a task so as to reduce 
cognitive demand’ (Risko & Gilbert, 2016, p. 677). Cognitive ofoading poses seri-
ous challenges for assessment, as educators and institutions are often unclear about 
which cognitive ofoads are allowed and which are not (Dawson, in press). 
However, there are some examples of cognitive ofoading that are generally for-
bidden by default in any context where they are not expressly permitted: 

Essay spinning, auto-paraphrase and back-translation tools 

These tools rewrite text for students, efectively allowing students to ofoad the 
task of paraphrasing. Some of these tools are adaptations of Search Engine 
Optimisation (SEO) tools, which are used by webmasters to increase trafc to a 
website by making it appear that there is more unique content – when actually, the 
content is just robotically paraphrased versions of the same content (Lancaster & 
Clarke, 2009; Rogerson & McCarthy, 2017; Spinbot.com, 2016). Students use 
these tools to avoid having to manually paraphrase (at best) or to reuse someone 
else’s work without getting caught for plagiarism (at worst). In addition to tools 
specifcally designed to paraphrase, students have also used translation tools for 
paraphrasing. This approach is known as back-translation (M. Jones & Sheridan, 
2015), and involves translating text from one language (e.g. English) to another 
(e.g. Spanish) and then converting the translated text back to the original language. 
The usefulness of this particular approach appears to be diminishing, however, as 
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12 E-Cheating 

translation tools have become more sophisticated and are producing paraphrased 
text closer to the original source text; take, for example, this text from Jones and 
Sheridan’s (2015) paper: 

Source text:‘While many universities around the world would probably claim 
that their publicly stated policies and procedures will act as a deterrent to any 
student contemplating plagiarism, their publication alone is unlikely to cut 
any sway with would-be plagiarists’. (J.Williams, 2005, p. 8, as cited by Jones 
& Sheridan, 2015) 

Back-translation in Jones and Sheridan (2015):‘Whereas many universities 
anywhere in the world would demand probably that their indicated policies 
and procedures public will act like impediment to any student who contem-
plate plagiarism, its publication is only little probable to cut any shaking with 
the supposed plagiarists’. 

Back-translation in December 2019: ‘While many universities around the 
world would probably claim that their publicly declared policies and proce-
dures will act as a deterrent to any student who contemplates plagiarism, its 
publication alone is unlikely to afect potential plagiarists’. 

As translation tools have become more sophisticated, they have become less useful 
as auto-paraphrase tools; the back-translated text that they return is very similar to 
the original text.This may make dedicated paraphrasing tools more attractive; take, 
for example, this paraphrasing of the same original text from Jones and Sheridan’s 
(2015) paper by spinbot.com: 

Auto paraphrase by spinbot.com in January 2020: ‘While numerous colleges 
around the globe would likely guarantee that their openly expressed approaches 
and systems will go about as an obstruction to any understudy pondering 
copyright infringement, their production alone is probably not going to cut 
any infuence with would-be literary thieves’. 

To me, this reads like the sort of text a high school student might produce after 
discovering the thesaurus feature in their word processor. However, I have sadly 
seen worse in my 15 years working as an academic, and for most of that time it 
would not have made me suspect plagiarism. 

Translation tools 

A key capability in foreign language courses is the ability to translate text from one 
language into another. Similarly, when studying in a foreign language, the ability to 
produce text in the language of instruction is a key outcome that may be challeng-
ing.These problems can be addressed, to a degree, through online translation tools. 
Where the specifc outcomes being assessed include the ability to produce work in 
a particular language, the unauthorised use of online translation tools would 
amount to e-cheating.The previous back-translated examples demonstrate how far 

http://spinbot.com
http://spinbot.com
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computer translation has come in a short period of time; in the future, it may be 
that all but the most fuent second-language speakers may be able to produce bet-
ter text through computer translations of their frst language, rather than attempt-
ing to write in their second language. 

Computer Algebra Solvers 

In some disciplines the ability to solve complex algebraic problems is a key 
learning outcome.These problems are often assessed in take-home assignments, 
and students have started using online tools to solve these problems. Computer 
Algebra Solvers have not been the subject of much e-cheating research so far, 
but they have been the topic of some panic in the popular media (e.g. Biddle, 
2017).To some extent this panic may just be a more modern version of the ‘you 
won’t carry a calculator everywhere in your pocket’ concern raised in my 
childhood. 

Bespoke essay writing tools 

A range of tools now exist that can produce content for students on any topic. 
These tools conduct online research, fnd sources, and write and structure an essay. 
There are some reports online of students gaining passing (though not good) 
grades from using these tools. Some of these tools are particularly troubling in that 
they invent source material to quote from and, as such, have the potential to create 
‘fake news’, as some media sources have identifed (Hern, 2019). For example, 
when fed the text from J.Williams (2005) that Jones and Sheridan’s (2015) paper 
used with back-translation tools, the Talk to Transformer tool (based on the 
OpenAI GPT-2 language model) produced the following text: 

While many universities around the world would probably claim that their 
publicly stated policies and procedures will act as a deterrent to any student 
contemplating plagiarism, their publication alone is unlikely to cut any sway 
with would-be plagiarists. It’s generally all about an individual’s perceptions and 
experiences. 

Meanwhile, John Oliver in the new HBO drama ‘Last Week Tonight’ has 
become a prominent champion for plagiarism in the world of journalism, and after 
delivering a great satire of the rise of cheating that was just published in the 
Hollywood Reporter, he’s defnitely on a platform to spread awareness about cheat-
ing in journalism, (text in italics is original material produced by Talk to 
Transformer,A. King, 2019) 

Outsourcing work to a person 

This set of e-cheating approaches involve getting someone else to do the assessed 
task for you.They are probably the oldest types of cheating, and some e-cheating 



 

        
 

 

 
 

 

  
  

 
 

  

 
 

  
  

 
 
 
 
 
 

14 E-Cheating 

approaches to outsourcing are merely streamlined or enhanced versions of older 
ofine approaches. Other approaches, however, are new and have been enabled by 
digital technology. Examples of outsourcing approaches include the following: 

Contract cheating 

When a student gets another student to complete all or part of their work it is 
known as contract cheating (Lancaster & Clarke, 2015).This is the case whether or 
not there is a formal contract in place. However, for the sake of this example, it is 
worth focusing on the formal contract cheating industry that produces bespoke 
assignments for students in exchange for money. Much of this contract cheating 
industry occurs online, which enables it to be highly sophisticated and geographi-
cally dispersed (Amigud,2019;Lancaster,2019b;Rowland,Slade,Wong,& Whiting, 
2017). While face-to-face contract cheating is also a signifcant problem, digital 
technology allows writers to: be located anywhere in the world; exchange payment 
anonymously; recruit customers through targeted advertisements and social media; 
and manage workfow through e-commerce tools. 

Online course-taking 

A range of sites ofer to take entire online courses for students. In exchange for 
a fee, these sites will complete all assessed work, including examinations. Students 
need to provide their usernames and passwords to these sites, which poses signif-
cant risks, and is likely one of the methods used to obtain user accounts for sale 
on hacker websites (e.g. mpgh.net, 2019) – student login credentials are particu-
larly valuable as they provide access to a range of resources (e.g. libraries) and 
discounts (e.g. discounted copies of software). These online course-taking sites 
say they will sit online exams for students, even those that are remote proctored, 
with no risk to the student in terms of getting caught; and while I’d like to verify 
this claim, I have not found any remote proctored exam vendors who are willing 
to let me try. 

Remote coaches 

Rather than completely outsourcing work to another party, some students opt to 
do the physical part of an assessment themselves but have someone else do the 
thinking.This approach is analogous to the clichéd romantic comedy premise of 
having someone on the phone telling you what to say during a date. Through 
technology, you can livestream the contents of an exam (paper or online) to a 
coach who can then tell you what to write, perhaps through a hidden earpiece. 
You can also buy devices that look like regular scientifc calculators but actually 
connect to an instant messaging service, so you can tell your coach what the 
questions are and they can answer them in real time. Businesses have been set up 
to sell hardware specifcally for this purpose, such as the Monorean cheating 
earpiece (Monorean, 2019) and the Ruby calculator that allows instant messag-
ing (Ruby Devices, 2019). 

https://mpgh.net
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Expert input 

Across the Internet, there are a range of places where experts gather to answer ques-
tions from members of the public.The subreddit (similar to a discussion forum, on 
the website Reddit) /r/AskHistorians is one such example of an expert forum. On 
that subreddit, users ask history questions that are answered by qualifed historians. 
Thanks to careful moderation and vetting of experts, only high-quality answers are 
allowed. Students use these communities to outsource their homework so often that 
many have now adopted ‘no homework’ policies, though these are challenging to 
enforce as it can be difcult to distinguish outsourcing from legitimate curiosity. 

Disrupting the assessment process 

Some approaches to e-cheating provide students with an advantage by causing 
problems for the assessor,with assessment technologies, or for other students.There 
are two main subcategories of this e-cheating afordance: thwarting anti-cheating 
approaches and causing problems for students or teachers. 

Thwarting anti-cheating approaches 

A range of anti-cheating approaches are currently in use. Many of these are tech-
nology-based, such as text-matching software, remote proctoring software, and 
website blocking. Students use a range of approaches to thwart these technologies, 
including: 

BYPASSING TEXT-MATCHING SOFTWARE 

The auto-paraphrase tools discussed earlier successfully defeat text-matching tools, 
as they produce original text that cannot be found in a database (M. Jones & 
Sheridan, 2015; Lancaster & Clarke, 2009; Rogerson & McCarthy, 2017). Other 
approaches have also been attempted, and one text-matching provider says their 
tool is robust against approaches including swapping letters for similar letters in 
other languages; using a thesaurus; putting an entire piece of work within quota-
tion marks; or converting text into an image (Turnitin, 2019). 

DEFEATING REMOTE PROCTORING SOFTWARE 

Remote proctoring tools provide ways to restrict what students can do with their 
computers, as well as placing restrictions on the environment within which students 
can take an examination.The approaches used by these tools include monitoring 
with webcams and microphones; keystroke biometrics; monitoring the software 
running on the student’s computer; and restricting the websites a student can visit. 
A range of approaches have been proposed to cheat in these exams, including 
hacking and designing rooms that permit cheating in ways the remote proctor can-
not detect. Guides on how to defeat remote proctoring can be found easily online 
(e.g. Binstein, 2015); however, it is worth noting that guides to defeat some tools 
quickly become outdated as vendors respond. 



 
 

 
 

 

   

 

 

 

 

16 E-Cheating 

BYPASSING WEBSITE BLOCKING WITH A VPN 

The machine on which I am writing this book has been blocked by my university 
from accessing sites it has placed in the category of ‘Academic Fraud’.While I am 
careful to use the ofcial workaround to bypass this blocking, which involves sub-
mitting a request to IT, I know a much easier workaround: using a Virtual Private 
Network (VPN). VPNs encrypt Internet trafc and funnel it via a computer 
located somewhere else, which allows users to bypass website blocking. This 
approach can easily be used to thwart blocklists that prohibit access to cheating 
sites. Used in reverse, a VPN can also be used to make it appear that trafc origi-
nates within a university network, which can be used by online exam cheaters to 
hide the fact that they are located in other countries. 

PULLING THE PLUG 

While some online exam technologies are resistant to a loss of Internet connectiv-
ity, all are reliant on electricity. Online exams vendors need to program in logic to 
handle power outages: will their tool terminate the exam if the power goes out? 
Will it recommence when the student logs back in? Will the time of the power 
outage count towards the exam time? While it might be tempting to just end the 
exam when the power goes out, this is likely unpalatable to the student body as a 
whole, which needs to know that in the event of equipment failure, crashes or 
power outages, their exam can continue from where they left of. However, if the 
online exams vendor does anything other than terminate the exam, they open up 
the door to students exploiting this leniency.This is a common concern in online 
games and gambling, and it is discussed in greater detail in Chapter 5. 

Causing problems for students and teachers 

A student underprepared for a face-to-face exam might be tempted to trigger the 
fre alarm or phone in a bomb threat; doing so causes problems for everybody 
involved but might buy the student some time. There are a range of e-cheating 
approaches that utilise the same underlying mechanism of causing problems for 
other people to gain an advantage; here is one example: 

DENIAL OF SERVICE ATTACKS 

Denial of service attacks attempt to stop legitimate users of a service from using 
that service. One of the most common forms of denial of service is a Distributed 
Denial of Service (DDoS) attack, which often involves targeting a particular online 
service with huge numbers of requests from a huge number of devices (Mirkovic 
& Reiher, 2004).A range of DDoS tools can be downloaded which have varying 
degrees of efectiveness, and they can be used to target all manner of e-assessment 
tools, ranging from online exams to learning management systems. Using these 
approaches, students can claim they were unable to complete their assessment 
because the technology did not work. While vendors of some tools may invest 
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signifcantly in reducing the risk of DDoS attacks on their tools, the interconnect-
edness of systems may mean attackers can functionally deny service to one tool by 
disabling another. For example, a DDoS attack on a university’s WiFi, student 
records database or single sign-on authentication software may be enough to block 
access to an exam, causing its cancellation. Similarly, if an assignment depends on 
students accessing a particular journal article, the use of a browser plugin such as a 
download manager can be enough to trigger the journal publisher’s DDoS protec-
tion and block access for all students at the institution. I have spoken with academ-
ics and students who have accidentally triggered institution-wide blocks by major 
publishers simply by downloading a hundred or so articles in rapid succession. 

E-cheating: a signifcant problem, but what can we do 
about it? 

This chapter has put forth a case that e-cheating is here, it is diferent to cheating 
in the past, and we need to do something about it. The remainder of the book 
delves deeper into the problem of e-cheating and identifes ways to address it, 
drawing from a range of other disciplines and industries along the way. So, what 
can we do about e-cheating? 

Chapter 2 proposes a way to address e-cheating through focusing on assessment 
security.This is a complementary concept to academic integrity but, where aca-
demic integrity has a positive, educative mission, assessment security has a some-
what negative, adversarial mission in that it aims to detect cheating and make 
cheating very difcult. 

Chapter 3 delves deeper into how e-cheating happens. It explores the e-cheating 
lifecycle, from how students become aware of e-cheating through to transactions, 
content production and submission of cheated work.The chapter also considers 
how to disrupt each stage of the e-cheating lifecycle. 

The next four chapters explore what we can learn about securing assessment 
from the perspective of diferent disciplines and industries.Chapter 4 argues for the 
need to consider cybersecurity as an essential underpinning of assessment security, 
expanding on Schneier’s argument that cybersecurity is now everything security 
(Schneier, 2018). Chapter 5 draws on lessons learnt from two industries that have 
been dealing with e-cheating for decades: online videogames and online gambling. 
Chapter 6 asks how Artifcial Intelligence (AI) is afecting both e-cheating and 
assessment security, and what the future implications of more advanced AI may be. 
Chapter 7 builds on work from surveillance studies and explores some of the 
darker side of assessment security. 

The next three chapters draw together ideas from across the book to propose 
ways to improve assessment security. Chapter 8 proposes ways we might be able to 
think about the efectiveness of diferent approaches to assessment security through 
metrics and standards. Chapter 9 explores diferent ways to structure and design 
assessment to improve assessment security. Chapter 10 concludes the book with 
fve actionable suggestions to improve assessment security while maintaining 
awareness of the potential for unintended negative consequences. 



   

   
 

 

   
 

  
  

   

   
   

 

18 E-Cheating 

I recommend you read the remaining chapters sequentially. However, if you 
prefer to pick and choose, I strongly recommend you read Chapter 2 before con-
tinuing on to any other chapter, as the concept of assessment security underpins 
the remainder of the book. 

Things to do 

In this book, each chapter has a list of readings, suggestions or activities that you 
can follow up to learn more or put your learning into action. For this chapter I 
recommend you: 

• Familiarise yourself with your academic integrity landscape. At a minimum 
this should include any academic integrity policies or procedures that are in 
place at your institution. Do you think these adequately cover e-cheating? Is 
their coverage of e-cheating forward-looking like the taxonomy, or is it instead 
focused on dealing with particular current threats? 

• Browse the International Center for Academic Integrity’s website: https:// 
www.academicintegrity.org/.While I have advocated for more of a focus on 
cheating in this chapter, it is important to maintain a strong grounding in 
academic integrity. At a minimum, the Fundamental Values of Academic 
Integrity (Fishman, 2014) should be considered essential reading. 

• Find out how to cheat at your institution.A likely frst step by any potential 
cheating student at your institution will be to search ‘how to cheat’ along with 
the tools your organisation uses. It’s important you familiarise yourself with 
those approaches. 

• Search the course codes for the classes you teach and a range of cheating-
related terms, like ‘cheat’, ‘buy’, ‘answers’ and ‘notes’. Many educators are 
shocked when they realise how much cheating is happening in public. But be 
careful not to view your search results as comprehensive; it’s likely that much 
of the cheating that is happening on your course is not indexed by search 
engines. 

Notes 

1 This is attributed to one of three self-citations within that paper (it is unclear which); 
however, it cannot be found within those papers. 

1 In this chapter the names of several software products, mostly games, are mentioned. For the 
sake of saving trees, references are not provided to these products; all can be found easily 
through a web search. 

1 Machine Learning. 

https://www.academicintegrity.org
https://www.academicintegrity.org
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